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identity of a person and providing any
details about that person. Signature
verification is a technique used to validate
the identity of an individual. It is used in
various industries, such as banks,
intelligence agencies, and high-profile
institutions. Despite being one of the
earliest, most basic, and most popularly
accepted methods for identification and
verification, confirming the genuineness of
a signature is particularly challenging. The
signature doesn’t tend to be the same every
time as there are numerous factors that are
involved while signing, such as emotion
and eye-to-hand coordination. Signature
verification plays an important role in the
banking sector, where the signature on the
cheques has to be verified to complete the
financial transaction. It is an important
task, as people tend to forge signatures to
initiate fake transactions and steal huge
amounts of money.
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I. INTRODUCTION

There are two types of signature verification: static and dynamic. Static verification is the
process of verifying when the signature has been made offline. Dynamic verification is the
process of verifying a person’s signature, when he creates it on a digital tablet or a similar device.
In the early days, this process was carried out manually, which involved a lot of manpower. For
static verification, carrying out this task of verification manually would possess a high probability
of error, as the difference between the original and forged signatures is very minimal in the
majority of cases. Sometimes, noticing this minimal difference becomes a challenging task for the
naked eye. With the advancement of technologies such as Atrtificial Intelligence and Machine
Learning, the entire process of signature verification can be automated. With the availability of
huge datasets and many machine learning algorithms, this process can be automated using
different techniques and highly accurate results can be obtained. These algorithms and models
have the capability to detect any minimal difference and are able to detect forged signatures.
Many researchers have conducted numerous research in this field and have been able to
successfully develop algorithms that work with high accuracy. In particular, CNN’s have very
good accuracy, although there is still a lot of scope for improvement in these techniques and
algorithms. Like all image classification and detection techniques, the steps in signature
verification have similar steps involving pre-processing, feature extraction, and classification.
This ensures that the process of verification can be obtained with less human effort and high
accuracy.
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I11. MACHINE LEARNING ALGORITHMS

The Machine Learning Algorithms that were applied for the signature verification

e Convolutional Neural Network (CNN).

e Siamese Network.

e VGG 16 Network.

e Support Vector Machine (SVM).

e Feature Extraction using Truncated-Singular Value Decomposition (TSVD)
e Self-Thought Learning

e Feature Learning

IV.TOOLS

Python programming higher installed in windows 10 or any distribution of Linux.

Arduino IDE software

Training of an ANN model using Coding Source in MATLAB.

Python open source library called TensorFlow1 is used in order to train the neural network.

The most commonly used software for implementing the above algorithms were
found to be, Python MATLAB, Tensor Flow

Hardware: Most of these Machine Learning algorithms were only simulated, there were no
hardware implementation of these algorithms for Signature Verification.

V. APPLICATIONS

Signature verification is thus very important in ensuring security of financial and legal
documents. Some of the practical applications are:
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1. Bank cheques for demand drafts or deposits: Cheque’s are the most important documents that
go through the signature verification. Identifying false signature on cheques should be
immediately identified to safeguard from any kind of financial damages.

2. Loan and mortgage documents: Verifying that a signature on a loan or mortgage document is
authentic and can be very important. The bank can then use automatic signature verification to
show that the person disputing the loan did indeed sign the original document and owes as
agreed.

3. Business Contracts: Signatures on contracts of any kind, including business or employment
contracts, can be confirmed with signature verification software to ensure of the contract has
gone through legal procedure.

4. Insurance Documents: Verifying that a signature on an insurance document is genuine can
help to authenticate an individual in circumstances where validating that a person is who they
say they are is of particular importance.

Some Broader Application of Signature Verification also Include:
e Legal documents

e Financial services

e Digital authentication

e Transactions

e Voter registration and identification

e Know your customer (KYC)
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