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Abstract Authors

The Internet of Things (IoT), which Kussum
enables the digitalization of numerous activities Assistant Professor
and processes like water distribution, preventive Chandigarh University
maintenance, or smart manufacturing, can Gharuan, Punjab, India
contribute to the development of the circular
economy and a more sustainable society. Himanshi Phour
Ironically, despite having enormous promise for Professor
the digital transformation towards Chandigarh University
sustainability, IoT technologies and paradigms Gharuan, Punjab, India
like edge computing are not yet helping the IoT
sector itself evolve sustainably. Due to the
usage of limited raw resources and its energy
consumption during production, operation, and
recycling operations, such a sector actually has
a considerable air footprint.. The Green
Dynamic IoT (G-DIoT) paradigm has arisen as
a study topic to address these problems and
eliminate such hazardous emissions; however
its sustainable outlook directly conflicts with
the emergence of Edge Artificial Intelligence
(Edge Al). In order to guarantee the edged IoT-
based UAV’s as crucial components for
sustainable transitions, green energy generation,
and utilization, smart technologies are being
envisioned as game-changing instruments.
After that, it talks about how digitalization
might improve citizens' lives by sustaining their
security paradigms for marginalized
communities and accelerating the shift to
sustainable manufacturing practices. This
chapter gives the researchers brief idea to
explore the UAV-empowered edge computing
devices how to secure them on different layers
and various IoT-edged Attracting Energy
Efficient Security Mechanisms which gives the
world new idea to work .
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I. INTRODUCTION

Unmanned Aerial Vehicles (UAVs) can indeed play a role in facilitating a sustainable
digital transition in various sectors. Here are a few ways in which UAVs can contribute to
sustainability and digital transformation:

Infrastructure Monitoring: UAVs equipped with cameras, sensors, and advanced
imaging technologies can be used to monitor and inspect critical infrastructure such as power
lines, pipelines, bridges, and buildings. By regularly assessing the condition of infrastructure,
potential issues can be identified early, leading to proactive maintenance and reducing the
risk of failures or accidents. This helps optimize resource allocation and minimize the
environmental impact of infrastructure operations.

Renewable Energy Development: UAVs can assist in the planning and development
of renewable energy projects. They can be used to survey and analyze potential sites for solar
or wind farms, mapping the terrain, and assessing the feasibility of installations. Additionally,
UAVs can monitor the performance of existing renewable energy installations, aiding in
maintenance and optimization to ensure maximum efficiency and output.

Precision Agriculture: UAVs equipped with multispectral or thermal cameras can
provide valuable data for precision agriculture. They can collect high-resolution imagery and
data about crop health, soil moisture levels, and nutrient distribution. This information
enables farmers to optimize their use of resources, reduce chemical inputs, and improve crop
yields, resulting in more sustainable farming practices.

Environmental Monitoring: UAVs can be employed for environmental monitoring,
including tracking deforestation, detecting wildfires, monitoring wildlife populations, and
assessing air and water quality. By collecting real-time data from remote or hazardous areas,
UAVs can help identify and address environmental issues promptly, enabling more effective
conservation efforts.

Connectivity and Communication: In areas with limited or no internet connectivity,
UAVs can serve as communication relays. They can be equipped with communication
equipment to provide temporary network coverage for disaster-stricken regions, remote
communities, or during large events. This helps bridge the digital divide, enabling sustainable
development and access to essential services.

Delivery and Logistics: UAVs can contribute to sustainable logistics and delivery
operations. By replacing traditional delivery methods, such as trucks or motorcycles, with
drones for small package transportation, carbon emissions can be reduced, especially in urban
areas. This promotes eco-friendly last-mile delivery and reduces traffic congestion.

It is important to consider the regulations and guidelines governing UAV operations,
including airspace management, safety measures, and privacy concerns. Adhering to these
regulations ensures the safe and responsible integration of UAVs into various sectors,
promoting sustainability and the digital transition.

Copyright © 2024 Authors Page | 22



Futuristic Trends in IOT

e-ISBN: 978-93-6252-960-2

IIP Series, Volume 3, Book &, Part 2, Chapter 1

PARADIGMS TO SECURE GREEN DYNAMIC IOT EDGED UAV
FOR SUSTAINABLE DIGITAL TRANSITION

II. GREEN 10T COMMUNICATIONS

Green [oT communication refers to the use of Internet of Things (IoT) technologies

and practices that minimize the environmental impact and promote sustainability. It focuses
on reducing energy consumption, optimizing resource utilization, and minimizing waste in
IoT systems. Here are some key aspects of green loT communication:

1.

Energy Efficiency: Green IoT communication aims to reduce energy consumption by
IoT devices and networks. This can be achieved through various means such as
optimizing device power management, using low-power components and protocols, and
employing energy harvesting techniques to power loT devices.

Communication Protocols: Choosing energy-efficient communication protocols is
crucial for green IoT communication. Low-power wireless protocols like Zigbee, Z-
Wave, and Bluetooth Low Energy (BLE) are preferred over power-hungry protocols like
Wi-Fi or cellular networks when feasible. These protocols minimize energy consumption
and extend the battery life of IoT devices.

Resource Optimization: Green IoT communication involves optimizing the utilization
of network resources. This includes efficient routing algorithms that minimize data
transmission distances, reduce congestion, and utilize network resources effectively. By
optimizing resource usage, unnecessary data transfers and network overhead can be
minimized.

Data Management and Analytics: Efficient data management and analytics play a vital
role in green IoT communication. By employing intelligent data processing techniques,
unnecessary data transmissions and storage can be reduced. Edge computing and fog
computing can be leveraged to process data locally, minimizing the need for transmitting
large volumes of data to centralized cloud servers.

Lifecycle Management: Green IoT communication emphasizes the responsible
management of IoT devices throughout their lifecycle. This includes proper disposal and
recycling of devices, using eco-friendly materials in manufacturing, and encouraging
device upgradability to extend their lifespan.

Environmental Monitoring: loT devices can be employed for environmental monitoring
and conservation efforts. For example, smart sensors can monitor air quality, water
resources, and energy consumption, providing valuable data for sustainable decision-
making and resource management.

Sustainable Infrastructure: Designing loT infrastructure with sustainability in mind is a
crucial aspect of green IoT communication. Using renewable energy sources to power
IoT networks, reducing carbon emissions in data centers, and promoting efficient network
architectures all contribute to a greener IoT ecosystem.

Overall, green IoT communication aims to strike a balance between leveraging the
benefits of IoT technology while minimizing its environmental footprint. By adopting
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energy-efficient practices, optimizing resource utilization, and implementing sustainable
strategies, we can create a more environmentally friendly and sustainable IoT ecosystem.

Data
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Figure 1.1: IoT Gateway Connected to the Internet
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III. UAV-EMPOWERED EDGE COMPUTING ENVIRONMENT

A UAV (Unmanned Aerial Vehicle) empowered edge computing environment refers
to the integration of UAVs and edge computing technologies to enable efficient and
distributed computing capabilities in remote or mobile environments.

In such an environment, UAVs are equipped with computing resources and act as
mobile edge computing nodes. They can fly to remote locations or areas with limited
infrastructure, bringing computational power and data processing capabilities closer to the
data source. This concept leverages the advantages of both UAVs and edge computing to
enable real-time data analysis, reduced latency, and improved scalability in various
applications.

Here's an overview of how a UAV-empowered edge computing environment works:

1. UAVs as Mobile Edge Computing Nodes: UAVs are equipped with processing units,
memory, storage, and communication capabilities. These resources enable UAVs to
perform data processing tasks, such as running applications, analyzing sensor data, and
executing algorithms.

2. Data Collection and Transmission: UAVs can be deployed to collect data from sensors,
cameras, or other sources in their surroundings. The collected data can include images,
videos, sensor readings, or any other relevant information. The UAVs then process and
analyze this data onboard, reducing the need for transmitting raw data to a centralized
location.
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Edge Computing Capabilities: UAVs act as edge computing nodes, which means they
can perform computational tasks locally without relying on a centralized cloud
infrastructure. They can execute algorithms, apply machine learning models, or perform
real-time analytics directly onboard. This reduces latency and bandwidth requirements
since only processed data or relevant insights are transmitted to the central system or
other connected devices.

Communication and Coordination: UAVs in the environment can communicate with
each other and with a central control system. They can exchange information,
synchronize their actions, and distribute computing tasks among themselves based on
factors like proximity, computational load, or data relevance. This allows for efficient and
distributed processing in the environment.

IV.APPLICATIONS OF UAV-EMPOWERED EDGE COMPUTING

V.

ENVIRONMENTS INCLUDE

Disaster Response and Monitoring: UAVs can be deployed in disaster-stricken areas to
collect real-time data, assess damage, and aid in search and rescue operations. The
onboard edge computing capabilities enable rapid analysis of collected data, helping
emergency responders make informed decisions on the ground.

Precision Agriculture: UAVs equipped with sensors and edge computing capabilities
can fly over agricultural fields, capturing data on crop health, soil conditions, or water
usage. This data can be processed onboard to provide farmers with immediate insights,
allowing them to optimize their operations and make timely interventions.

Surveillance and Security: UAVs with edge computing capabilities can be used for
surveillance and security purposes in public spaces, critical infrastructure, or large events.
They can analyze video feeds, detect anomalies, or perform facial recognition locally,
enhancing situational awareness and response time.

Industrial Inspections: UAVs can inspect infrastructure such as pipelines, power lines,
or wind turbines, capturing visual or sensor data. Onboard edge computing enables real-
time analysis, identifying faults or anomalies, and reducing the need for extensive data
transmission or human intervention.

UAV-empowered edge computing environments offer the advantages of mobility,
real-time processing, reduced latency, and increased scalability. However, challenges
such as limited battery life, payload capacity, and network connectivity in remote areas
need to be addressed for effective implementation.

OPEN SECURITY PITFALLS

In the emerging world of IoT based UAV fortune in the world of wireless which gives

the new trends to find the pitfalls at the edge commuting devices . Mostly they lacks in
security due to adhoc mobility and the security pitfalls which needs to be understand.
Therefore to discuss their details below are the main security claims which efficiently sustain
in the environment to compensate.
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1. Security Challenges: Securing sustainability in IoT-edged UAV (Unmanned Aerial
Vehicle) operations involves addressing various aspects related to environmental impact,
energy efficiency, and responsible use of resources. Here are some considerations for
achieving sustainability in loT-edged UAV systems:

e Energy Efficiency: Optimize the energy consumption of UAVs by using lightweight
materials, efficient propulsion systems, and aerodynamic designs. Implement
intelligent power management techniques, such as optimizing flight paths, payload
utilization, and idle time, to minimize energy usage and increase flight endurance.

e Investigate the possibility of using renewable energy sources, such as solar cells or
fuel cells, to power UAVs. This approach can reduce dependence on conventional
energy sources, lower emissions, and extend flight durations. Additionally, ground-
based IoT infrastructure can be powered by renewable energy to support UAV
operations.

o Efficient Data Transmission: Enhance communication protocols and data
transmission techniques between UAVs and IoT systems to minimize energy
consumption. Utilising edge computing, data filtering, and compression methods to
reduce data transmission over the network will increase energy efficiency and
bandwidth effectiveness.

e Responsible Manufacturing and Disposal: Promote sustainable manufacturing
practices by using recyclable and environmentally friendly materials in UAV
production. Implement proper disposal and recycling procedures to minimize the
environmental impact of retired or damaged UAVs.

e Environmental Monitoring: Leverage the capabilities of IoT sensors and edge
computing on UAVs to monitor and collect environmental data. This data can be used
for ecological studies, climate monitoring, and assessing the impact of human
activities. By facilitating sustainable practices through data-driven insights, UAVs can
contribute to environmental conservation efforts.

¢ Regulatory Compliance: Ensure compliance with local regulations and guidelines
for UAV operations to minimize disturbances to ecosystems and protected areas.
Adhere to flight restrictions, noise limits, and privacy regulations to prevent negative
impacts on wildlife, habitats, and communities.

e Collaboration and Information Sharing: Foster collaboration among stakeholders,
including UAV manufacturers, operators, regulators, researchers, and environmental
organizations. Encourage the sharing of best practices, research findings, and
technological advancements to promote sustainable development in the field of IoT-
edged UAVs.

By taking into account these factors, IoT-edged UAV deployment can be
made more environmentally friendly, reducing their environmental impact and
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encouraging responsible use in a variety of applications, including environmental
monitoring, disaster response, and infrastructure inspection.

IoT (Internet of Things) edged UAVs (Unmanned Aerial Vehicles) present
unique security challenges due to their interconnected nature and reliance on both
physical and digital systems. Here are some of the key security challenges associated
with IoT edged UAVs:

e Data Privacy: UAVs generate and collect vast amounts of data, including visual
imagery, sensor readings, and location information. Ensuring the privacy of this data
is crucial to prevent unauthorized access and misuse. Encryption and secure data
transmission protocols should be implemented to protect sensitive information.

e Unauthorized Access and Control: UAVs are vulnerable to unauthorized access by
malicious individuals. If an attacker gains control of a UAV, they can manipulate its
flight path, disrupt its operations, or even use it as a platform for launching cyber-
attacks. Implementing strong authentication mechanisms, secure communication
channels, and access controls can mitigate the risk of unauthorized access.

e Network Vulnerabilities: [oT edged UAVs rely on wireless communication
networks, making them susceptible to network-based attacks. Attackers may attempt
to intercept or manipulate the UAV's communication channels, leading to data
breaches, disruption of operations, or the injection of malicious commands. Securing
the communication protocols, using encryption, and regularly updating firmware can
help protect against such attacks.

e Physical Security: UAVs are physically vulnerable to theft, tampering, or
unauthorized modifications. Unauthorized access to the UAV's hardware can
compromise its safety, integrity, and confidentiality. Physical security measures, such
as secure storage, tamper-evident seals, and anti-tampering mechanisms, should be
employed to protect against physical attacks.

e Malware and Software Vulnerabilities: UAVs rely on complex software systems,
including onboard flight controllers and ground control stations. These systems may
contain vulnerabilities that could be exploited by attackers to compromise the UAV's
operations or manipulate its behavior. Regular software updates, security testing, and
code reviews are essential to identify and patch any vulnerabilities.

e Interoperability and Standards: The IoT ecosystem comprises various devices and
platforms from different manufacturers, each with its own set of protocols and
standards. Ensuring interoperability and adherence to security standards across
different components of an IoT edged UAV system can be a challenge. Lack of
standardized security practices may create vulnerabilities and compatibility issues,
increasing the risk of attacks.

e Supply Chain Risks: The global supply chain for UAV components may involve
multiple vendors and subcontractors, making it challenging to ensure the security and
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integrity of each component. Counterfeit or tampered parts could introduce
vulnerabilities or compromise the overall security of the UAV. Implementing rigorous
supply chain management processes, including trusted sourcing and verification, can
help mitigate these risks.

To address these challenges, organizations developing IoT edged UAVs
should adopt a holistic security approach. This includes implementing encryption,
strong authentication mechanisms, secure communication protocols, regular software
updates, physical security measures, and adhering to industry-recognized security
standards. Continuous monitoring, vulnerability assessments, and threat intelligence
should also be employed to identify and respond to emerging security threats
effectively.

Animal Tracking
Combined with GPS
/ technologies
Drone
Connected @l/
habitats

Visual& Thermal

o Imaging Technologies
Weather Monitoring

Sensors

Heart Rate Monitor

Figure 1.2: Use of [oT Technology for Research Purposes on Animal Behavior

2. Data Driven Security in IoT: Data-driven security at the edges in AIOT (Artificial
Intelligence of Things) based UAVs (Unmanned Aerial Vehicles) involves leveraging
data analytics and machine learning techniques to enhance the security and privacy of
these systems. The "edge" refers to the computing and processing capabilities located
closer to the data source, which in this case would be the UAV.

Here are some key aspects of data-driven security at the edges in AIOT-based UAVs:

e Anomaly Detection: By collecting and analyzing data from various sensors and
systems onboard the UAV, it becomes possible to identify anomalous behavior or
deviations from normal patterns. This can help detect potential security threats such as
unauthorized access, sensor tampering, or abnormal flight patterns.

e Intrusion Detection and Prevention: Data-driven security systems can analyze

network traffic and communication protocols to detect potential intrusions or
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malicious activities. By monitoring incoming and outgoing data packets, it becomes
possible to identify and block unauthorized access attempts or suspicious network
behavior.

e Threat Intelligence: By leveraging data from various sources, such as threat
intelligence feeds or historical data, AIOT-based UAVs can enhance their security
posture. This involves continuously updating and analyzing threat information to
proactively identify and mitigate potential risks.

e Secure Communication: Ensuring secure communication channels between the
UAYV and ground control systems is crucial. Encryption techniques can be employed
to protect data transmission, preventing unauthorized access or eavesdropping.To
confirm the validity and integrity of the communication, secure protocols and
authentication procedures can also be used.

e Privacy Preservation: UAVs often collect sensitive data, such as images or videos,
during their operations. Data-driven security approaches can include techniques like
differential privacy or data anonymization to protect the privacy of individuals or
organizations involved. These methods aim to minimize the risk of re-identification of
individuals or the disclosure of sensitive information.

¢ Real-time Decision-making: Leveraging machine learning algorithms, AIOT-based
UAVs can analyze data in real-time to make informed security decisions
autonomously. For example, the UAV can identify and respond to potential threats by
adjusting its flight path, altering sensor configurations, or triggering alarms/alerts to
the ground control system.

e Data Validation and Integrity: Validation checks can be incorporated into data-
driven security systems to guarantee the accuracy and integrity of the acquired data..
This involves techniques like digital signatures or checksums to verify the data's
origin and detect any tampering or corruption during transit or storage.

It's important to note that implementing data-driven security at the edges of
AIOT-based UAVs requires careful consideration of computational resources, power
constraints, and real-time processing capabilities. The architecture and design of such
systems need to balance security requirements with the practical limitations of edge
computing in UAVs.
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Warning of
Pothole ahead

Figure 1.3: Connected Street Lighting Pole as an Iot Gateway to Help Drivers

3. Industrial Use Cases: The term "Artificial Intelligence of Things," or "AIOT," refers to
the combination of Internet of Things (IoT) gadgets and artificial intelligence (AI)
technologies. AIOT can support numerous industrial applications in the area of UAV
(Unmanned Aerial Vehicle) security. Here are a few examples to help:

Surveillance and Intrusion Detection: AIOT-enabled UAVs equipped with cameras
and sensors can autonomously monitor large industrial sites, critical infrastructure, or
restricted areas. Al algorithms can analyze real-time video feeds and detect potential
intrusions, unauthorized activities, or security breaches. The UAVs can send alerts or
live video streams to security personnel for immediate action.

Perimeter Security: UAVs equipped with AIOT capabilities can patrol and monitor
the perimeter of industrial facilities or sensitive areas. They can detect and respond to
breaches, such as fence damage or unauthorized access attempts, by using Al
algorithms to analyze sensor data and triggering alarms or notifications.

Asset Monitoring and Protection: AIOT-enabled UAVs can be deployed to monitor
and protect valuable assets, such as equipment, machinery, or vehicles, in industrial
settings. The UAVs can use Al algorithms to track asset locations, identify anomalies,
and detect potential theft or damage. They can provide security personnel with real-
time updates so they can react fast to any security threats.
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e Emergency Response and Incident Management: In case of emergencies or
incidents, AIOT-enabled UAVs can assist in the response and management process.
For example, during a fire or hazardous situation, UAVs equipped with Al algorithms
and sensors can provide real-time situational awareness, identify evacuation routes, or
assess structural damage. This information can help emergency responders make
informed decisions and allocate resources effectively.

e Infrastructure Inspection: Industrial infrastructure, such as power lines, pipelines,
or wind turbines, often requires regular inspections for maintenance and security
purposes. AIOT-enabled UAVs can autonomously inspect these infrastructures, using
Al algorithms to analyze sensor data and identify potential issues like damage, leaks,
or structural weaknesses. This proactive approach helps ensure the integrity and
security of critical industrial assets.

e Airspace Monitoring: With the increasing use of UAVs, airspace security is
becoming crucial. AIOT-enabled UAVs can contribute to airspace monitoring and
control by employing Al algorithms to detect unauthorized or rogue drones. They can
identify potential threats, track their movements, and assist in implementing
countermeasures or conducting investigations if necessary.

e Drone Dependent COVID-19 Medical Service: The researcher introduced a
mechanism called DBCMS. During the covid-19 pandemic, the risk of being infected
were high. Thus this medical service will reduce the risk of contamination for medical
professionals. This solution has three layered architecture. In the first layer the drone
will collect the samples. The second layer works on serious patients based upon
samples collected and recommends the consultation of the doctors for emergencies
and to control the pandemic situation the last layer warns the higher authorities.
Therefore, in this hard situation drones were considered for surveillance purposes.
The below figure shows how UAV can work during pandemic.

Aerial Check the
monitoring Temperature
Distribute Sanatization
the Process

Medicine
Transfer the
Samples

Figure 1.4: Application of Drone in Covid
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e Thermal Cameras: Nowadays IOT based drones are equipped with thermal cameras
to take the picture from the aerial spot. The service will also provide night time
detection using night vision thermal cameras inbuilt drones. This technology allows
the safe survey in the thermal areas in difficult scenarios. Number of case studies has
been done by researchers which provide secure thermal images in which a drone will
transfer the collected data on a mobile device server . Hence implementing the IOT in
drones various applications can be performed without any human interference.

'; Face Recognition

Temperature Data

SAP Cloud Platform
Internet D‘ hng:.

Figure 1.5: Application of [oT Enabled Thermal Camera

e UAYV based IOV (Internet of vehicles): VANETSs (Vehicular Ad Hoc Networks) is a
type of vehicles that are based upon IOT technology, embedded with number of smart
sensors and advanced software technologies. With the help of IOV transportation
becomes more efficient, fast, safe as it comes with inbuilt smart sensors, by cutting
the harmful gas emission it will be secure to the environment, moreover having the
business benefits as well. Recently UAVs has shown great concern in IOV and
VANETs. Implementing UAV with IOV brings numerous benefits to the mankind in
the field of industry, military, transport, communication etc.
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Figure 1.6: Application of IOT Enabled Vehicles

These are just a few examples of how AIOT-enabled UAVs can enhance
security in industrial settings. The integration of Al technologies with UAVs and IoT
devices opens up a wide range of possibilities for improving security, efficiency, and
automation in various industries.

Digital
Analog Petabyte Sensor
Sensor (2000) Exabyte
(2010)
Small Terabyte Zettabyte Big-Data
Dat (1990)
- (2020
Steam Assembly CNC Tool{1950) ProgrLogic Industrial Additive Digital Twins(2015)

Engine(1770) Line(1910) ctrl(1970) Robot(1970) Manuf(2010)

Figure 1.7: Welding Robots in a Smart Factory Generate Huge Amount of Data

It is essential to protect civilians from potential threats, especially in open
spaces like stadiums or during parades. Urban regions have seen an increase in crimes
like street crime, vandalism, and terrorism recently, needing preventative measures.
Identifying and avoiding criminals in crowds has grown to be a crucial crime
prevention strategy. It is difficult to maintain adequate safety for everyone with
traditional patrol systems because they rely significantly on security guards and
significant human effort. Unmanned aerial vehicles (UAVs) can be used to augment
security officers by remotely monitoring people in vulnerable locations in order to
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address these difficulties. UAVs provide immunity from risks and make it possible to
effectively control, track, detect, and identify offenders using face recognition
techniques. An effective crowd surveillance system that can recognize offenders using
facial recognition is made possible by integrating UAVs with the appropriate IoT
devices, such video cameras. By utilizing this technology, crowd surveillance and
face recognition may be done from above, boosting security measures in public areas.
As a result, crowd safety and security can be improved, resulting in a decrease in the
need for security guards on the ground. Face recognition entails several independent
phases, such as the extraction of facial features, building a database of recognized
faces, and matching filmed faces with profiled faces. There are several different video
analysis techniques that can recognize faces in videos with high accuracy, even when
multiple faces are being viewed at once. Several of these tools are well suited for the
great mobility of UAVs. The requirement for security guards on the ground might be
reduced as a result of the increased crowd safety and security. Building a database of
recognized faces, extracting facial features, and comparing recorded faces with
profiled faces are only a few of the distinct steps involved in face recognition. Even
when multiple faces are being seen at once, there are numerous video analysis
algorithms that can accurately identify faces in videos. Several of these tools are ideal
for UAVs' high degree of mobility.

By analyzing the recorded video locally or on distant servers, the facial
recognition task can be transferred to Mobile Edge Computing (MEC). Important face
recognition algorithms are provided by OpenCV, which scan video frames for
profiled faces.

The remainder of this article will show how much the offloading of facial
recognition computation affects UAV energy usage and processing time as a whole.
The intended experiment setup is shown in Figure 3. In this case, a UAV that is
outfitted with a camera and linked to the GCS via an LTE cellular network is taken
into consideration. The UAV used in our experiment is seen in Figure 4a. The LTE
eNodeB used is also depicted in the illustration (donated by Nokia). The underlying
LTE network, which is only utilized for research purposes, provides low latency, a
high data rate, and extended coverage to allow a number of situations, including
measurements that can be made horizontally, vertically, at higher altitudes, with line
of sight (LoS), and beyond LoS. Dedicated high-speed low-latency access to vital
resources is made possible by the network's edge computing resources, which are co-
located with the LTE base stations set up on the campus of the Aalto University. MEC
in Fig. 3 schematically illustrates this. The used UAV is a hexacopter with a built-in
LTE modem, a gimbal with a high-resolution camera, and other processing and
sensing capabilities. They consist of a flight controller (FC) module with gyroscopes,
accelerometers, and a barometer for stable flying, as well as an embedded Linux
system (a Raspberry Pi) that connects the LTE modem to the FC. Any computer can
be utilised as a GCS to set up an LTE connection. Software for flight control, such as
Mission Planner, is installed on the PC. Through an attached LTE modem, the PC is
utilised to control the FC. The hexacopter can carry measuring instruments and lab
supplies thanks to its 1.5 kg payload capacity. It can carry the entire cargo for about
30 minutes of flight time on a fully charged battery. It also has a safe landing system
that is intended to manage the rare occasions when a motor fails. Security officers
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have access to the control station in the planned scenario, allowing them to
continuously observe people. The security personnel can direct the UAV to record a
video of a person or group of people if they see any suspicious behaviour on their
part. Facial recognition software is then used to identify the suspicious person or
persons and determine whether they have any criminal histories from the captured
video. A small-scale testbed (shown in Fig. 4b) was created to evaluate the benefits of
outsourcing the facial recognition work to Mobile Edge Computing (MEC) as
opposed to local processing.A laptop functioning as the MEC node and a Raspberry
Pi (RP1) acting as the local processing unit are both included in the testbed setup. The
laptop serves as the UAV's gateway's command and control station, giving security
personnel access to the camera and the ability to turn on/off local face recognition or
offload processing to the MEC node.

4. lot-Edged Attracting Energy Efficient Security Mechanisms: When it comes to IoT
devices, including edge devices, energy efficiency is crucial to ensure optimal
performance and prolonged battery life. Security mechanisms are essential for protecting
IoT devices and the data they handle. Here are some energy-efficient security
mechanisms for loT-edged devices:

e Lightweight Cryptography: Traditional cryptographic algorithms can be resource-
intensive for IoT devices. Lightweight cryptography refers to a set of cryptographic
algorithms specifically designed to be computationally efficient, requiring less
processing power and memory. By using lightweight cryptography algorithms, IoT-
edged devices can perform encryption, authentication, and other security operations
with reduced energy consumption.

e Secure Bootstrapping: Secure bootstrapping ensures that IoT devices only
communicate with trusted entities during the initial setup process. Instead of relying
on complex and energy-consuming cryptographic protocols, lightweight and energy-
efficient authentication methods can be employed. For instance, establishing secure
connections can be done with little computational expense by employing secure key
exchange protocols like Elliptic Curve Diffie-Hellman (ECDH).

e Adaptive Security Levels: loT-edged devices frequently function in many situations
with a variety of security needs. By employing adaptive security levels, the devices
can dynamically adjust their security mechanisms based on the context. For instance,
in low-risk environments, the device may use minimal encryption or authentication,
conserving energy. In high-risk scenarios, stronger security measures can be activated
to ensure data protection.

e Sleep/Wake Scheduling: IoT-edged devices can conserve energy by implementing
sleep/wake scheduling mechanisms. These devices can periodically enter a low-power
sleep mode when not actively engaged in communication or processing tasks. Wake-
up timers or event-based triggers can bring the device back to an operational state
when needed, such as when security-related events occur or communication is
required.
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e Data Aggregation and Filtering: loT devices often generate a significant amount of
data, which requires processing and transmission, consuming energy resources.
Implementing data aggregation and filtering mechanisms at the edge can reduce the
amount of data that needs to be processed and transmitted. By aggregating and
filtering data at the device level, energy consumption can be minimized while
ensuring that critical security-related information is retained.

¢ Over-the-Air (OTA) Updates: Security vulnerabilities in IoT-edged devices can be
addressed through OTA updates. Efficient OTA update mechanisms allow devices to
receive security patches and firmware updates over the air. By employing delta
updates, which only transmit the differences between the current and updated
firmware versions, the energy consumption associated with downloading and
installing updates can be significantly reduced.

e Energy-Aware Protocols: IoT protocols, such as MQTT (Message Queuing
Telemetry Transport) or CoAP (Constrained Application Protocol), can be adapted to
incorporate energy-aware mechanisms. These mechanisms include strategies like
minimizing packet size, reducing transmission frequency, and employing energy-
efficient routing algorithms. By optimizing the communication protocols for energy
efficiency, loT-edged devices can reduce the overall energy consumption while
maintaining secure communication.

Implementing these energy-efficient security mechanisms can help strike a
balance between securing IoT-edged devices and conserving energy resources. By
leveraging lightweight cryptography, adaptive security levels, sleep/wake scheduling,
data aggregation, OTA updates, and energy-aware protocols, loT-edged devices can
maintain security while operating efficiently in resource.

5. 10T Edged Architecture: The Internet of Things (IoT) edge is a collection of
applications and technologies which make it possible to interpret data and make choices
in immediate time at an extent that would ordinarily be unachievable or very challenging
to attain.The sheer quantity of data produced by Internet of Things (IoT) gadgets and the
amount of computing resources needed to transfer and understand that data are just too
much for current IT infrastructures to handle. Architectures for the Internet of
Things(IoT) must develop as associated equipment and handheld gadgets increase in
number. Combining edge computing with the Internet of Things (IoT) framework is the
sole way to stay ahead of the curve.

As a way to cope with the data amount and movement, edge loT(internet of
things) layout transmits connectivity to networks from centrally located resources to the
communications, resources, and conventional processing which are closer situated to the
devices that are giving data to be processed. The categorization and simplification of
transmission of information over the whole network are the primary objectives of moving
to the edge. Data is analyzed as near to its initial stream as feasible in a distributed IT
architecture known as edge computing.
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IoT(internet of things) architecture includes processing data nearby, as opposed to
transmitting it to the cloud or an on-site data center. The infrastructure and design
concepts that enable data analysis, processing, and management at the borders of the the
system, near (internet of things) [oT devices and detectors, as opposed to transmitting all

data to a consolidated cloud for analyzing, are referred to as Internet of Things (IoT) Edge
architecture.

EDGE SYSTEMS
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Figure 1.8: IOT Architecture

6. Algorithm to Secure IoTEdge: Securing IoT (Internet of Things) edge devices is crucial
to ensure the confidentiality, integrity, and availability of data and services.Security
issues have grown as Internet of Things (IoT) technology has become more widely used.
Since most IoT devices have limited computing power, encryption appears to be a
workable solution for data protection. This article examines the various encryption
algorithms and how they work.
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Figure 2.1: IOT Layered Architecture
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This research primarily focuses on improving the fundamental design of drones in
order to reduce the security risks related to drones, such as data interception, data privacy,
and common cybersecurity threats. The suggested method adds further architectural
layers to the drone to enable the seamless integration of security and data analysis
components. These extra layers are meant to strengthen the traditional drone's overall
security posture.

The layer architecture will be improved, enabling simple regeneration for
upcoming improvements. Fig. 2 illustrates the installation of a security and privacy layer
together with an update to the data processing layer using machine intelligence

components.
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Figure 2.2: IOT Edge Architecture

e Edge Processing Layer: To the security and privacy layer, which confirms the data's
source as coming from approved devices, this layer sends raw data from drones and
IoT devices. In this layer, wireless connection that enables quick information transfer
is provided by IoT gateways. This layer is in charge of preserving, flooding, and
cashing data. It utilises the Azure IoT gateway to communicate with the cloud.

e Drone Layer: The tiny drone or quadcopter that has to be attached with a camera
forms the initial layer of industrial drones. Smart sensors including an altitude sensor,
radar, GPS sensor, and camera are employed in this layer. This layer's function is to
perceive, record, and transfer drone-collected data to the following layer. A DIJI
phantom 3 drone with a modified remote controller and communication link has been
launched.

e Security and Privacy Layer: By using machine learning methods, this layer secures
access control while providing authentication to the devices. Some privacy risks,
including those involving physicality, behavior, and location, are present in this layer.
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The drone data that affects a compromised person's personal information is
discreetly observed and collected by a third party. Unauthorized individuals are able
to observe the actions and behavior of others while behavior privacy is in place.
Threats based on location privacy require authorized individuals obtaining the
location. Through the use of authentication mechanisms, these dangers may be
controlled. Device authentication also use machine learning techniques to notify and
identify security threats.

Bringing apps and processing power as close as possible to the users or
"objects" who need them is the aim of edge computing. The key drivers of edge
computing and mobile computing are the expansion of the Internet of Things (IoT)
and the decreasing cost of computer components. Depending on the application, time-
sensitive data in edge computing may be processed by a smart device or sent to a
nearby medium server. Edge computing is the optimization of the data used by the
programme based on end-to-end encryption. In other words, cloud computing changes
the architecture of the current computer cloud. Edge computing is expected to have a
big impact in the near future, especially in terms of information technology.

trerption and
dec eyption
Tx e connected

Figure 2.3: IOT Security

7. Security Paradigms: The approach discuss below generates patterns of security levels
and leverages data from IoT sensors, drones, and networks to identify security assaults.
The model was able to recognize assaults in the datasets using this pattern. This model
performs better in real-time security threat detection when evaluated with two datasets.
When compared to earlier machine learning techniques, the model's accuracy of 96.3% is
greater and acceptable. To estimate performance, precision recall and cost are computed.
The Naive Bayes model uses two levels of processing to predict objects, and it has the
disadvantage that it assumes independence between pieces of information.
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To increase wireless channel capacity utilisation while reducing energy
consumption, a safe and sustainable prediction framework for multimedia applications
was presented. In order to provide on-time delivery and boost network throughput for the
management of big data content, it makes use of edge nodes in conjunction with a media
network and sink node. Machine learning regression analysis is used to provide the edges
intelligence for the routing process based on various situations. Additionally, the IoT
devices mutually authenticate one another to confirm their identities before starting the
media transfer. The knapsack cryptosystem offers asymmetric-based data encryption and
decryption in blockchain hashing in the suggested architecture.

VI. MACHINE LEARNING REGRESSION

Another supervised learning approach used to address classification issues is logistic
regression. We have discrete or binary dependent variables, such as 0 or 1, in classification
tasks.

The categorical variables used by the logistic regression technique are 0 or 1, Yes or
No, True or False, spam or not spam, etc.

It is an algorithm for predictive analysis that relies on the idea of probability.

Y=AX+B

Here,

Y=dependent-variables(target-variables),
X=Independent-variables(predictor-variables),a and b are the linear coefficients
Although regression is a sort of analysis, the way that logistic regression is employed differs
from that of the linear regression technique

Logistic regression uses sigmoid function or logistic function which is a complex cost
function. This sigmoid function is used to model the data in logistic regression. The function
can be represented as:

f(x)=—

1+e™*

f(x)= Output between the 0 and 1 value.,x= input to the function
e= base of natural logarithm.
When we provide the input values (data) to the function, it gives the S-curve as follows-
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Graph 1.1: Machine Learning Regression

It makes use of the notion of threshold levels, wherein values over the threshold level are rou
nded to 1, while values below the threshold level are rounded to 0.

VII. KNAPSACK CRYPTOSYSTEM

In Generating keys- The keys in Merkl Hellman are backpacks. The private key is
made up of two extra integers, a multiplier and a modulus, which were used to change the
superincreasing knapsack into the hard knapsack. The public key is a "hard" knapsack, while
the private keyis a "easy," or super increasing, knapsack.

The sum of the subset of the hard knapsack is converted using the same numbers into
the sum of the subset of the easy knapsack, which can be solved in polynomial time.

1. Decryption-Because the multiplier and modulus that were used to convert the simple,
superincreasing knapsack into the public key can also be used to convert the number
corresponding to the ciphertext into the sum of the corresponding components of the
superincreasing knapsack, decryption is achievable. The message may then be decrypted
by solving the easy knapsack using O(n) arithmetic operations using a straightforward
greedy technique.

2. Mathematical method

Key generation

To encrypt n-bit messages, choose a superincreasing sequence

w=(wi, wa, ..., Wh)

of n nonzero natural numbers. Pick a random integer ¢, such that

and a random integer, 7, such that gcd(r,q) = 1 (i.e.  and g are coprime).
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q 1s chosen this way to ensure the uniqueness of the ciphertext. If it is any smaller, more
than one plaintext may encrypt to the same ciphertext. » must be coprime to g or else it
will not have an inverse mod g. The existence of the inverse of 7 is necessary so that
decryption is possible.

Now calculate the sequence

B: (Bla BZa ) Bl’l)

where

Bi =rwi mod gq.

The public key is B, while the private key is (w, g, 7).

Encryption

To encrypt an n-bit message

o= (o, 0, ..., 0n),

where is the i-th bit of the message and {0, 1},

calculate
The cryptogram then is c.

VIII. BLOCKCHAIN HASHING

A hash function converts an input string (a string of numbers, letters, or media files) o
f arbitrry length into a defined length.Depending on the hash algorithm being used, the fixed
bit length can change (for example, to 32, 64, 128 or 256 bits)The output with a fixed length i
s known as a hash.The cryptographic byproduct of a hash algorithm is also this hash.The diag
ram that follows helps us to grasp it.The hash algorithm has a few distinctive characteristics.

o It generates a distinct output, or hash.
e [t only works in one direction.
[ ]

The blockchain's consensus algorithm makes use of the characteristics of this cryptogr
aphic hash function in the context of digital currencies like Bitcoin.A digest or digital fingerp
rint ofgiven quantity of data constitutes a cryptographic hash.The transactions are used as an i
nput in cryptographic hash functions, and the hashing method produces an output with a pred
etermined size.

1. Cellular connection expansion in disaster-affected areas: Disasters, whether they are
manmade or natural (such as war, contaminated water, earthquakes, storms, and flash
floods), provide a challenge to civilizations across the world. The terrestrial
communication infrastructure may sustain full or partial destruction in the wake of such
heinous incidents.

A noteworthy option for guaranteeing a constant flow of information in such a
scenario would be the flexible and quick deployment of networks that use UAVs as aerial
BSs or relays to the remaining operational MEC enabled BSs. By effectively guiding
emergency vehicles (such as fire engines, patrol cars, and ambulances), and by keeping in
touch with rescue authorities, this is essential in preventing human fatalities.
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Therefore, it is essential to be able to protect the deployed emergency communication
network from a range of threats,particularly at the physical layer (e.g., eavesdropping, traf
fic analysis, tampering assault, forging attack, and Denial of Service (DoS)).Therefore, th
e used UAVs should be able to analyse data quickly enough to apply the required defence
s against both passive and active threats.

This study aims to encrypt data transmitted from IoT devices. In this investigation,
Arduino devices. While the second one was utilised to obtain sensor data, the first one
served as a gateway device.

To get information from the physical surroundings, a DHT11 sensor is employed.

Data from the sensor will be transmitted to the network gateway after being
encrypted with AES 128. IoT devices will therefore be able to send secure data.
Additionally, Arduinos may interact with one another. There is a wired connection.

Demonstrates the connections between all the elements required for the procedure.
The laptop receives and encrypts the sensor data from Arduino 1. Additionally, a gateway
is sent from Arduino 2 to Arduino 1 once again. After that, Arduino 1 is unlocked.

Encrypting the data serves as a safeguard against malicious software as it travels
from one device to another.

In order to reduce the risks associated with data management in UAV and drone
systems, the current study offers a Blockchain Technology (BCT)-based solution. With
special characteristics including immutability, tamper-proofing, transparency, security,
and effective distribution systems, this method specifically strives to deliver improved
data storage and privacy techniques. Drones, UAVs, and 10T devices frequently make use
of a variety of sensors to carry out particular duties in accordance with user preferences.

2. Open challenges: Although this chapter deeply discussed the experimental applications
of 10T based UAV as this will have the major impact on our society, however these
applications also have some drawbacks that will require modification. Some of the major
risks to the IOT based drones are given below:

e Risk of Security: The susceptibility to cyber security threats is one of the main issues
that loT-based UAVs must deal with. Due to their internet connectivity, these gadgets can
be vulnerable to hacking and illegal access. This may result in unauthorized access to
private information, tampering with remote controls, or even UAV hijacking.

e Regulatory Challenges: As the usage of loT-based UAVs grows, regulatory issues
relating to airspace management, privacy, and adherence to aviation regulations are
raised. Some of the challenges to be faced include ensuring safe operation in congested
airspace, addressing privacy issues over data collecting by UAVs, and modifying rules to
keep up with technical advancements.
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e Issues with bandwidth and Communication: Frequencies are critical because they
affect the effectiveness of the loT-based UAVs' interactions with ground control systems.
But many places still don't have adequate network coverage, which makes it difficult to
keep a steady connection going and provide real-time data. The amount of data that may
be transmitted between the UAV and the ground control may also be constrained by
bandwidth restrictions.

e Battery Life and Energy Consumption: loT-based UAVs need a constant source of
electricity to assure their operations, hence they have limited battery life. The UAVs' and
their IoT sensors' energy requirements, however, can be a serious obstacle. In order to
allow longer flight lengths and greater functionality, it is crucial to find solutions to
optimize energy usage and boost battery life.

e Integration and Interoperability: In order for IoT-based UAVs to function properly,
there must be seamless integration and interoperability between various systems and
technologies. To efficiently transmit information, UAVs must be able to interface with a
variety of sensors, equipment, and platforms. It might be difficult to ensure
interoperability and established protocols among various IoT devices, especially when
working with different manufacturers and technologies.

e Malware: Any Internet of Things (IoT) device, including drones and unmanned aerial
vehicles (UAVs), is at risk from malware. Protecting these devices against malware is
crucial given the rise in the use of drones for a variety of tasks, including surveillance,
delivery, and agriculture, in order to avoid security breaches or unauthorized
access.Malware has the ability to intercept or change the data that is transmitted between
a drone's control systems and the drone itself. Information leakage, data manipulation,
and privacy violations may result from this. Also, Drones that have been infected with
malware can be used as part of a botnet, which is an attack-controlled network of hacked
devices. This can be used to start malicious actions like distributed denial-of-service
(DDoS) attacks.

Therefore, it is crucial to ensure the security of IoT devices. A number of steps
must be done to ensure the security of IoT devices. IoT devices must first be used with
greater security performance, and they must be fully protected by security measures.
Second, in order to prevent known security vulnerabilities, IoT devices need to have
frequent upgrades and maintenance performed on their systems and software.
Additionally, encryption is necessary to safeguard IoT device connection in order to
guard against data theft and tampering.

IX. CONCLUSION AND FUTURE SCOPE

The current study's main objective is to use blockchain technology to address issues
with data privacy and data preservation in IoT, UAV, and drone applications. By contrasting
the results of adopting BCT-based IoT applications with those of conventional systems, the
effectiveness of the proposed application is evaluated. The results validate the superiority of
the model. Security Solutions including quantum cryptography, lightweight schemes,
blockchain-based solutions, and trajectory planning, etc. By carefully addressing research
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issues and employing a particular research approach, this paper analyses the secure
communication network between UAVs. It also analyses a number of significant conclusions
and offers suggestions for further study in this area..
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