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I. INTRODUCTION

“In recent years, two rapidly developing technology areas have been the Internet of
Things (1oT) and Big Data. Big Data and the Internet of Things (IoT) are complementary
concepts. The 10T's basic premise is that nearly every thing /device will be assigned an IP
address and be connected to the others. The effectiveness of data gathering mechanisms will
now be evaluated in light of the billions of connected devices that will be creating enormous
volumes of data is likely to face difficulties. The real-time or nearly real-time communication
of data about the "linked things" is one of the 10T's key characteristics. The challenge is
achieving this on a large scale (for example, between tens of thousands and tens of millions
of objects). 10T has four key distinguishing characteristics:

a) large data size (TBs to PBs); b) high data flow, change, and processing speeds
(OLTP, OLAP, and OLTP-like) and analytics c) A variety of structured and unstructured
data, a variety of data models and query languages, a variety of data sources, and a variety of
data veracity. The challenges of 10T with Big Data are discussed in this review paper, along
with the requirements, technologies employed, problems with data security, challenges, etc.
Both Big-Data and loT are growing quickly. All economic and technological fields are being
impacted by this most recent development. 10T device data are crucial in the process of
turning raw data into knowledge. Applying the proper big data analytics techniques to the raw
data will enable you to do this. Volume, variety, and velocity are the three characteristics of
Big Data that Gartner has identified. 10T gathers data in many formats and from various
sources, which is why it is referred to as heterogeneous data. 10T can gather information
from the healthcare sector, smart homes, smart traffic management, railroads, aeroplanes,
weather forecasting systems, and agricultural. 10T data lacks structure and is randomly
distributed. One can uncover a secret pattern, a fresh pattern, or both by using the appropriate
big data analysis approaches.

Copyright © 2024 Authors Page | 89



Futuristic Trends in 10T

e-1SBN: 978-93-6252-126-2

I1P Series, Volume 3, Book 9, Part 2, Chapter 6
BIG DATA & 10T : ABLENDED APPROACH

1. 10T

Anyone, anything, anytime, anyplace, any service, and any network can all be
connected under the umbrella of the "Internet of Things" (1oT). 10T definitions and designs
are provided by researchers in abundance. An Internet of Things (10T) network is a collection
of mechanical, digital, or electronic objects that may connect to one another without the need
for human interaction. The communication is M2M, or machine-to-machine. loT is defined
and organised differently by researchers. The Internet of Things (IoT) is a network of
interconnected equipment and items that may link to one another without the need for human
interaction (computers, mechanical devices, or digital gadgets). An M2M (Machine to
Machine) communication process is being used. A variety of architectural shapes have been
suggested by various academics. The simplest 10T design, represented below, has three
Layers and is labelled as follows:

Application Layer

Network Layer

Perception Layer

Figure 2: Three layered IoT architecture

1. Perception Layer: The Perception Layer is the bottom layer. It is used to acquire
information.
2. Network Layer: This connecting layer establishes a connection between the application
and
perception levels.
3. Application Layer: This layer provides services and is used to process data acquired
from the first two layers of the stack.

Additionally, Figure 3 depicts an alternative IoT architecture. Middleware and a gateway are
added to the prior architecture in this design. The architecture has five layers. The layers are
listed below.

Application Layer

Middleware Layer

Network Layer

Access Gateway Layer

Perception Layer

Figure 3: Five layered 10T architecture

Copyright © 2024 Authors Page | 90



Futuristic Trends in 10T

e-1SBN: 978-93-6252-126-2

I1P Series, Volume 3, Book 9, Part 2, Chapter 6
BIG DATA & 10T : ABLENDED APPROACH

Perception Layer: The perception layer is often referred to as the edge layer.

Access Gateway Layer: This layer controls the transmission of messages or data

between loT devices.

6. Network Layer: This layer functions in a similar manner to the layer mentioned before.
In 10T systems, it also aids in message transmission between sender and recipients.

7. Middleware Layer: This layer acts as a bridge between various software and hardware.
It aids in forming a flexible alliance between hardware and its applications.

8. Application Layer: In the three-layer architecture, this layer offers the same services as

the third layer. It exists on top of all other levels. It is used to evaluate all the data

provided by the layers behind it.

ok~

1. BIG DATA

Currently, there is a large amount of big data available for organisations employing
internet services. Examples include the hundreds of Petabytes (PB) of data handled by
Google, the 10 PB of data logged by Facebook each month, the 10 PB of data analysed and
processed by Baidu, and many more.

In order to collect and transmit data globally, the Internet of Things (IoT) paradigm
depends on sensors. These Sensors generate an increasing amount of data, which tends to
accumulate into a huge heterogeneous dataset. In order to maintain the quality of this data, it
must be processed and preserved carefully. The amount and relationships of such massive
data must be maintained, thus existing IT organisations must modernise their architecture and
infrastructures. To make this heterogeneous data's inherent properties clear and improve For a
detailed explanation of the term and definition, see big data. Let's examine the V’s model.
Doug Laney, an analyst at META (now Gartner), introduced the 3V's model, which described
the various opportunities and problems brought on by the massive volume of data produced
by sensors. After then, IDC developed the four V's model in response to developments in the
big data field in 2011. Further developments have allowed scientists to access 10V's of Big
Data. We have the following in 10V's model:

isializa .ﬂ
tion

10V's
model

Figure 4: 10 V’s model of Big Data
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. Volume: The most important V in the V’s model is volume. Big data is described. Wide-
ranging, diversified data are being generated as data production devices proliferate. Our
conventional data processors and approaches cannot handle such a big volume of
heterogeneous data.

. Velocity: The velocity of large incoming data from numerous devices is represented. In
reality, this velocity is a crucial component of big data. Velocity refers to the rate at which
different machines generate data through a network. Social media is one of the most
prevalent examples of data creation speed. It generates a wide range of data. Everybody is
now concerned with posting the hottest updates about oneself (on Twitter, Instagram,
WhatsApp, etc.).

. Variety: According to the definition big data is a significant amount of diverse data.
Therefore, big data’s most important characteristic is variety. Today, there are many
distinct types of data (structured, semi-structured, or unstructured) spread throughout data
producing devices. Sometimes the format of the data gathered may differ from what is
intended. The data processing could be complicated by this unexpected format. Any
organisation that wants to avoid these issues needs a data storage system that can analyse
and process any type of data, regardless of its structure.

. Value: Big Data is often produced as a result of continuous data generation. This
information is useless until or unless it appears to be valuable. Therefore, the value of the
data is undoubtedly a crucial component of big data. The useful data that various devices
supply to the analyst or data scientist today is the foundation of big data analytics, which
has now become a crucial component of society. Big data doesn't necessarily have to be
valuable.

. Veracity: In this case, the amount of data is not relevant. It is a component of the easily
comprehensible data that Big Data offers to its customers. The removal of "dirty data” is a
best practise for any organisation handling a lot of data to prevent system buildup.

. Validity: Information needs to be exact and correct in order to be used in the future. If an
organisation hopes to base future decisions on the data gathered by the devices, it should
validate the data. Therefore, it is thought that validity is a crucial component of large data.

. Variability: This covers the accuracy and usefulness of the data. Velocity is thought to be
a component of viscosity. It refers to the period of time between the sender and the
receiver when sending or receiving data.

. Viscosity: is regarded as a component of velocity. It is used to explain the lag-time that
happens during data transmission between the sender and recipient.

. Virality: This term refers to data rate. The data access speed between the sender and
receiver from various devices is monitored by this attribute.

10. Visualisation: Big data is symbolically represented by this feature. Finding hidden

patterns is made easier with visualisation. For any huge data query, these hidden patterns
aid in decision-making. Big data plays an important role in decision-making thanks to
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visualisation. Reliable software systems are necessary for managing such a large amount
of data. In order to guarantee the software's quality, software testing is essential.

IVV. I0OT AND BIG DATA INTEGRATION

Everything is integrated with technology in the modern way of living. loT is
expanding quickly across many industries. 10T comprises of devices that gather data, and
these devices link with the outside world using this data. We can use this information to solve
a variety of research problems, therefore it is helpful. Various big data analysis tools and
methodologies can be useful for analysing this data. Big Data and 10T are seen as two sides
of the same coin. I0oT and big data analytics are related.

V. RELATIONSHIP BETWEEN BIG DATAANALYTICS AND IOT

Due to the inclusion of multiple sensors and objects during data collection, 10T data
differ significantly from normal data. 10T data is a heterogeneous type of data that is growing
quickly and includes noise and variation. The number of data points generated by loT devices
reached 4.4 trillion by 2020. These tools can also gather real-time data, which changes every
millisecond, look at it, send it, analyse it, and share it.

Big Data Analytics will play a crucial role in handling this redundant, diverse, and
erratic data. Big data is used to store this enormous amount of data using a variety of storage
methods and then analyse it to get specific results.

It has been determined from numerous studies that huge IoT data has three
characteristics that prove its compatibility with the big data paradigm:

e It is made up of numerous terminals, all of which produce a tonne of raw data.
e |oT device-generated raw data can take on any form, but is typically unstructured.
e |oT device generated raw-data is meaningless if not analysed.

Steps for 10T Big Data Processing: Four steps are generally used to manage loT Big data,
and they are listed below

e The initial stage in managing loT data sources is to manage 10T sensor devices, which
have sensors that communicate with one another through various applications and
produce highly unstructured, semi-structured, or structured data.

e The second step involves the collection and storage of Big IoT data, which is data
produced by various loT devices. This information is based on Gartner's 3V model.
This 10T data is transformed into distributed and shareable Big data files in a big data
storage system .

e Subsequently, it uses several analytical tools, like as Hadoop, MapReduce, Spark, and
many others—more of which are covered in the following section—to analyse the
data.

e The final step generates and displays to the user the report associated with the injected
data.
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VI. DIFFERENT BIG DATAANALYTICS PLATFORMS FOR 10T

Big Data Analytics requires certain tools and methods to convert 10T structured, semi-

structured, and unstructured data into complete or metadata form for further analysis. These
tools employ algorithms that look for patterns, correlations, and trends across different types
of data.

1.

Apache Hadoop: The Apache Hadoop platform is an open-source one. For a sizable
volume of unprocessed data, it acts as a storage facility. Big Data analytics are possible.
This shared framework consists of Map-Reduce, Apache Hive, the Hadoop kernel, and
HDFS (Hadoop Distributed File System). Hadoop libraries benefit from a simple
programming paradigm. Map-Reduce uses distributed processing to process the data that
is stored in HDFS. The Map-Reduce architecture with HDFS combination allow data to
be replicated and distributed over N different nodes. The Master node and Slave node
form the foundation of Hadoop. The master node assists in breaking the problem down
into smaller problems. Then, various slave nodes are assigned to these subproblems.
Following that, the output of all the slaves' sub-problems is gathered by the master nodes.

Apache Spark: It is utilised to overcome Map-Reduce's limitations, such as linear
scalability and fault tolerance, yet being just as open-source as Apache Hadoop. It
provides speed, usability, and extensive analytics. ETL and graph analysis are integrated
through libraries. It provides real-time analysis.

Dryad: It performs the duties of a data flow graph for distributed and parallel data sets. A
user can manage many machines simultaneously even if they have no experience with
concurrent programming. It manages cluster failures, builds graphs, distributes jobs to
free computers as they become available, schedules available machines that are up for
allocation, etc.

Apache Drill: It is utilised in a distributed system for big IoT data analytics. It works
with a variety of query languages. It can manage thousands of servers at once. Map-
Reduce is used for analysis, and HDFS is used for storage.

Storm: It performs substantial data processing. The utilisation of real-time data
necessitates the distribution and fault-tolerance of that data. It produces a data cluster in a
similar fashion to how Hadoop clusters do. It also serves as both a master node and a
worker node.

Splunk: It combines cloud computing and big data. The user can search, analyse, and
keep track of the data via a web interface. Indexing machine-generated structured and
unstructured data is helpful. As a result, it is helpful for IoT Big data-sets. It is an
intelligent system that supports the investigation of current, commercial data.

Jaspersoft: Real-time data analysis is accomplished with this open-source programme.

Data from many platforms, including Mongo DB, Cassandra, and Redis, are visualised. It
can produce effective HTML reports.
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8. Apache Mahout : It is open-source data analytics software, meaning there is no need for
a licence. It is employed for robotic learning. It is utilised to put several machine learning
techniques into practise. It is used by large corporations, including Google, Yahoo,
Amazon, IBM, Twitter, and Facebook, to construct scalable machine learning algorithms.

9. 1010 Data: It is composed of database columns. It works with semi-structured data.
Large-scale infrastructure is supported by it. For loading, manipulating, and extracting
data, it is not regarded as adequate. It offers high-end analytical services, such as
statistical analysis and optimisation.

10. Cloudera Data Hub: It serves as a Data Hub for various businesses. It is used primarily
for loT-based data analytics and processing.

11. SAP-Hana: For massive loT data analytics, it is used for in-memory addressing
transactions. It provides answers to numerous massive unstructured 10T data problems.
SAP-Hana includes libraries for R tool support, text analysis, and spatial processing. as
the foundation for its analytical functions. It can serve as a focal point for comprehensive
loT-based data analysis. It offers security, excellent performance, and data access
management. Because it lacks hardware, it must rely on a third party for processing.

12. HP-HAVERN: Hadoop Autonomy Vertica Enterprise (HAVEN), a new product from HP.
This platform is used for Big loT data analytics by several HP systems. It is used for
analysing large amounts of data in a columnar database. Parallel processing is available.

13. Horton Works: A platform built on Hadoop is called Hortonworks. It is utilised for big
lIoT data analytics. It is an upgraded version of Hive and is open-source software. It
cannot reduce the number of nodes in a group.

14. Pivotal Big Data Suite : It is set up, tested, and put into use on a public cloud. It comes
with a single licence. Pivotal aids in extremely parallel processing. It can perform
predictive analytics on 10T data, but this data should be stored in HDFS.

15. Info Bright: The analysis of machine-generated data, such as Internet of Things data, is
appropriate for it. Up to 50 TB of data can be analysed simultaneously. It is compatible
with large-scale data-based platforms like Hadoop. It is a columnarly constructed tool
with the ability to automatically index data and skip rows.

VII. CONCLUSION

The Internet of Things (IoT) has now grown to be a substantial source of Big Data,
which is useless if not properly analysed. In relation to the Internet of Things, this study
focuses on the Big Data scenario. It provides an overview of the loT's architecture and
fundamental principles. In the form of a 10 V's model, it provides a more detailed breakdown
of the Gartner 3 V's model for big data. The relationship between loT, Big Data, and
Analytics is made easier to understand for the reader by this study. It acquaints the reader
with several Big Data analytics tools that can handle varied loT datasets. Readers will be able
to choose the best platform for their unique challenges once they have read his paper and are
aware of the various platforms.
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