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Call for Chapters
Fundamentals of Cyber Security

Aims and Scope: _ .
The aim and scope of a book titled Fundamentals of Cyber Security would generally cover

foundational aspects of cybersecurity, providing readers with essential knowledge and skills to
understand, mitigate, and defend against cyber threats. Below is a breakdown of what such a book
might aim to achieve and the scope it could cover:

List of Topics

1.Basic Concepts of Cybersecurity:

Introduction to cybersecurity principles.

Cybersecurity terminology and key concepts (e.g.. threat. vulnerability, risk).
Overview of cyber threats (e.g., malware, phishing, denial-of-service attacks),

1. Types of Cyber Threats and Attacks: .

Different types of eyberattacks (e.g., social engineering, ransomware, APTs). A u th or BEHEﬁtS .

bner studies onsniiemt cHher nbinents 1. Selected chapters (not all) will be indexed in

3. Cybersecurity Frameworks and Standards: % i . "
Overview of intermational standards (e.g., IS0 27001, NIST). RS[IUEII'EL and other l]]dEXll'Ig piatfurms lllChldIIlg
Legal and regulatory aspects of cybersecurity (GDPR. HIPAA, etc.).

4, Network Security: Amazo!‘l’ G:-oogle Books et.c' . ) .
Fundamentals of securing computer networks, 2. Publication of chapter in book series with ISBN /
Firewalls, intrusion detection prevention systems (TDS/IPS). ISSN

WIPNs, secure communication protocols (S5L/TLS). !

5. Data Security and Encryption: 3. Publishing in IIP Proceedings Digital Library
Basics of encryption fechmques (symmeinic and asymmetrie eneryphon), 2

Hashing, digital signatares, and certificates, with DOI

Securing sugsﬂnc data at rest m'.d in_trum'u. 4. Ope“ access mode of pub}icaﬁun in ITIP Digitﬂ]
6. Access Control and Authentication: 5

Multi-factor authentication (MEA) l]brary

Role-based access control (RBAC) and 1dentstV management. 5 0 timized searchin o ﬁﬂﬂs to increase the

7. Security in Web and Mobile Applications: - Up gop

Common vulnerabilitics (e.g., SQL injection, X558} ViSibi.lity of the work to readers and other

Best practices {or securing web and mobile applications, h hich hel = . .

8. Risk Management and [ncident Responise: researchers whic € Ps in citations.

st?{ Assessment, mltlgaFion_ and management. 6. Uuique dashboard to Author

Incident response planning and excoution .

Role of cyberseeurity professionals in managing incidents, 7. Easy paper/chapter management system with

9. Ethical Hacking and Penetration Testing: z 2 =
i, o il b editme sowne transparency_nf the process including peer review
Penetration testing techniques and tools, 8. One compllmetary copy per chapter

Legal and ethical comsiderations m cybersecurity testing.

10, Emistglag Frosdsla Cybariacnrtty: 9.Certificate to all authors who contributed

Cybersecurity in cloud computing, loT, and arntificial intelligence. chapter(s)
The impact of evelving technologies on security practices

Chapter Submission Procedure: Support from IIP to the Editors & Authors

Step 1: Go to IIP website www.iipseries.org *Reviewing support from IIP Reviewers
Step 2: Register in the portal by clicking on Signup *Plagiaris_m checking service

Step 3: You can submit chapter at your dashboard or *Sub{ni551pn management

directly through IIP website after you login *Registration management

Step 4: Click on submit chapters *Individual dashboard

Step 5: Select the book series title along with Book .

Series ID to which you wish to submit For any queries

Step 6: Upload all necessary details along with your
chapter in word file format.Refer IIP Chapter format
at download in IIP Website

Contact:9475587658
Mail.us:asitavadr@gmail.com

Registration Fee: USD 25 INR 1500 which includes processing fee with all above mentioned supporting

services, certificate hard copy to all authors ,one complimentory copy of the book series registration
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