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IOT PRIVACY AND SECURITY 
 
Abstract 
  

Internet of Things is abundant 
network comprising of universal things like 
physical entities, people, appliances and 
many other kind of devices that are 
responsible for establishing connection and 
making communications to interchange data 
for smart devices and applications. Internet 
of Things realms is very huge that can 
include smart homes, smart cities, smart 
agriculture, e-health and wearable entities 
etc. Internet of Things is presented in various 
realms like medical, agriculture, industry, 
manufacturing, defense etc. plenty of devices 
are allied in IoT communications system. 
Such devices have intelligent abilities to 
collect, analyze and even capable of making 
decisions without personage intervention. In 
IoT System small devices are generally 
deployed into the open and uncontrolled 
environment. Such small devices are quick 
targets for an attacker to instigate various 
cyber-attacks. Security has been noticeable 
requirement in IoT network due to small 
entities that are placed in open environment 
and are very prone to cyber-attacks. This 
chapter analyses the available techniques and 
methods that used for securing the IoT 
network. The chapter gives thorough insight 
of the IoT authentication mechanism and 
discusses detailed privacy and security 
requirement, issues and concern and feasible 
solution. The study will help the researchers 
and academia for finding the better solution 
for the existing authentication methods and 
approaches that they face in the IoT domain. 
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I. INTRODUCTION 
 

Internet of Things is a giant network comprising of countless smart devices such as 
sensors and actuator and many ubiquitous. These ubiquitous are key components of many 
application used as smart application in our society. They are smart home, smart cities, smart 
traffic, smart agriculture, smart grid, smart shopping, smart energy and waste management. 
The Internet of Things is a framework of interconnected devices having unique identities, 
autonomous configuration capabilities and capable of performing autonomously. IoT devices 
collect and exchange data autonomously, which are connected through different technologies 
and can be controlled remotely. In IoT infrastructure, the connected devices act smartly, 
intelligent processing is carried out in remote server. IoT enables machines to complete 
tedious tasks without human intervention. Large Business organization are using IoT 
technology to automate their processes, reduce labor costs and improving service delivery. 
IoT gathers and accumulates essential data autonomously, performs analysis on those stored 
data for future decision-making and influences the overall performance of the system. IoT 
processes organizational data and does smart decision-making in real time.  It works in 
different fields including agriculture, government, retail, manufacturing, and transportation. 
IoT has different characteristics like dynamic and self-adoptive, self-configuring capability, 
support interoperable communication protocol and IoT devices have a unique identity and 
control the devices remotely, support interoperable communication protocol. IoT is a global 
network of countless interconnected devices that communicate with each other to collect data 
of objects from environment and share that data. This mechanism is very challenging and to 
manage such communication among devices across the global network. Various interoperable 
communication protocols are responsible for effective communication [1][2]. In IoT network 
commutation between devices is accomplished without any human interference [3][4]. IoT 
uses several types of communication mode for data transmission between devices. The most 
common communication modes are device-to-device communication, cloud-to-device 
communication, peer-to-peer communication and machine-to-machine communication. 
Wireless technologies are generally used for connection as well as communication between 
devices in IoT Network. Since these IoT devices are installed in open environment which 
very prone to attack by malicious user by utilizing wireless technology loop fall, adjusting 
hardware infrastructure or compromising inbuilt mobility of the network [5]. IoT devices are 
very prone to threats which affect the privacy and security of the IoT Network. 

 
 In IoT Network various security issues are Physical vulnerabilities, Weak 

authentication, Low processing power, Legacy assets, Shared network access, Inconsistent 
security standards, Lack of encryption, Missing firmware updates, Limited device 
management. User authentication has been key issue due to Physical vulnerabilities and 
privacy leakage [6]. The deployment of systems can present several challenges such as 
connectivity cross platform capability, data collection and processing, lack of skill set, 
integration, network infrastructure, device management, data management, security and cost. 
Although cryptographic approaches are used as security solution but it requires high 
processing capability and massive memory. Important security requirements for IoT systems 
mainly are confidentiality, integrity, availability, authenticity, non-repudiation, access control 
and authorization, trustworthy computing and denial-of-service protection.  Energy 
consumption, throughput, reliability, scalability, security, and privacy are measure concerns 
for IoT. Security and privacy have become critical requirements for IoT applications that deal 
with sensitive information. Smart society has various components like transportation, energy, 
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agriculture, industry, healthcare and traffic management. As an example, parking system 
management in smart cities is very challenging. Citizens roam here and there for parking the 
vehicle which is an unnecessary waste of time and effort. Meta-heuristic algorithms like the 
Ant colony optimization algorithm can be used to spot the nearest vacant parking space in the 
city and also use particle swarm algorithm to manage parking system through UAV 
(unmanned Arial vehicle). It can provide a new direction to enhance the facilities provided by 
various smart units across the globe. The interconnection of the billions of smart devices and 
the exchange of confidential data over the internet poses many security challenges [7][8][9]. 
Existing technologies for connectivity like Wi-Fi suffer from collision and congestion. 
However, 5G wireless networks can handle these issues with the adoption of enhanced 
methodologies. IoT demands uninterrupted, reliable, and consistent connectivity. The 
revolution in 5G wireless communication technology focuses on reliable, secure and faster 
communication on IoT requirements [10]-[12]. 5G technology design goal to overcome the 
limitations of 4G (LTE) wireless communication technology especially for massive IoT[13]. 
 
II. INTERNET OF THINGS: 
 

Internet of things and the internet are distinct concepts. IoT connects devices collects 
information from the connected objects autonomously without human intervention and stores 
the collected information in the cloud to be analyzed and used in future decision-making. In 
another word, IoT is the smart infrastructure as compared to the internet. As the number of 
devices in an IoT infrastructure, also increases the  challenges like smart connectivity, data 
sharing among connected devices, computing, communication technologies, privacy and 
security, big data management, data latency reduction, low power consumption, high 
bandwidth and complexity[14]. IoT-connected devices must update their characteristics in 
response to their surroundings and perform with high accuracy while adapting to 
environmental changes. Unique addressing in IoT allows devices to communicate with one 
another and collaborate with nearby objects to achieve their desired goal. IoT faces numerous 
challenges like connectivity, low latency, power consumption, bandwidth, privacy, and 
security, which must be addressed before the widespread adoption of IoT to improve its 
efficiency and make it more popular and widely adopted by anyone, anywhere [15]. In IoT, 
millions of devices are interconnected and communicate among themselves autonomously 
and collect the required information and utilize services. IoT is intended to interconnect 
nearly everything in our surroundings and we access them efficiently and make society 
smarter. It influences our lives and surrounding environment from various directions such as 
environmental monitoring, remote access, and monitoring, easy access to devices [16].  

 
 In earlier time communication through internet was limited to desktops, laptops, and 

mobile phones but currently, various devices can also communicate with each other through 
the Internet in IoT and perform tasks smartly. In IoT, connecting different heterogeneous 
devices around us improves lifestyle in society. All those devices will have different service 
requirements and the current network designs are uniform to each communication. This 
motivates us to look into IoT communication. The devices in IoT network render countless 
services. However, the interconnection of the billions of smart devices and the exchange of 
confidential data over the internet increases security challenges [7]. IoT influences a better 
lifestyle and new industrial opportunities, however, challenges come with opportunities. 
Existing technologies for connectivity like Wi-Fi suffer from collision and congestion, 5G 
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wireless networks can handle these issues with the adoption of new methodologies [10]. 
Figure 1 depicts the overall communication architecture of the IoT infrastructure. 

 
 

Figure 1: IOT Architecture 
 
III.  COMMUNICATION TECHNOLOGIES IN IOT 
 

IoT uses various communication technologies like Wi-Fi, Wi-MAX, LR-WPAN and 
mobile communications (2G, 3G, 4G, 5G) for data transfer and communication with various 
objects and components of the IoT. Figure 2 represents various wireless communication 
technologies used in IoT network for making effective communication. IoT network devices 
collect and exchange data through sensors. These devices are connected through gateways. 
Either wired or wireless communication technologies like 3G, 4G, and 5G are used to send 
the gathered information to other connected devices. Wi-Fi, Bluetooth, Zig-Bee and Z-wave 
are different technologies that provide connectivity and also maintain communication 
protocols. IoT helps to perform autonomously instead of manually which increases efficiency 
and reduces cost and also reduces user efforts. Bluetooth, Wi-Fi, Zig-Bee, UWB (Ultra-Wide 
Band) and IR(Infrared) are various short-range communication technologies[10][17]. Wi-Fi 
is an IEEE 802.11 with an operating frequency 2.4GHz, a transmission range of 100m and 
with 1mW transmission power. LoRa (long-range Radio) and Sigfox are various long-range 
communication technologies. Sigfox, LoRa, Wi-Fi, Zig-Bee, and NBIoT(Narrowband IoT) 
are various low-power wide area networks (LPWAN)[18]-[21]. 
 
1. Wi-Fi: Wi-Fi (wireless- fidelity) is a WLAN (wireless local area network) standard. Wi-

Fi or IEEE 802.11 standard has 2.4 GHz operating frequency. Its range is more than 
100m and its transmission power is 1 mW. 

 
2. ZigBee: ZigBee Alliance was established in the year 2002 to provide standard mesh 

network specification as well as application layer standardization for IoT.  ZigBee can be 
used in wireless light switches, home automation and a variety of other applications such 
as home networking, medical data collection, industrial control systems, energy 
monitoring, meter reading, system, light control system, Smart grid monitoring 
,commercial, government markets and worldwide. 
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3. Z-Wave: It is a wireless communication standard created by Zensys Inc. and was 
thereafter procured by Silicon Labs Inc. The data rat
support up to 232 devices with 1
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transmission of small data packets with low latency and is 
applications with a communication range of up to 100 meters covering the vast majority 
of residences (40 m on the 500 
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a wireless communication standard created by Zensys Inc. and was 
by Silicon Labs Inc. The data rate of Z-Wave is up to 100 kb/s. It can 

support up to 232 devices with 1-3 channels. For security, it employs 128
encryption. In smart homes, Z-Wave is commonly used to connect door locks, r
controls, smoke detectors and other home appliances. It allows for the reliable 
transmission of small data packets with low latency and is suitable

with a communication range of up to 100 meters covering the vast majority 
of residences (40 m on the 500 Series chip) and will continue to grow. 

Conceptually ZigBee and Z-Wave covers up to 300m coverage per 
worthy for long-range and low-power wireless communication. 

, LoRa and Sigfox are introduced. Lora WAN was introduced by LoRa 
en and non-profit organization for long-range communication.

range wireless communication technology having low power and low
and operating at 868 MHz/902 MHz. LoRa and Sigfox both work on sta

network topology. They are most appropriate for applications like smart metering and 

Bluetooth is IEEE 802.15.1 standard, a short-range wireless technology that is 
used for exchanging data between fixed and mobile devices over short distances and 

personal area networks). It is a low-cost, low-power, short
within 10m wireless communication technology. It has a 2.4 GHz frequency band and a 
data rate of 1 Mbps to 24 Mbps. BLE (Bluetooth low energy) is also wireless technology. 
This is introduced with Bluetooth version 4.0 with the aim to provide
and overcome the features of classic Bluetooth that includes lack of battery consumption 
excluding inaccurate data transfer. It is a low-cost and ultra-low power short

eless communication version of Bluetooth. 

                                                      
Figure 2:  Communication Technologies in IoT

COMPUTING TECHNOLOGIES IN IOT 

The Internet of Things is an integrated collection of autonomous devices 
ous configuration capabilities. In IoT infrastructure, devices are smarter 

ocessing is more intelligent and communication is more informative. They can 
collect and exchange data autonomously, are connected through various technologies 
be controlled remotely. The interconnected devices in the IoT infrastructure communicate 
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with one another and collect the necessary data, which is further stored on cloud. To increase 
efficiency, computing technologies such as cloud computing, fog computing and edge 
computing can be used. 

 
1. Cloud Computing: Cloud computing act as data center that can store the massive data. 

In IoT infrastructure, cloud stores the data which is collected and generated by IoT 
devices. Cloud computing provide the computing recourses like storage, databases, 
networking capabilities, applications and many more through the internet by service 
providers (known as Cloud Service Providers or CSPs) to their end users. Cloud 
computing technology provides various cloud deployment mode which functions as a 
virtual computing environment. The different deployment models are such as private 
cloud, public cloud, hybrid cloud and community cloud. It also provides different service 
modules like SaaS (software as a service), IaaS (infrastructure as a service) and PaaS 
(platform as a service).  Cloud computing has been an integral part of IoT applications 
due to its storage and processing capacity. Even though, due to their remote location from 
end users, cloud-supported IoT systems face many challenges like data security and 
privacy, multi-cloud environments, performance challenges, interoperability and 
flexibility, high dependence on network  along with long response times, heavy load on 
cloud servers and a lack of global mobility[22][23]. 

 
2. Fog Computing: Fog computing is deepening of the cloud and acts as a middleware 

between cloud and IoT end devices. It provides computing at the network edge and brings 
the features of the cloud closer to the end devices. Fog computing enhances the 
communication between IoT devices and IoT services. It enables interoperability between 
IoT devices [24]-[30]. In IoT, Fog is an extension of the cloud, which is used to improve 
computational power and reduce delay. Fog computing can handle the issues caused by 
cloud computing due to the overgrowth of IoT devices. Fog is situated in between cloud 
and IoT end devices. In the advancement of fog computing, it is not required to send data 
directly to the cloud from the end devices, which can reduce overloading, decrease 
network congestion, reduce delay, faster processing, and so on. In everyday life, IoT 
plays a vital role in various perspectives such as healthcare, industry, transportation, and 
emergency response with immediate automated action. IoT network contain of a large 
number of heterogeneous devices having distinct software, hardware and operating 
system configuration. It is very complex to connect and communicate among these 
devices.  Advancement of cloud computing assists IoT for any time anywhere service 
access. Cloud computing supports IoT in various ways. However, it has some issues; it is 
not efficient for delay-sensitive applications like healthcare, transport, and so on because 
of communication and computing delays and manages data centrally. In IoT a many 
devices are connected and huge data are communicated. Thus, overloading, network 
congestion, packet loss and delayed service are realized. To overcome these issues fog 
computing is introduced between cloud and IoT end devices. Strictly speaking, Fog 
computing is not a replacement for cloud computing, it only extends the efficiency of the 
cloud near the end devices [31]-[34]. Fog computing has some specified necessary tasks 
like allocating parking slots to the vehicle requested for parking on a first come first serve 
basis, computing parking fees, directing the vehicle to the allocated parking space, as well 
as assigning the nearest parking lot to the vehicle in case there is no vacant parking space 
in the respective parking loT[35]-[40]. 
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3. Edge Computing: Edge computing performs computation or processing at the edge, 
which can reduce energy consumption, increase battery life, lower latency and increase 
privacy and also security. Both edge and fog computing is an extension of cloud 
computing. In edge computing data is processed locally, no need to pass it to the distance 
cloud through a communication medium, which can reduce privacy and security risk[41]-
[45] 

 
V. SECURITY ISSUES IN IOT 
 

IoT is distributed, heterogeneous and dynamic as compared to the other networks, 
therefore it is more complicated to manage and perform. There is no method to guarantee 
complete security. But different key principles can be used to manage and protect the system. 
IoT security systems should have real-time monitoring and leak path detection facility to 
ensure a more efficient security mechanism. It is required to understand system interaction 
with its different components so that it can manage security. The security architecture in IoT 
has various methods to prevent attacks as well as respond during attacks, and also do 
improvement and follow-up after an attack[7][46][47][48][49][50]. 
 

Since IoT is more distributed, heterogeneous and dynamic as compared to other 
computer networks, it is more complicated. IoT includes functions of both IT and OP 
(operational technology) to increase efficiency and productivity, because of which IoT 
security is more challenging as compared to others. By merging the functions of both IT and 
OP, IoT enables more effective new use cases, open flow of data within the network, supports 
high-level business decisions reduce cost and also reduces complexity. But this merging 
creates a security gap that makes cyber criminals target critical data and infrastructure [51]. 
Indeed there is no method to guarantee complete security for any IoT system, somehow 
companies use different key principles to manage and protect their IoT system and the 
company should design and create security aspect from the beginning of the system. IoT 
security systems should have real-time monitoring features and also detection of leak paths to 
ensure a more efficient security mechanism. Understand system interaction with its different 
components, so that it can manage security in a better way. The prime IoT security 
considerations include: 
 
1. Authentication: Authentication is the means by which a system verifies the trusted 

devices. Secure networks can tell when an un-trusted or unidentified device attempts to 
gain access. Authentication ensures the identity of objects. In IoT system, each and every 
object must have the flexibility to spot and manifest all alternative objects within the 
system. 

 
2. Authorization: The authorization process is the method used to validate the identity of 

each endpoint in the IoT system [52]. 
 
3. Integrity: Integrity is the method of maintaining and assuring accuracy and completeness 

of data. Data integrity and reliability problems threaten to defeat the purpose of using 
intelligent and connected IoT networks. Therefore it is necessary to employ the right tools 
for maintaining data integrity in IoT networks. 
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4. Confidentiality: Data confidentiality is a basic security service for data protection. To 
ensure data confidentiality, the most straightforward method is to encrypt all the sensitive 
data for storage, processing and transmission. Confidentiality in IoT network is 
challenging due to the fact such as remote data storage, lack of network perimeter, third-
party service providers and massive sharing of data. In IoT system, it is necessary to show 
that the system as a whole employ a confidentiality policy by analyzing how information 
flows within the system. 

 
5. Non-repudiation: Non-repudiation is the assurance that someone cannot deny the 

validity of something. Non-repudiation ensures that a sender and receiver cannot 
repudiate the message and their involvement during the information communication. The 
proof of delivery guarantees the sender that the user has received the message. 

 
6. Availability: The method of guaranteeing that the service required is out there any place 

and any time for the meant users. 
 
7. Privacy: The method of guaranteeing non-accessibility to non-public data by public or 

malicious objects. 
 
VI. SECURITY CHALLENGES IN IOT LAYERS 
 

IoT provides numerous benefits and convenience to users.  IoT devices have unique 
identities and self-configuration abilities due to autonomous operating capability. IoT 
becomes more efficient to handle the requirements. However, IoT has many challenges to 
performing flawlessly. The security issue, standardization, more energy consumption and as 
IoT consists of a huge quantity of devices, as a result, all these devices generate heat which 
may cause global warming[53]-[59]. There are various challenges in IoT, such as a large 
number of devices, devices connection, battery life, global energy consumption etc. For 
smoothing the functioning of the system standardization is very much necessary, but the 
development, maintenance and functionality of standards are very complicated for such a 
huge dynamic network of heterogeneous devices and privacy and Security risk is high. 

 
1. Security Issues at Perception Layer: The perception layer predominantly concerned 

with physical devices like sensors and actuators. Sensors sense the physical occurrence 
that happen in the environment and collect the related information from the environment 
[60]–[62]. Actuators, on the contrary, accomplish a particular action on the sensed data 
received from environment. There are different types of sensors such as temperature and 
humidity sensors, smoke detection sensor, ultrasonic sensors, camera sensors etc. RFID, 
GPS, WSNs, RSNs, etc are the various technology supported by perception layer.  

 
Following are the key security threats at the perception layer-  
 
 Node Capturing: IoT network consists of many low power nodes such as sensors and 

actuators. These nodes are very prone to a different form of attacks by the attackers. 
Generally these attackers may seizure or replace the active node with a dirty node. 
The new introduced node may appear as an active node of the system but is managed 
by the attacker. This may lead to compromising the security of the entire IoT network 
[63]. 



Futuristic Trends in IOT 
e-ISBN: 978-93-6252-960-2 

IIP Series, Volume 3, Book 8, Part 2, Chapter 2 
IOT PRIVACY AND SECURITY 

 

Copyright © 2024 Authors                                                                                                                       Page | 55 

 Malicious Code Injection Attack: In this attack the attacker insert certain harmful 
code in the memory of the node. The attacker generally find a way to insert the 
harmful code while any software is upgraded in open network. Injecting such harmful 
code, the attackers may punch the nodes to perform certain unexpected behavior or 
some time the entire IoT system is compromised. 

 False Data Injection Attack: Some -times when any node is seized, the attacker may 
insert the erroneous data on to the IoT system. This may give on to the fallacious 
results and may result in malfunctioning or break down of the whole IoT application.  

 Side-Channel Attacks: This attack is a non-invasive and passive kind of attack. The 
attacks is intended to steal sensitive information from the device .The attack utilize 
the information leakages in the system in the form of timing, power, electromagnetic 
signals, sound, light, etc. This attack is operated during device processing by 
perceiving, accumulating, and analyzing the information leakages in the device. 
Rather than attacking the standard cryptographic algorithms, side channel attack aim 
at their implementation on the physical devices to get the secret parameters by 
computing and inspecting the divulged information.  

 Eavesdropping attack: IoT is network contain many nodes installed in different 
devices in open environment called nodes [64]. When data is transmitted across an 
open network, this gives an attacker the chance to discover the weakness and obstruct 
it by various methods. 

 Sleep Deprivation Attacks: IoT network deploy sensor nodes in open environment. 
Sensor is vulnerable to battery drainage attacks because it is not possible to recharge 
or replace the battery. Low power sensor nodes are deeply affected by the attacks 
which harness drainage of the energy level of sensors, leading to death of the nodes. 
Sleep deprivation attack detection entail a lot of overhead, resulting in poor 
throughput.  

 Booting Attacks: Each device is booted first. This is initial state of start of any device 
and in general this initial stage is not equipped with any security aspect. The attackers 
can take advantage of this loop fall of devices to attack in IoT system. Once they do 
this, they can control by booting the device with their own firmware. 

 
2. Security Issues at Network Layer: The primary function of this layer is to transmit the 

information that it receive from perception layer to computation layer. Some of security 
concerns associated with this layer are: 

 
 Phishing Site Attack: Phishing is the very frequent type attack where devices in IoT 

network can be easily targeted by attacker. In this attack malevolent actors send 
messages impersonate to be a trusted person. Phishing starts with a fraudulent email 
or other communication that is delineated to lure a prey. The network layer in IoT is 
exceedingly exposed to phishing site attacks [65]. 

 Access Attack: This type of attack aims simply gaining physical access to the IoT 
Network. The intruders spend a long time on the network without doing any activities 
with the intention to steal sensitive information instead of harming the network. IoT 
network are exceedingly exposed to such attacks [66] 

 DDoS Attack: This kind of attacks is very common type of attack where a malicious 
try to disrupt the normal traffic of a targeted server by overwhelming the target with a 
flood of internet traffic with continuous unwanted requests. Since IoT network is 
heterogeneous and complex so network layer is easy target by this attack. Many of 
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IoT devices in IoT applications are weekly configured thereby become easy target for 
intruders to initiate DDoS attacks on these IoT devices [67]. 

 Data Transit Attacks: Data in transit includes all data that is transmitted within any 
network or outside through the internet. IoT applications uses huge amount of data. 
IoT sensor collect environmental phenomenon and transmit to other nodes. During 
data transit the attacker try to capture the data. Different connection technologies are 
used in IoT system therefore IoT applications are very prone to data steal. 

 Routing Attacks: In an IoT application using such attack an attacker can divide a 
network into two or more distinct paths using routing attacks. The attacker blocks the 
communication between nodes in a certain chain. Sinkhole attack and worm-hole 
attack are example of routing attack. In Sinkhole attacks an attacker announce a 
pretended shortest routing path and lure nodes to divert traffic through it. In worm- 
hole attack an intruder can construct a worm-hole between a victim node and device 
on the internet and attempt to bypass the security level in an IoT application. 

 
3. Security Issues at Application Layer: The application layer straightly provides services 

to the end users. All IoT applications such as smart homes, smart cities, smart meters, 
smart grids etc. rest at this layer. The security issues in this layer are also peculiar based 
on distinct applications. Following are the key security issues at the application layer. 

 
 Data Thefts: Basically data theft is the deed of stealing information stored on 

electronic devices to gain precious or important information. Data theft attach is 
usually applied when malicious person want to use it for identity theft. Data theft is 
one major problem in IoT network since network deal huge amount of data 
continuously and regularly. There is a lot of data transit in IoT system, causing more 
vulnerability of attack. Security practice like data encryption, user and network 
authentication, privacy management, etc. can be used to secure IoT applications 
against data thefts. 

 Access Control Attacks: The idea of access control is very similar to an 
authentication process that allows only authorized users to access the data or network. 
Access control attack is a reproving attack in IoT system as once the access is 
compromised, the complete IoT network becomes at the edge of risk for attacker. 

 Service Interruption Attacks: The interruption attacks cause our data or information 
to become unusable or unavailable for our use. Interruption attacks many times can 
affect availability as well as integrity on the network. There have been various cases 
of these attacks in IoT system. Interruption attacks deny legal users from using the 
services of IoT system by inherently making them unavailable   or making network 
unresponsive. 

 Malicious Code Injection Attacks: In this attack the attacker use some malicious 
code to harm the network. The attacker generally inserts the harmful code while any 
software is upgraded in open network. Injecting such harmful code, the attackers may 
punch the nodes to perform certain unexpected behavior or some time the entire IoT 
system is compromised. In general the attackers use XSS (cross-site scripting) to 
insert certain piece of malicious script into software installed in devices. A successful 
XSS attack can harm the network or even can hijack the entire IoT system. 

 Sniffing Attacks: Basically sniffing is the act of intercepting and monitoring traffic 
on an IoT network. A sniffing attack occurs when an attacker uses a packet sniffer to 
intercept and read sensitive data passing through the IoT network. If there are not 
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adequate security measures, the attacker can gain access to confidential data of users 
[68]. 

 Reprogram Attacks: In this attack target the key devices in the network. If the 
programming process is not secured, then the attackers can attempt to reprogram the 
IoT objects remotely. This may lead to the hijacking of the entire IoT network [69]. 

 
VII.  CONCLUSION 
 

An Internet of things is global network that contains a billion and trillions of smart 
devices or objects. These objects have ability of networking, sensing, actuating and 
processing. Today IoT is presented in different areas like automotive, transportation and 
logistics, medical, agriculture, healthcare, manufacturing industry and defense etc. These 
small devices or things are usually deployed into the open and uncontrolled surroundings. So, 
these devices are easy targets for an attacker to initiate different types of cyber-attacks. This 
chapter addresses varied security threats layer wise that may intrude in an IoT system. The 
chapter widely covers the issues related to each layer from perception to application layer in 
IoT system. The chapter also addresses the existing and looming solutions related to 
computing technologies including cloud computing, fog computing and edge computing in 
IoT domain. Distant open problems and issues that may arise in IoT domain have also been 
addressed. The futuristic IoT Security aspect has also been discussed in this chapter. This 
study is anticipated to render as an important resource for academia as well as researchers for 
improving security aspect in IoT network. 
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