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DETECTION OF MALEVOLENT ATTACK USING 

DELAY TOLERANT NETWORK DURING POST 

DISASTER 

 
Abstract 

 

To establish communication in post disaster 

scenario is a challenging task. Disaster can 

diminish existing network partially or totally. 

Smart phone based delay tolerant network 

(DTN) can help to start communication 

between nodes in multi hop way. DTN can 

work in short range communication as with 

Bluetooth or WIFI connectivity. All the 

ground nodes can be connected in this way. 

However, to determine routes in the entire 

disaster area is more challenging with smart 

phone based nodes only. We need some 

Unmanned Aerial Vehicle (UAV) nodes for 

faster message delivery. Using UAV nodes it 

is easier to find out routes in disaster scenario 

than with smart phone based nodes. So, we 

use some UAV nodes in air communication 

and coordinate them to deliver messages to 

ground smart phone based nodes. We use 

some monitor nodes to track UAV nodes and 

smart phone based ground nodes. Monitor 

nodes can find out different malevolent 

attacks in the network. The malevolent nodes 

can hamper overall delivery of the network 

by dropping messages or channelize 

messages in different route so that they can 

reach destination in no way. In this paper, we 

develop some technique to identify 

malevolent nodes and avoid them during 

message delivery. Delivery probability is 

improved in this approach. After the 

simulation is completed, residual energy still 

available to continue the simulation further. 

Simulation is done using Opportunistic 

Network Environment (ONE) simulator. 
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I. INTRODUCTION 

 

Delay Tolerant Network (DTN) is used in post-disaster environment where infrastructure is 

unavailable [1-3]. Each DTN node can act as router and can collaborate with each other 

without a central control. There is no predetermined route from the sender to the receiver 

node; hence, delay is permissible in message delivery [4-5]. Store-carry-forward mechanism 

is used in multi-hop message forwarding as destination may not be always available in 

receiving messages. DTN is commonly used in space, remote regions, emergency situations, 

and catastrophic events where a fixed network is unavailable or inaccessible that we found in 

Uttarakhand disaster in India in 2021. We here implement Unmanned Aerial Vehicle (UAV) 

nodes in disaster scenario to introduce faster and smoother message delivery. All ground 

nodes are connected via Bluetooth or WIFI. Messages can be delivered using smart phone 

based DTN with maximum delay. This delay can be minimized if we use UAV nodes in 

message delivery. In post disaster situation routes cannot be determined always. Using UAV 

nodes it is easier to find out routes in disaster scenario than with smart phone based nodes. 

So, we use some UAV nodes in air communication and coordinate them to deliver messages 

to ground smart phone based nodes. Some UAV nodes can eavesdrop messages or even drop 

messages randomly. We use some monitor nodes to track UAV nodes and smart phone based 

ground nodes. Monitor nodes can find out different malevolent attacks in the network [6-7]. 

The malevolent nodes can hamper overall delivery of the network by dropping messages or 

channelize messages in different route so that they can reach destination in no way. In this 

proposed work, we develop some techniques to identify malevolent nodes and avoid them 

during message delivery. Simulation is done using Opportunistic Network Environment 

(ONE) simulator. 

 

II. RELATED WORK 

 

In UAV self-organizing networks, DTN is mostly used [8]. However, the current UAV self-

organizing network routing protocol ignores the prevention of malicious nodes, which could 

lead to significant security issues, and instead only focuses on increasing message delivery 

rate, decreasing delivery delay, reducing node energy consumption, and extending network 

lifetime. In addition to effectively forwarding messages, a secure routing protocol must 

guarantee message security while it is being transmitted from the source to the destination. 

 

 To guarantee the security of data transmission, Asokan et al. [9] suggested using end-to-end 

data encryption technology. Data encryption, however, is only able to shield the system from 

message interception; it is unable to stop malevolent attackers, particularly those who gain 

access to the network through compromised network nodes, from taking down the entire 

network. To find malicious nodes, Watchdog MDS [10] and CONFIDANT [11] integrate 

neighbourhood detection with trust. Nevertheless, since the DTN’s feature cannot guarantee 

an end-to-end connection, it is not feasible to constantly observe neighbours. 

 

A distributed, provenance-aware model called UAV-pro was proposed by Ge et al. [12]. With 

this approach, peer-to-peer trust evaluation is implemented, and in resource-constrained 

network situations, the delivery of accurate messages received by destination nodes is 

maximised while message delay and communication cost are minimised. The history of 

message ownership that is communicated over a network is referred to as provenance. Based 

on message integrity, the creators' and operators' actions can be efficiently assessed, leading 

to the production of observable data. The authors first gather observational data for 
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distributed trust assessment, after which they pinpoint and isolate network's malevolent 

nodes. 

 

In DTN nodes move differently, so, monitoring can be fairly difficult. In DTN, a malicious 

node is a node that, like a malevolent node in space, takes any incoming message or data and 

just forwards it without hesitation. If this data loss occurs in the middle of a crisis, it could 

negatively impact the entire network architecture. Therefore, identifying malicious nodes and 

adopting appropriate measures to reduce their impact throughout the adhoc architecture are 

essential to DTN's functionality. 

 

The authors of [13-15], examine a hybrid attack, whereby attackers are able to 

simultaneously perform replay, tamper, and packet drop attacks. They employ the data  

exchange between nodes to assess each node's trustworthiness. Next, nodes are classified as 

benign or malicious using K-Means clustering. The authors of [16] examine a more 

sophisticated assault in which malevolent nodes exclusively use data packets delivered to 

particular neighbour nodes to initiate the aforementioned hybrid attack. They apply the 

support vector machine (SVM) approach to identify malicious edges, further verifying 

harmful nodes, and reduce the reputation model of all nodes and edges to a multiple linear 

regression issue. 

 

An intelligent attack strategy is presented in [17], wherein adversaries execute the hybrid 

attack exclusively on data packets meeting specific criteria. Algorithms for clustering and 

regression are used to assess nodes' reliability and separate harmful from benign nodes. 

For authentication and security, all of these works presuppose the existence of a centralised 

security infrastructure. But one cannot presume that such infrastructure will remain 

operational following a calamity [18–21]. Here, we strive to remove the need of such 

centralised entities at runtime to address authentication and other security issues [22–26] in a 

distributed and decentralised fashion. Using as little power as possible is essential when 

creating ad hoc networks between mobile devices because battery resources are limited. 

 

After getting motivated from this related works, we design a scheme to detect and avoid 

malevolent attacks in DTN. 

 

III. SYSTEM MODEL  

 

The proposed technique named "Detection of Malevolent Attacks Using Delay-Tolerant 

Network" aims to enhance communication security within DTNs in post-disaster settings. We 

have developed the system in post disaster scenario. In post disaster scenario there is no 

existing infrastructure and network connectivity. So, we use Delay Tolerant Network (DTN) 

for creating connectivity among nodes. Here, we use, smart phone based node as ground node 

and UAV nodes as flying nodes. UAV nodes can communicate with each other and send all 

information to the nearest ground node. Some volunteers may act as ground nodes and some 

other volunteers can work as UAV controller nodes. So, volunteer nodes can be either ground 

nodes or UAV controller nodes. However, this type of volunteer nodes can do some 

malevolent activities, like eavesdrop, drop, and channelize messages to another route and so 

on. If volunteer nodes will do this kind of malevolent activities, they can be treated as 

malevolent nodes. 
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In this work we have implemented schemes for detection of reliable node and malevolent 

node. Suppose a node wants to forward messages to next hop node for delivering messages 

towards destination. The node should know the status of its next hop node, either reliable or 

malevolent. So, we use some monitor node who will detect these different types of node, 

either reliable or malevolent. We have developed Algorithms 1, 2 and 3 for that. 

 

Figure 1 depicts the proposed system architecture where necessary nodes are arranged to 

implement post disaster scenario.  

  

 
 

Figure 1: Proposed System Architecture 

 

The system architecture depicted in Figure 1 illustrates that the entire scenario is managed by 

a main control station located in a city. Officers are the monitors who give volunteers in the 

post-disaster scenario instructions on how to do their duties. In system architecture there are 

some entities like, Control Station, Shelter, Volunteer nodes (with Smartphone), UAV 

volunteer nodes, medical officers, ambulances etc. In order to stabilise the situation and save 

the casualties, the medical officers and the ambulances also rely on the judgements and 

directives of the officials from the central control station. We consider control station and 

shelter nodes are trustworthy. They can authenticate other nodes time to time. Those 

authenticated nodes can perform communication throughout the network. Unauthenticated 

nodes cannot participate in communication. Officers can monitor different volunteer nodes 

activities and classify them as reliable node or malevolent node using Algorithm 1, 2 and 3. 

 

Algorithm 1: Searching for Neighbours 

 

 Start.  

 Send “Hello “packets to all ground nodes and UAV nodes within transmission range  

 Initialize all routing tables of nodes 

 Find neighbours from routing tables as ground nodes and UAV nodes  

 Select reliable forwarder nodes using algorithm 2.  

 Send messages to reliable forwarder.  

 If reliable forwarder node cannot be found 

 Wait and set a time limit 
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 If time limit reached then go to step 2 

 Else, choose a new forwarder node from routing table based on destination’s 

reachability 

 11. Set it as reliable forwarder & continue step 6 

 12. Stop. 

 

The algorithm1first sends “Hello” packets to all ground nodes and UAV nodes within their 

transmission range. Then initialization of routing tables is done for all nodes. Based on 

“Hello” packets exchange, routing table are updated each time. A node can find its next hop 

neighbour based on the information in routing table. Neighbours can be found as ground 

nodes and UAV nodes. Reliable forwarder node can be chosen using algorithm 2. Then 

messages can be sent via reliable forwarder nodes. If reliable forwarder node cannot be found 

then each node has to wait for a fixed time limit. If time limit is reached then, each node will 

choose a new forwarder node from its routing table based on destination’s reachability. 

Finally set that new node as reliable forwarder node and update this process regularly.  

 

Algorithm 2: Detect reliable Forwarder Nodes & Malevolent Node 

 

 Start.  

 Initialize monitor nodes as reliable nodes 

 Check routing table of all nodes by monitor nodes.  

 Identify common routes 

 Trace the delivery of messages using common routes to common destination Ncd 

 If the common destination (Ncd) is same as exact destination (Nd); If Ncd==Nd 

 Common destination node Ncd is reliable node 

 Else, common destination (Ncd) is Malevolent node  

 Avoid Malevolent nodes and use Reliable nodes in message forwarding 

 Stop. 

 

The algorithm2 starts by initialising monitor nodes as reliable nodes, which are then used to 

check all nodes' routing tables. It identifies common routes to destination. Then delivered 

messages’ routes can be traced to find common destination and common hops. If the common 

destination is same as exact destination, then it is confirmed that the common destination and 

common hops are reliable nodes. Else, we can assume that the common destination node and 

common hops are malevolent nodes.   

 

Hence, we can conclude that malevolent nodes can be avoided and reliable nodes can be 

chosen as forwarder nodes.  

 

Algorithm 3: Reason for Being Malevolent Node 

 

 Start.  

 Find neighbours within communication range.  

 If not found then message can’t be forwarded.  

 4.Use routing table to find common destination 

 If all common destination == Exact destination 

 The node is Reliable node 
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 Else, the node is Malevolent node  

 If no neighbours found as Reliable node within time limit 

 Select any node as current forwarder node 

 If the current forwarder node is malevolent, then the route becomes unreliable. 

 Stop. 

 

The algorithm3starts by finding neighbours within communication range. If no node is found 

then messages cannot be forwarded. Then routing tables can be used to find common 

destination. If the entire common destination is same as exact destination, then treat the 

common destination node and common hops are as reliable node. On the other hand, if 

common destination is different from exact destination, treat all the common destination and 

common route as malevolent nodes. If no neighbours found as reliable node within time limit, 

select any node from routing table as forwarder node. If the current forwarder node is 

malevolent then the route becomes unreliable. We can conclude that, our algorithms can 

detect reliable nodes and malevolent nodes and also avoid malevolent nodes. 

 

IV. RESULT EVALUATION 

 

In this paper, we have developed a scheme to detect reliable node and malevolent nodes 

based on their activities like message drop, delay, delivery, overhead. We also monitor if a 

node has channelized message to other route or not.  Analysis is also done on the secure 

message's overhead ratio, average delay, and delivery likelihood. Additionally, reports on 

energy levels are produced using various movement models and nodes. Ultimately, we can 

assure that all nodes are exchanging messages using reliable nodes. In the first simulation 

scenario, three shelters, three volunteer groups, and three victim groups are taken. This node 

group has handled the post-disaster management in this case. With the Opportunistic 

Network Environment (ONE) simulator, we can now assess the outcome of a simulation [27]. 

The simulation takes 43200 seconds to complete. 

Here the following simulation parameters are used. 

 

Table 1: Simulation parameter 

 
Table 1. Simulation parameter 

Simulation time 43200s 

Routing Spray And Wait, Epidemic, Prophet, Max Prop, 

Energy Aware Router 

Movement model Shortest Path Map Based Movement 

No of Control station 1 

No of shelters 5 

No of volunteers 5 groups, each group has 10 volunteers 

No of victims 5 groups, each group has 20 victims 
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1. Delivery Probability 

  

 
 

Figure 2: Delivery Probability 

 

We have plotted Time in X axis and Delivery Probability in Y axis. The Spray And Wait 

Router has provided the highest delivery probability for the Shortest Path Map Based 

Movement (figure 2), Maximum delivery probabilities ensure efficient and successful 

delivery of messages to destination. To increase the probability of delivery, use Spray and 

Wait Router in conjunction with Shortest Path Map Based Movement can be used as highest 

preference. 

 

2. Latency Average 

  

 
 

Figure 3: Average latency using different router 

 

Figure 3 depicts time on the X-axis and the latency average on the Y-axis. Spray And Wait 

Router and Shortest Path Map Based Movement share an excessive delay average. The 

lowest average latency ensures effective and successful node-to-node communication. To 

achieve the lowest latency, we need to use Max Prop Router in conjunction with Shortest 

Path Map Based Movement. 
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3. Overhead Ratio 

  

 
 

Figure 4: Overhead ratio using different router 

 

Figure 4 plots the overhead ratio as the Y-axis and time as the X-axis. Epidemic Router and 

Shortest Path Map Based Movement have the highest overhead ratios. Lower overhead ratios 

ensure more effective and superior communication between nodes, while higher overhead 

ratios ensure less efficient communication. To achieve the lowest overhead ratio, we need to 

use spray and wait router in conjunction with shortest path map based movement. 

 

4. Energy Calculation 

  

 
 

Figure 5: Energy calculation according to time 

 

The X-axis in Figure 5 represents time, while the Y-axis represents energy. The energy 

consumption of the nodes varies over time. Every node starts with 4800 J energy, i.e same 

initial energy of all nodes. Following that, the average energy reached 3580 after 43200 

seconds. Here, energy spent is minimum, so, we can conclude that our scheme is energy 

efficient.  
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5. Percentage of Malevolent Nodes in Different Router 

 

 
 

Figure 6: Percentage of Malevolent Nodes in Different Router 

 

The percentage of malevolent nodes among the 166 total nodes is computed in Figure 6. We 

then compare the proportion for each routing protocol. Using spray and wait router minimum 

malevolent nodes are associated. So, spray and wait router is the best router to be used in the 

post disaster scenario where minimum malevolent nodes can work. So, system’s performance 

will be efficient compared to other routers. 

 

V. CONCLUSION 

 

The combination of verification and report allows malicious nodes to be suitably discovered 

and identified at every stage of the data transmission process. Therefore, we are able to 

prevent hostile behaviour on the network or remove it by recognising malevolent nodes. In 

the absence of a hostile actor, we see a considerable decrease in delivery probability and a 

slight rise in latency and overhead. Therefore, by applying the proposed method, we are able 

to conclude that the DTN infrastructure is both drastically reduced and significantly affected 

by hostile nodes. As hostile nodes significantly diminish the network delivery probability, 

which is the most important factor in a post-disaster scenario, we will address ways to 

prevent malevolent attacks in the future on the delay tolerant network.AI based detection can 

be implemented to reduce the overhead of the network. 
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