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1. BACKGROUND OF INTERNET
Internet: The Internet is a global system of interconnected computer networks that use the standard Internet Protocol Suite (TCP/IP) to serve billions of users worldwide. It is a network of networks that consists of millions of private, public academic, business, and government networks.  Since there are now millions of computers involved in the Internet, it has grown to be a major means of communication and allows for users to interact with little regard to distance or location. Associated with the Internet is a set of technologies ranging from network protocols to browsers that have been developed to support Internet operations. This Chapter gives a description of the basis of these Internet technologies and how these can be used by corporations to improve their operations.
WWW: The World Wide Web, abbreviated as WWW and commonly known as the Web, is a system of interlinked hypertext documents accessed via the Internet. With a web browser, one can view web pages that may contain text, images, videos, and other multimedia and navigate between them via hyperlinks.
  Emergence of Web: Between the summers of 1991 and 1994, the load on the first Web server ("info.cern.ch") rose steadily by a factor of 10 every year.  In 1992 academia, and in 1993 industry, was taking notice. World Wide Web Consortium is formed in September 1994, with a base at MIT is the USA, INRIA in France, and now also at Keio University in Japan.  With the dramatic flood of rich material of all kinds onto the Web in the 1990s, the first part of the dream is largely realized, although still very few people in practice have access to intuitive hypertext creation tools.  The second part has yet to happen, but there are signs and plans which make us confident. The great need for information about information, to help us categorize, sort, pay for own information is driving the design of languages for the web designed for processing by machines, rather than people. The web of human readable document is being merged with a web of machine-understandable data. The potential of the mixture of humans and machines working together and communicating through the web could be immense.  
WEB Servers: To view and browse pages on the Web, all you need is a web browser. To publish pages on the Web, you need a web server. A web server is the program that runs on a computer and is responsible for replying to web browser requests for files. You need a web server to publish documents on the Web. When you use a browser to request a page on a website, that browser makes a web connection to a server using the HTTP protocol. The browser then formats the information it got from the server. Server accepts the connection, sends the contents of the requested files and then closes.  
WEB Browsers:  A web browser is the program you use to view pages and navigate the World Wide Web. A wide array of web browsers is available for just about every platform you can imagine. Microsoft Internet Explorer, for example, is included with Windows and Safari is included with Mac OS X. Mozilla Firefox, Netscape Navigator, and Opera are all available for free.  
What the Browser Does:  The core purpose of a web browser is to connect to web servers, request documents, and then properly format and display those documents. Web browsers can also display files on your local computer, download files that are not meant to be displayed. Each web page is a file written in a language called the Hypertext Markup Language (HTML) that includes the text of the page, a description of its structure, and links to other documents, images, or other media. 
 Protocols: In computing, a protocol is a set of rules which is used by computers to communicate with each other across a network. A protocol is a convention or standard that controls or enables the connection, communication, and data transfer between computing endpoints.  
Internet Protocol Suite: The Internet Protocol Suite is the set of communications protocols used for the Internet and other similar networks. It is commonly also known as TCP/IP named from two of the most important protocols in it: The Transmission Control Protocol (TCP) and the Internet Protocol (IP), which were the first two networking protocols defined in this standard.  
Building Web sites: It's a good idea to first think about and design your site. That way, you'll give yourself direction and you'll need to reorganize less later.
  To design your site: 
 1. Figure out why you're creating this site. What do you want to convey?  
2. Think about your audience. How can you tailor your content to appeal to this audience? For example, should you add lots of graphics or is it more important that your page download quickly?  3. How many pages will you need? What sort of structure would you like it to have? Do you want visitors to go through your site in a particular direction, or do you want to make it easy for them to explore in any direction?  
4. Sketch out your site on paper.  
2. ISO Model (TCP/IP)
There are n numbers of users who use computer network and are located over the world. So, to ensure, national and worldwide data communication, systems must be developed which are compatible to communicate with each other. ISO has developed this. ISO stands for International organization of Standardization. This is called a model for Open System Interconnection (OSI) and is commonly known as OSI model. The ISO-OSI model is a seven-layer architecture. It defines seven layers or levels in a complete communication system.
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Physical Layer
Physical layer is the lowest layer of all. It is responsible for sending bits from one computer to another. This layer is not concerned with the meaning of the bits and deals with the physical connection to the network and with transmission and reception of signals. This layer defines electrical and physical details represented as 0 or a 1.

FUNCTIONS OF PHYSICAL LAYER:
1. Representation of Bits: Data in this layer consists of stream of bits. The bits must be encoded into signals for transmission. It defines the type of encoding i.e., how 0’s and 1’s is changed to signal.
2. Data Rate: This layer defines the rate of transmission which is the number of bits per second.
3. Synchronization: It deals with the synchronization of the transmitter and receiver. The sender and receiver are synchronized at bit level.
4. Interface: The physical layer defines the transmission interface between devices and transmission medium.
5. Line Configuration: This layer connects devices with the medium: Point to Point configuration and Multipoint configuration.
6. Topologies: Devices must be connected using the following topologies: Mesh, Star, Ring and Bus.
7. Transmission Modes: Physical Layer defines the direction of transmission between two devices: Simplex, Half Duplex, Full Duplex.
[image: ]
Data Link layer
Data link layer is most reliable node to node delivery of data. It forms frames from the packets that are received from network layer and gives it to physical layer. It also synchronizes the information
which is to be transmitted over the data. Error controlling is easily done. The encoded data are then passed to physical layer.
Error detection bits are used by the data link layer. It also corrects the errors. Outgoing messages are assembled into frames. Then the system waits for the acknowledgements to be received after the
transmission. It is reliable to send message.

FUNCTIONS OF DATA LINK LAYER:
1. Framing: Frames are the streams of bits received from the network layer into manageable data units. This division of stream of bits is done by Data Link Layer.

2. Physical Addressing: The Data Link layer adds a header to the frame in order to define physical address of the sender or receiver of the frame, if the frames are to be distributed to different systems on the network.

3. Flow Control: A flow control mechanism to avoid a fast transmitter from running a slow receiver by buffering the extra bit is provided by flow control. This prevents traffic jam at the receiver side.

4. Error Control: Error control is achieved by adding a trailer at the end of the frame. Duplication of frames are also prevented by using this mechanism. Data Link Layers adds mechanism to prevent duplication of frames.

5. Access Control: Protocols of this layer determine which of the devices has control over the link at any given time, when two or more devices are connected to the same link.
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Network Layer
The main aim of this layer is to deliver packets from source to destination across multiple links (networks). If two computers (system) are connected on the same link then there is no need for a network layer. It routes the signal through different channels to the other end and acts as a network controller.
It also divides the outgoing messages into packets and to assemble incoming packets into messages for higher levels.

FUNCTIONS OF NETWORK LAYER:
1. It translates logical network address into physical address. Concerned with circuit, message or packet switching.
2. Routers and gateways operate in the network layer. Mechanism is provided by Network Layer for routing the packets to final destination.
3. Connection services are provided including network layer flow control, network layer error control and packet sequence control.
4. Breaks larger packets into small packets.
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Transport Layer
The main aim of transport layer is to deliver the entire message from source to destination. Transport layer ensures whole message arrives intact and in order, ensuring both error control and flow control at the source to destination level. It decides if data transmission should be on parallel path or single path Transport layer breaks the message (data) into small units so that they are handled more efficiently by the network layer and ensures that message arrives in order by checking error and flow control.

FUNCTIONS OF TRANSPORT LAYER:
1. Service Point Addressing: Transport Layer header includes service point address which is port address. This layer gets the message to the correct process on the computer unlike Network Layer, which gets each packet to the correct computer.
2. Segmentation and Reassembling: A message is divided into segments; each segment contains sequence number, which enables this layer in reassembling the message. Message is reassembled correctly upon arrival at the destination and replaces packets which were lost in transmission.
3. Connection Control: It includes 2 types: 
o Connectionless Transport Layer: Each segment is considered as an independent packet and delivered to the transport layer at the destination machine.
o Connection Oriented Transport Layer: Before delivering packets, connection is made with transport layer at the destination machine.
4. Flow Control: In this layer, flow control is performed end to end.
5. Error Control: Error Control is performed end to end in this layer to ensure that the complete message arrives at the receiving transport layer without any error. Error Correction is done through retransmission.
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Session Layer - OSI Model
Its main aim is to establish, maintain and synchronize the interaction between communicating systems. Session layer manages and synchronize the conversation between two different applications. Transfer of data from one destination to another session layer streams of data are marked and are resynchronized properly, so that the ends of the messages are not cut prematurely and data loss is avoided.

FUNCTIONS OF SESSION LAYER:
1. Dialog Control: This layer allows two systems to start communication with each other in half-duplex or full-duplex.
2. Synchronization: This layer allows a process to add checkpoints which are considered as synchronization points into stream of data. Example: If a system is sending a file of 800 pages, adding checkpoints after every 50 pages is recommended. This ensures that 50-page unit is successfully received and acknowledged. This is beneficial at the time of crash as if a crash happens at page number 110; there is no need to retransmit 1 to100 pages.
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Presentation Layer
The primary goal of this layer is to take care of the syntax and semantics of the information exchanged between two communicating systems. Presentation layer takes care that the data is sent in such a way that the receiver will understand the information (data) and will be able to use the data. Languages (syntax) can be different of the two communicating systems. Under this condition presentation layer plays a role translator.

FUNCTIONS OF PRESENTATION LAYER:
1. Translation: Before being transmitted, information in the form of characters and numbers should be changed to bit streams. The presentation layer is responsible for interoperability between encoding methods as different computers use different encoding methods. It translates data between the formats the network requires and the format the computer.
2. Encryption: It carries out encryption at the transmitter and decryption at the receiver.
3. Compression: It carries out data compression to reduce the bandwidth of the data to be transmitted. The primary role of Data compression is to reduce the number of bits to be 0transmitted. It is important in transmitting multimedia such as audio, video, text etc.
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Application Layer
It is the top most layer of OSI Model. Manipulation of data (information) in various ways is done in this layer which enables user or software to get access to the network. Some services provided by this layer includes: E-Mail, transferring of files, distributing the results to user, directory services, network resource etc.
FUNCTIONS OF APPLICATION LAYER:
1. Mail Services: This layer provides the basis for E-mail forwarding and storage.
2. Network Virtual Terminal: It allows a user to log on to a remote host. The application creates software emulation of a terminal at the remote host. User’s computer talks to the software terminal which in turn talks to the host and vice versa.
Then the remote host believes it is communicating with one of its own terminals and allows user to log on.
3. Directory Services: This layer provides access for global information about various services.
4. File Transfer, Access and Management (FTAM) : It is a standard mechanism to access files and manages it. Users can access files in a remote computer and manage it. They can also retrieve files from a remote computer.
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Feature of OSI Model:
1. Big picture of communication over network is understandable through this OSI model.
2. We see how hardware and software work together.
3. We can understand new technologies as they are developed.
4. Troubleshooting is easier by separate networks.
5. Can be used to compare basic functional relationships on different networks.

Merits of OSI reference model:
1. OSI model distinguishes well between the services, interfaces and protocols.
2. Protocols of OSI model are very well hidden.
3. Protocols can be replaced by new protocols as technology changes.
4. Supports connection-oriented services as well as connectionless service.

Demerits of OSI reference model:
1. Model was devised before the invention of protocols.
2. Fitting of protocols is tedious task.
3. It is just used as a reference model.
2.1 Transmission Mediums
Data is represented by computers and other telecommunication devices using signals. Signals are transmitted in the form of electromagnetic energy from one device to another. Electromagnetic signals travel through vacuum, air or other transmission mediums to travel between one point to another (from source to receiver).
Transmission medium is the means through which we send our data from one place to another. The first layer (physical layer) of Communication Networks OSI Seven-layer model is dedicated to the
transmission media, [image: ]
[bookmark: _Hlk110270519]2.1.1   Factors be considered while choosing Transmission Medium
1. Transmission Rate
2. Cost and Ease of Installation
3. Resistance to Environmental Conditions
4. Distances

2.1.2   Bounded/Guided Transmission Media
It is the transmission media in which signals are confined to a specific path using wire or cable. The types of Bounded/ Guided are discussed below.

2.1.3 Twisted Pair Cable
This cable is the most commonly used and is cheaper than others. It is lightweight, cheap, can be installed easily, and they support many different types of networks. Some important points:
· Its frequency range is 0 to 3.5 kHz.
· Typical attenuation is 0.2 dB/Km @ 1kHz.
· Typical delay is 50 μs/km.
· Repeater spacing is 2km.
Twisted Pair is of two types:
· Unshielded Twisted Pair (UTP)
· Shielded Twisted Pair (STP)
  Unshielded Twisted Pair Cable

It is the most common type of telecommunication when compared with Shielded Twisted Pair Cable which consists of two conductors usually copper, each with its own colour plastic insulator. Identification is the reason behind coloured plastic insulation. UTP cables consist of 2 or 4 pairs of twisted cable. Cable with 2 pair use RJ-11 connector and 4 pair cable useRJ-45 connector.
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Advantages:
· Installation is easy
· Flexible
· Cheap
· It has high speed capacity,
· 100-meter limit
· Higher grades of UTP are used in LAN technologies like Ethernet.
It consists of two insulating copper wires (1mm thick). The wires are twisted together in a helical form to reduce electrical interference from similar pair.

Disadvantages:
· Bandwidth is low when compared with Coaxial Cable
· Provides less protection from interference.

Shielded Twisted Pair Cable
This cable has a metal foil or braided-mesh covering which encases each pair of insulated conductors. Electromagnetic noise penetration is prevented by metal casing. Shielding also eliminates crosstalk.
It has same attenuation as unshielded twisted pair. It is faster than unshielded and coaxial cable. It is more expensive than coaxial and unshielded twisted pair.
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Advantages:
· Easy to install
· Performance is adequate
· Can be used for Analog or Digital transmission
· Increases the signalling rate
· Higher capacity than unshielded twisted pair
· Eliminates crosstalk


Disadvantages:
· Difficult to manufacture
· Heavy
2.1.4 Coaxial Cable
Coaxial is called by this name because it contains two conductors that are parallel to each other. Copper is used in this as centre conductor which can be a solid wire or a standard one. It is surrounded by PVC installation, a sheath which is encased in an outer conductor of metal foil, barid or both.
Outer metallic wrapping is used as a shield against noise and as the second conductor which completes the circuit. The outer conductor is also encased in an insulating sheath. The outermost part is the plastic cover which protects the whole cable.

The most common coaxial standards are.
· 50-Ohm RG-7 or RG-11: used with thick Ethernet.
· 50-Ohm RG-58: used with thin Ethernet
· 75-Ohm RG-59: used with cable television
· 93-Ohm RG-62: used with ARCNET.
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There are two types of Coaxial cables:
BaseBand
This is a 50 ohm (Ω) coaxial cable which is used for digital transmission. It is mostly used for LAN’s. Baseband transmits a single signal at a time with very high speed. The major drawback is that it needs amplification after every 1000 feet.

BroadBand
This uses analog transmission on standard cable television cabling. It transmits several simultaneous signals using different frequencies. It covers large area when compared with Baseband Coaxial Cable.

Advantages:
· Bandwidth is high
· Used in long distance telephone lines.
· Transmits digital signals at a very high rate of 10Mbps.
· Much higher noise immunity
· Data transmission without distortion.
· They can span to longer distance at higher speeds as they have better shielding when compared to twisted pair cable

Disadvantages:
· Single cable failure can fail the entire network.
· Difficult to install and expensive when compared with twisted pair.
· If the shield is imperfect, it can lead to grounded loop.

2.1.5 Optical Fiber
In case of coaxial cables and twisted cable the maximum signal frequency, and hence the information rate that can be transmitted using a solid conductor is limited. Optical fiber differs from both these transmission media in that it carries the transmitted information in the' form of a fluctuating beam of light in a glass fiber rather than as an electrical signal on a wire. This type of transmission has become strong support for digital network owing to its high capacity and other factors favorable for digital
communication.
There are two basic types of fibers used today and many different types of Fiber Optic Cable. These are Single Mode (SM) and Multi- Mode (MM). Single mode is more expensive but more efficient than multi-mode. Single mode fiber is generally used where the distances to be covered are greater. These come in a variety of configurations determined by a variety of factors and light propagates along the optical fiber core in one of the following ways as given below depending on the type and width of core material used.

Principle
A fibre-optic cable is made of glass or plastic and transmits signals in the form of light. To understand optic firber we first need to explore several aspects of the nature of light. Light travels in a straight line as long as it is moving through a single uniform substance. If a ray of light traveling through one
substance suddenly enters another substance (of a different density), the ray changes direction. Figure below shows how a ray of light changes direction when going from a more dense to a less dense substance
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As the figure shows, if the angle of incidence I (the angle the ray makes with the line perpendicular to the interface between the two substances) is less than the critical angle (the angle of incidence which provides an angle of refraction of 90 degree), the ray refracts and moves closer to the surface. If the angle of incidence equal to the critical angle, the light bends along the interface. If the angle is greater than the critical angle, the ray reflects (makes a turn) and travels again in the denser substance.
Optical fibers use reflection to guide light through a channel. A glass or plastic core is surrounded by a cladding of less dense glass or plastic. The difference in density of the two materials must be such that a beam of light moving through the core is reflected off the cladding instead of being refracted into it as shown in fig. below
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Different Types of Optical Fibers:
[image: ]
Multi-mode Fiber
In the case of a multi-mode fiber, the core diameter is relatively large compared to a wavelength of light. Core diameter ranges from 50 micrometers (pm) to 1,000 pm, compared to the wavelength of light of about 1 pm. It means that light can propagate through the fiber in many different ray paths, or modes, hence the name multimode.
Multi-mode fiber is less expensive to produce and inferior in performance because of the larger diameter of the inner core. When the light rays travel down the fiber, they spread out due to a phenomenon known as modal dispersion. Although reflected back into the inner core by the cladding, they travel different distances and, therefore, arrive at different times. The received signal thus has a wider pulse width than the input signal with a corresponding decrease in the speed of transmission. As a result, multimode fiber is relegated to applications involving relatively short distances and lower speeds of transmission, for example, LANs and campus environments.
Two basic types of multi-mode fibers exist. The simpler and older type is a "step index" fiber, where the index of refraction (the ability of a material to bend light) is the same all across the core of the fiber and the second one is graded index fiber with varying index of refraction across the core.

Step Index Multi-mode Fiber
Step index has a large core, so the light rays tend to bounce around inside the core, reflecting off the cladding. This causes some rays to take a longer or shorter path through the core. Some take the direct
path with hardly any reflections while others bounce back and forth taking a longer path. The result is that the light rays arrive at the receiver at different times. The signal becomes longer than the original signal. LED light sources are used. Typical Core: 62.5 microns.
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With all these different ray paths or modes of propagation different rays travel different distances, and take different amounts of time to transit the length of a fiber. This being the case, if a short pulse of light is injected into a fiber, the various rays emanating from that pulse will arrive at the other end of the fiber at different times, and the output pulse will be of longer duration than the input pulse. This
phenomenon is called modal dispersion (pulse spreading), and limits the number of pulses per second that can be transmitted down a fiber and still be recognizable as separate pulses at the other end. This, therefore, limits the bit rate or bandwidth of a multi-mode fiber. For step index fibers, where in no effort is made to compensate for modal dispersion, the bandwidth is typically 20 to 30 MHz over a length of one kilometer of fiber, expressed as "MHz =km", Graded Index Multi-mode Fiber.

In the case of a graded index multi-mode fiber, the index of refraction across the core is gradually changed from a maximum at the centre to a minimum near the edges, hence the name graded index. This design takes advantage of the phenomenon that light travels faster in a low-index-refraction material than a high-index material. If a short pulse of light is launched into the graded, index fiber, it may spread some during its transit of the fiber, but much less than in the case of a step index fiber. Therefore, dispersion can be reduced using a core material that has a variable refractive index. In such multi-mode graded index fiber light is refracted by an increasing amount as it moves away from the core. This has the effect of narrowing the pulse width of the received signal compared with stepped index fiber, allowing a corresponding increase in the speed of transmission. These, therefore, can support a much higher bit rate or bandwidth. Typical bandwidths of graded index fibers range from 100 MHz-km to well over 1 GHz-km. The actual bandwidth depends on how well a particular fiber's index profile minimizes modal dispersion, and on the wavelength of light launched into the fiber.
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Monomode / Single-Mode Fiber
This has a thinner inner core. In this case, the core diameter of about 9 pm is much closer in size to the wavelength of light being propagated, about 1.3 pm. This limits the light transmission to a single ray or mode of light to propagate down the core of the fiber. All the multiple-mode or multi-mode effects described above are eliminated. However; one pulse-spreading mechanism remains.
Just as in the multi-mode fibers, different wavelengths of light travel at different speeds, causing short pulses of light injected into the fiber to spread as they travel. This phenomenon is called "chromatic
dispersion".
Monomode / Single-Mode Fiber
This has a thinner inner core. In this case, the core diameter of about 9 pm is much closer in size to the wavelength of light being propagated, about 1.3 pm. This limits the light transmission to a single ray or mode of light to propagate down the core of the fiber. All the multiple-mode or multi-mode effects described above are eliminated. However; one pulse-spreading mechanism remains.
Just as in the multi-mode fibers, different wavelengths of light travel at different speeds, causing short pulses of light injected into the fiber to spread as they travel. This phenomenon is called "chromatic dispersion".
It performs better than does multi-mode fiber over longer distances at higher transmission rates. Due to reduced core diameter all the emitted light propagates along a single path. Consequently, the received signal is of a comparable width to the input signal.
Although more costly, mono mode fiber is used to advantage in long haul and especially in high bandwidth applications. Single mode fibers have the very broadest bandwidth, lowest cost and lowest attenuation of any available optical fiber. Therefore, they are universally used in long-distance telephony and cable television applications.

Advantages of Optical Fiber
1. Noise resistance: It is immune to electromagnetic interference and crosstalk and external light, the only possible interference, is blocked from the channel by the outer jacket.
2. Less signal Attenuation: It has transmission distance significantly greater than that of other guided media.
3. Higher bandwidth: Currently, data rates and bandwidth utilization over fiber optic cable are limited not by the medium but by the signal generation and reception technology even though it offers a large bandwidth compared to other media. Larger bandwidth offers larger capacity and faster transmission rate.
4. High security: Using fiber optic cables prevents the emanation of radiation and therefore, radiation-containing signal becomes difficult to tap. This makes fiber cable secure against signal leakage and interference.
5. Free from electrical problems: It does not require electrical ground loop preventing it from short circuit as light waves are being used the carrier of data signal. It is also safe in combustible areas (no arching) and offers immunity to lightning and electrical discharges.
6. Less number of repeaters: A repeater used to strengthen a signal is always required during the Course of signal transmission. Compared to copper media, it requires less number of repeaters.
7. Physical structure: It has small size, lightweight, flexibility, high strength, potential high temperature operation and no electrical hazard when cut or damaged.

Disadvantages of Optical Fiber
1. Cost-The cost of optical fiber is a trade-off between capacity and cost. At higher transmission capacity, it is cheaper than copper. At lower transmission capacity, it is more expensive. As this transmission medium becomes more popular and in demand, economies of scale will decrease the cost of installation and profits will increase.
2. Installation/Maintenance-It is difficult to splice. Special equipment and expertise are required to splice and install the cables.
3. Fragility-It has limited physical arc of cable, if it is bent too much it will break. Physical vibration will show up as signal noise.

2.2 Addressing and routing
A route defines a path for sending packets through the Internet network to an address on another network.
A route does not define the complete path, only the path segment from one host to a gateway that can forward packets to a destination (or from one gateway to another). There are five types of routes [7]:
	Item
	Description

	host route
	Defines a gateway that can forward packets to a specific host on another network.

	network route
	Defines a gateway that can forward packets to any of the hosts on a specific network.

	default route
	Defines a gateway to use when a host or network route to a destination is not otherwise defined.

	loopback route
	Default route for all packets sent to local network addresses. The loopback route IP is always 127.0.0.1.

	broadcast route
	Default route for all broadcast packets. Two broadcast routes are automatically assigned to each subnet on which the network has an IP (one to the subnet address and one to the broadcast address of the subnet).



Routes are defined in the kernel routing table. The route definitions include information on networks reachable from the local host and on gateways that can be used to reach remote networks. When a gateway receives a datagram, it checks the routing tables to find out where next to send the datagram along the path to its destination.
You can add multiple routes for the same destination in the kernel routing table. A routing lookup evaluates all routes that match the request then chooses the route with the lowest distance metric. If multiple matching routes have equal distance, a lookup chooses the most specific route. If both criteria are equal for multiple routes, routing lookups alternate choices of matching routes[7].
· Static and dynamic routing
In TCP/IP, routing can be one of two types: static or dynamic.
· TCP/IP routing gateways
Gateways are a type of router. Routers connect two or more networks and provide the routing function. Some routers, for example, route at the network interface level or at the physical level. Gateways, however, route at the network level.
· Gateway considerations
Take these actions before configuring your gateway.
· Configuring a gateway
To configure a machine to act as a gateway, use these instructions.
· Route use restrictions
Routes can be restricted so they can be used only by some users. The restrictions are based on the primary group IDs of users.
· Dead gateway detection
A host can be configured to detect whether a gateway it is using is down, and can adjust its routing table accordingly.
· Route cloning
Route cloning allows a host route to be created for every host that a system communicates with.
· Dynamic route removal
If you are using the routed daemon, a manually deleted route is not replaced by incoming RIP information (because ioctl's are used).
· Configuring the routed daemon
Follow these steps to configure the routed daemon.
· Configuring the gated daemon
When configuring the gated daemon, you must decide which gateway protocols are most appropriate for your system.
· Autonomous system numbers
If you use EGP or BGP, you should obtain an official autonomous system number for your gateway.

3. WANS
A wide area network (WAN) is a telecommunications network or computer network that extends over a large geographical distance. Wide area networks are often established with leased telecommunication circuits.
Business, education and government entities use wide area networks to relay data among staff, students, clients, buyers, and suppliers from various geographical locations. In essence, this mode of telecommunication allows a business to effectively carry out its daily function regardless of location. The Internet may be considered a WAN.
Related terms for other types of networks are personal area networks (PANs), local area networks (LANs), campus area networks (CANs), or metropolitan area networks (MANs) which are usually limited to a room, building, campus or specific metropolitan area respectively.
WANs are used to connect LANs and other types of networks together, so that users and computers in one location can communicate with users and computers in other locations. Many WANs are built for one particular organization and are private.
Others, built by Internet service providers, provide connections from an organization's LAN to the Internet. WANs are often built using leased lines. At each end of the leased line, a router connects the LAN on one side with a second router within the LAN on the other. Leased lines can be very expensive. Instead of using leased lines, WANs can also be built using less costly circuit switching or packet switching methods.
Network protocols including TCP/IP deliver transport and addressing functions. Protocols including Packet over SONET/SDH, MPLS, ATM and Frame Relay are often used by service providers to deliver the links that are used in WANs.

3.1 WAN Technologies: CIRCUIT SWITCHING
Switched circuits allow data connections that can be initiated when needed and terminated when communication is complete. This works much like a normal telephone line works for voice communication. Integrated Services Digital Network (ISDN) is a good example of circuit switching. When a router has data for a remote site, the switched circuit is initiated with the circuit number of the remote network. In the case of ISDN circuits, the device actually, places a call to the telephone number of the remote ISDN circuit. When the two networks are connected and authenticated, they can transfer data. When the data transmission is complete, the call can be terminated.

4. Internet Applications
Internet Applications can be described as the type of applications that use the internet for operating successfully, that is, by using the internet for fetching, sharing and displaying the information from the respective server systems. It can be accessed only with the help of the internet facility, and it cannot be functional without the internet. These applications can be classified as electronic devices based, automated digital technology, industrial internet, smartphones based, smart home-based, smart grids, smart city, and other major applications.
Services of Internet Application
1. The internet has many few major applications like electronic mail services, web browsing, peer to peer networking. The use of email increases because of its several features like attachments, messages, data usage.
2. The attachment feature such as word documents, excel sheets, and graphical media is possible because of Multipurpose Internet Mail Extensions, but the result is traffic volume caused by mail is calibrated in terms of data packets in the network.
3. Electronic mail services became a vital part of personal and professional communication method, and its time and cost consuming. The data is transmitted and received securely by encryption. The price of tickets for transport and sport are received in the mail.
4. The web browser is a critical application of the internet and is highly commercial dominated by Microsoft and highly influenced by WWW – World Wide Web.
5. The web browser is free and available as an open-source model that enriches the minds of future generations. The open-source has been developed and deployed on a modular basis since the source code is accessible only with few usage restrictions. The open-source feature has been integrated to file managers and web browsers.
6. Other important applications and potentially needed in Internet application is peer-to-peer networking.
7. This P2P networking is a dynamic method that is based on the exchanging of physical resources like hard drives, files, processors and other intelligent features.
8. Each group of peer-to-peer networking has equal responsibility and functions. Peer-to-peer applications based on the internet locate the computer at the focus of the computing matrix based on cross-network protocols like SOAP Simple Object Access Protocol or Remote Procedure Calling XML-RPC the user to enter on the Internet more proactively.
Top Application of Internet [8]
[image: ]
 1. Smart Home
Smart Home has become the evolutionary ladder in residential and developing as common as smartphones. It is a special feature of Google and now deployed in many areas to make life convenient and user-friendly. The smart home is designed to save time, money and energy.

2. Electronic Devices
Electronic devices like wearables are installed with different sensors and software, which gather data and information of the user where data is processed to give required info about the user. The devices mainly used to monitor fitness, entertainment, and health. They mostly work on ultra-low power and available in small sizes.
3. Automated Digital Technology
The automated digital technology has concentrated on the optimization of vehicles and their internal functions. the automated car is designed with special features that give a comfort zone to passengers with onboard sensors and internet establishment. Popular companies like Tesla, Apple, BMW, Google is yet to aboard their revolution in the automobile industry by installing excellent features.
4. Industrial Internet
The industrial internet is investing in industrial engineering with Artificial intelligence and data analytics to build brilliant machines. The important moto is to build smart machines that are accurate and compatible with a human. It holds vast potential with good quality and reliability. The applications are deployed for tracing the goods to be delivered, real-time data regarding retails and supplies that increase the efficiency of the business’s supply chain and productivity.
5. Smart City
A smart city is another major implementation of the internet, which is employed for smart surveillance, water distribution, automatic transportation, environment monitoring. People are prone to pollution, improper supplies and shortage of sources, and the installation of traffic sensors solves irregular traffic flow, and the app is developed to report the municipal systems. Citizens can able to diagnose simple malfunctions in meter and can report to the electricity system via electricity board applications or websites, and they can also find available slots for vehicle parking easily in sensor systems.
6. Smartphones
Smartphones are also used for retailers and customers to stay connected for their business transactions, even out of the store. They have using Beacon technology to help business people to provide smart service to the client. They can track the products and enhance the store dashboard and deliver premium order before the scheduled date, even in congested traffic areas.

7. Smart Grids
The idea applied in smart grids is to gather data in an automated way to analyze the attribute of electricity. Consumers to improve the efficiency and economics of usage. Smart grids can easily detect the power outage and shortage quickly and fix them shortly.

8. Major Application
Another major application of the internet is in healthcare as it is smart medical systems installed to diagnose and cure the disease at an earlier stage. Many machine learning algorithms are used in image processing and classification to detect the fetus’s abnormalities before birth. The main aim applied in the medical field is to provide a healthier life for all by wearing connected devices. The gathered medical data of patients made the treatment easier, and a monitoring device is installed to track the sugar and blood pressure.
Standard Protocols
Standard protocols are agreed and accepted by the whole computing industry. Standard protocols are not vendor specific. Standard protocols are often developed by collaborative effort of experts from different organizations. Examples of standard protocols are IP, TCP, UDP etc.
5.1 TCP/IP
TCP/IP is the most commonly used network protocol worldwide and all nodes connected to the Internet use it. TCP/IP consists of the 3 main protocols TCP (Transmission Control Protocol), UDP (User Data Protocol) and IP (Internet Protocol). UDP is a less important protocol using the lower-level Protocol IP as well. Computer Networks'' by Andrew Tanenbaum [5].
[bookmark: SECTION00432100000000000000]5.1.1 TCP and UDP
[bookmark: 387][bookmark: 388][bookmark: 389]TCP and UDP are transmission protocols that use IP to transmit their data. While IP is responsible for transmitting packets to the destination at best effort, TCP and UDP are used to prepare data for sending by splitting them in packets.
TCP (Transmission Control Protocol) provides a connection for bi-directional communication between two partners using two data streams. It is therefore called a connection-oriented protocol. Before sending or receiving any data, TCP has to establish a connection channel with the target node. To provide the channel for the two data streams it has to split the data into packets and ensure that packets arrive without error and are unpacked in the proper order. That way an application using TCP does not have to take precautions for corrupted data transfer. TCP will make sure data transfer is completed successfully or report an error otherwise.
UDP (User Data Protocol) on the other hand is a much simpler technique for delivering data packets. It just adds a header to the data and sends them to its destination, regardless whether that node exists or expects data. UDP does not guarantee that packets arrive, nor does it ensure they arrive in the order they were sent. If packets are transmitted between two networks using different paths they can arrive in a wrong order. It's the application that has to take care of that. However, for applications needing fast transfer without overhead for data that is still usable even if single packets are missing or not in order, UDP is the protocol in choice. Most voice and video streaming applications therefore use UDP.
[bookmark: SECTION00432200000000000000][bookmark: 390]
5.1.2 Establishing TCP Connections
	[bookmark: fig:_System:_Protocols:TCP_connection_PN][bookmark: 654][image: ]
 

	Figure 5.1: Establishing and finishing a TCP connection .


A TCP connection can only be established between two nodes: A client node sending a connection request and a server node waiting for such connection requests. After receiving a connection request, the server will respond and establish the connection. Then both nodes can send and receive data through the connection, depending on the application protocol. When finished, any node (but usually the client) can close the connection. This behavior is shown in figure 5.1. Here you also see the operating system calls used to control the sockets. 
[bookmark: SECTION00432300000000000000][bookmark: 401]
5.1.3 Ports 
An address of a TCP or UDP service consists of the IP address of the machine and a port number. These ports enable hosts using TCP/IP to offer different services at one time and to enable clients to maintain more than one connection to one single server. On a server, ports are used to distinguish services. HTTP servers usually use the well-known port 80 to offer their services. Other standard ports are 53 for DNS and 21 for FTP for example. In any situation, every connection on a network has different pairs of target and source addresses (IP address + port number).
[bookmark: SECTION00432400000000000000]5.1.4 IP addresses
IP, the Internet Protocol, is responsible for sending single packets to their destination nodes. This is accomplished by assigning each computer a different IP address. Each IP address consists of 32 bits usually represented in 4 dotted decimals each ranging from 0 through 255. An example for a valid IP address is 123.123.123.123. IP addresses can be distinguished by the networks they belong to. The IP name-space is separated into networks by dividing the 32 Bits of the address into network and host address bits. This information is used for routing the packets to its destination.
[bookmark: SECTION00433000000000000000][bookmark: 404][bookmark: 405]
5.2.3 Domain Name Service (DNS)
As covered by the previous chapter, each node on the Internet can be identified by a unique IP address. Unfortunately, IP addresses are numbers which are neither user friendly nor intuitive.
[bookmark: SECTION00433100000000000000]5.2.1 Name-space
As a solution to that problem, DNS maps user-friendly names to IP addresses. Names used in the DNS are organized in a hierarchical name-space. The name space is split up into domains. The topmost domain is the. (Dot) domain. Domains below that, referred to as first-level domains, split up the name-space by country. The first-level domains com, net, org and edu are an exception to that rule. Originally, they were intended to be used in the United States only, but now are used all over the world. More first level domains will be available. Individuals can register second-level domains within almost any of these domains.
	[bookmark: fig:_System:_dnszones][bookmark: 658][image: ]
 

	Figure 5.2: Hierarchical Structure of the DNS Namespace .


[bookmark: SECTION00433200000000000000]5.2.2 Hierarchical Server Structure
DNS Servers are organized hierarchically according to their responsibilities, forming a globally distributed database. Each DNS Server is an authority for one or multiple zones. Each zone can contain one branch of the name-space tree. A zone itself can delegate sub-zones to different name servers. The root name servers are responsible for the 'Dot' domain and delegate a zone for each first-level domain to the name servers of the corresponding country domains. These on the other hand delegate zones for each name registered to name servers supplied by or for the parties that own the second level domains. These name servers contain entries for sub-zones and/or host-names for that zone. Figure 5.2 shows zones and their dependencies.
[bookmark: SECTION00433300000000000000][bookmark: 419]
5.2.3 Iterative and recursive name lookups
[bookmark: 421]DNS can be queried using either recursive or iterative lookup requests. When using an iterative request, a DNS server will return either
1. the IP address queried,
2. a name of a DNS server which is able to successfully return the address,
3. another server's name that knows which server is closer to the name in question within the name-space tree,
4. or an error. All that information is based on the server's own database without the help of other DNS servers.
[bookmark: 425]In a recursive request the server has to look up the IP mapped to the name provided at all cost. If the server is not responsible for the zone, it has to find out by using iterative requests with other servers. If it does not have the information in question, it will first query the root name server for the top level domain. It then will have to query the name servers that he subsequently is referred to, until one server can successfully answer the request. If no server can answer the request the last one will report an error, which will then be handed to the client that the recursive request came from. Most DNS servers responsible of the root or first level zones will only reply to iterative requests. Figure 2.4 shows the traversal of a recursive and subsequent iterative requests through the DNS server hierarchy.
[bookmark: SECTION00434000000000000000][bookmark: sec:_System:_Protocols:_HTTP][bookmark: 428]

5.3 HTTP
HTTP is the primary transfer protocol used in the World Wide Web. The first version of HTTP that was widely used was version 1.0. After the Internet began to expand rapidly, deficiencies of the first version became apparent. HTTP 1.1, the version used today, addressed these issues and extended the first version. Although HTTP doesn't set up a session (stateless protocol) and forms a simple request-response message protocol, it uses connections provided by TCP/IP as transport protocol for its reliability. HTTP is designed for and typically used in a client-server environment.
[bookmark: 429][bookmark: 430]With HTTP, each information item available is addressed by a URI (Uniform Resource Identifier), which is an address used to retrieve the information. Even though URIs and URLs historically were different concepts, they are now synonymously used to identify information resources. URL(G) is the more widely used term. An example for a URL is: http://apache.hpi.uni-potsdam.de/index.php. It would result in the following request
GET /index.php HTTP/1.1 
HOST: apache.hpi.uni-potsdam.de 
[bookmark: 436]In this example the Request URI as seen by the web server is /index.php.
[bookmark: SECTION00434100000000000000]5.3.1 HTTP data structure
HTTP data transfer is based on messages. A request from a client as well as a response from a server is encoded in a message. Each HTTP message consists of a message header (G) and can contain a message body.
An HTTP header can be split up into 4 parts.
1. Request / Status line (depending on whether it is a request or a response)
2. General Header
3. Request / Response Header
4. Entity Header
	[bookmark: fig:_System:_Protocols:_HTTP_message_exa][bookmark: 662][image: ]

	Figure 5.3.1: Example of a HTTP Request/Response message pair 


Header and body of an HTTP message are always separated by a blank line. Most header fields are not mandatory. The simplest request will only require the request line and, since HTTP 1.1, the general header field "HOST". The simplest response only contains the status line.
An example request/response message pair is shown in figure 5.3.1. The E/R diagrams in figures 5.3.2 and 5.3.3 show more details of the structure of the HTTP messages.
	[bookmark: fig:_System:_Protocols:_HTTP-ERD-overvie][bookmark: 664][image: ]

	Figure 5.3.2: Value structure of a HTTP Request/Response (overview) 


[bookmark: fig:_System:_Protocols:_HTTP-ERD-details][bookmark: 666]
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	Figure 5.3.3: Value structure of a HTTP Request/Response (details) 


The next sections cover aspects of HTTP including their header fields. Important header fields not covered later are:
· "Content-length" / "Content-type" are fields to specify the length and the MIME type of the information enclosed in the body. Any request or response including a message body uses these header fields.
· "Referer" is a field used by client applications to indicate which document referred the user to the document currently requested. Information submitted here could be stored at the server for further analysis by the webmaster.
[bookmark: SECTION00434200000000000000][bookmark: 484]
5.3.2 HTTP Methods
HTTP methods are similar to commands given to an application. Depending on the method used in the request, the server's response will vary. Successful responses to some request methods do not even contain body data.
The HTTP/1.1 standard defines the methods GET, POST, OPTIONS, HEAD, TRACE, PUT, DELETE, CONNECT. The most often used methods are GET and POST.
· [GET]is used to retrieve an entity of information without the need to submit additional data in the message body. Before HTTP 1.0, GET was the only method to request information.
· [POST]is similar to a GET request, but POST always includes a message body in the request message to send information of any type to the server. Usually information submitted via POST is used to generate dynamic content, for further processing, or the information is simply stored to be used by other applications. POST is a method that was introduced with HTTP version 1.0.
To send information to the server with GET, the client has to append it to the request URI. That causes several difficulties however:
· The length of the request URI can cause problems at the server,
· some clients can only transmit a Request URI of a certain length
· most clients display the additional Request URI information to the user
Even though POST is the better way to transmit additional information to the server, some applications use GET for that purpose, especially for small amounts of data or to allow bookmarking of the URL.
All other methods are rarely used and will only be covered briefly:
· [HEAD]This method asks for the header of a reply only. It can be used when checking for the existence of a certain document on a web server. The response will look exactly as if requested via GET but will not include the message body
· [OPTIONS]Using this method a client can query a server for the available methods and options concerning a resource.
· [TRACE]The TRACE method is similar to ping in TCP/IP. The request message contains a mandatory header field called Max-Forwards. Each time the message passes a proxy server, the value of that field is decremented by one. The server that gets the message with a value of zero will send a reply. If the server to whom the message is addressed gets the message, it will send a reply regardless of the value in the max-forwards header field. Using a sequence of these requests, a client can identify all proxy servers involved in forwarding a certain request.
· [PUT]used to transmit files to a server. This method is similar to the PUT command used in FTP. This imposes a security threat and is therefore almost never used.
· [DELETE]This method asks the server to delete the file addressed in the URI. Since this method imposes a security risk no known productive HTTP servers support that method. The DELETE method is very similar to the DELETE command in FTP.
· [CONNECT]is a command used to create a secure socket layer (SSL) tunnel through a HTTP proxy server. A proxy server addressed with that method would open a connection to the target server and forward all data regardless of its content. That way a secure connection can be established from client to the server even though a proxy server is in use.
[bookmark: SECTION00434300000000000000]5.3.3 Server responses
As stated above, each server reply always contains a status code. Generally, server replies are structured in 5 different categories. Status Codes are three-digit numbers. Each category can be identified by the first digit. These Categories split up the total set of status codes by their meaning:
· [1xx] Informational -- For example 100 Continue
· [2xx] Successful -- For example 200 OK
· [3xx] Redirection -- Redirects to a different URL
· [4xx] Client Error -- For example 404 Not found or 403 Forbidden
· [5xx] Server Error -- For example 500 Internal Server Error
[bookmark: SECTION00434400000000000000][bookmark: 523][bookmark: sec:_System:_Protocols:_HTTP:_Virtual_Ho]
5.3.4 Virtual Hosts
Virtual Hosts is a concept which allows multiple logical web servers to reside on one physical server, preferably with one IP Address. The different concepts are:
· A server is assigned multiple IP addresses, and each IP address is used by one single logical web server.
· A server is assigned one IP address and the different logical web servers listen to different ports. This results in URLs looking like http://www.xyz.com:81/
· A server is assigned one IP address. Multiple Domain Names are mapped to that IP address. All logical web servers listen to one single port. The server distinguishes requests using the Host field, which is mandatory for HTTP requests since HTTP/1.1.
HTTP/1.0 did not explicitly support virtual hosts. A web server managing multiple domains had to distinguish requests by the destination IP address or the port. As different ports were rarely used for virtual hosts, the server needed one IP address for each domain hosted. When the Internet began to grow rapidly, the amount of IP addresses available soon was too limited. A solution based on different ports was inconvenient and could cause confusion when a user forgot to supply the port number and received no or a wrong document.
HTTP/1.1 introduced the Host header field, which is mandatory in any HTTP/1.1 request. Therefore a server can now host multiple domains on the same IP address and port, by distinguishing the target of the request using the information supplied in the HOST header field.
[bookmark: SECTION00434500000000000000][bookmark: 531]
5.3.5 Content Negotiation
Usually, the body of an HTTP response includes data for user interpretation. Different users might be better served with different versions of the same document. Apache can keep multiple versions of the same document, in either a different language or a different format. The included standard page displayed right after Apache is installed is an example as there are multiple versions each in a different language. Two ways can be distinguished for determining the best version for a user: server driven and client driven content negotiation.
[bookmark: SECTION00434510000000000000]5.3.5.1 Server Driven Content Negotiation
With server driven content negotiation, the server decides which version of the requested content is sent to the client. Using the Accept header field, the client can supply a list of formats that would be acceptable to the user, regarding format as well as language. The server will then try to select the best suitable content.
[bookmark: SECTION00434520000000000000]5.3.5.2 Client Driven Content Negotiation
Using server driven content negotiation, the client has no influence on the choice made by the server if none of the accepted formats of the source are available. Since it is not practicable to list all possible formats in the desired order, the client can use the Accept Header with the value Negotiate. The server will then reply with a list of available formats instead of the document. In a subsequent request the client can then directly request the chosen version.
[bookmark: SECTION00434600000000000000][bookmark: 537][bookmark: sec:System:Protocols:HTTP:Persistent-Con]
5.3.6 Persistent Connections
[bookmark: 542]HTTP/1.0 limited one TCP connection to last for one single request. When HTTP was developed, HTML documents usually consisted of the HTML file only, so the protocol was appropriate. As web pages grew to multimedia sites, one single page consisted of more than one document due to images, sounds, animations and so forth. A popular news web-site's index page today needs 150 different file requests to be displayed completely. Opening and closing a TCP connection for every file imposed a delay for users and a performance overhead for servers. Client and server architects soon added the header field "Connection: keep-alive" to reuse TCP connections, despite the fact that it was not part of the HTTP standard.
HTTP/1.1 therefore officially introduced persistent connections and the Connection header field. By default, a connection is now persistent unless specified otherwise. Once either partner does not wish to use the connection any longer, it will set the header field "Connection: close" to indicate the connection will be closed once the current request has been finished. Apache offers configuration directives to limit the number of requests for one connection and a time-out value, after which any connection has to be closed when no further request is received.
[bookmark: SECTION00434700000000000000][bookmark: 547]
5.3.7 Proxy and Cache
Statistically, it is a well-known fact that a very high percentage of the HTTP traffic is accumulated by a very low percentage of the available documents on the Internet. Also a lot of these documents do not change over a period of time. Caching is technique used to temporarily save copies of the requested documents either by the client applications and/or by proxy servers in between the client application and the web server.
[bookmark: SECTION00434710000000000000]5.3.7.1 Proxy Servers
A proxy server is a host acting as a relay agent for an HTTP request. A client configured to use a proxy server will never request documents from a web server directly. Upon each request, it will open a connection to the configured proxy server and ask the proxy server to retrieve the document on its behalf and to forward it afterwards. Proxy Servers are not limited to one instance per request. Therefore, a proxy server can be configured to use another proxy server. The technique of using multiple proxy servers in combination is called cascading. Proxy Servers are used for two reasons:
1. Clients may not be able to connect to the web server directly. Often proxy servers act as intermediate nodes between private networks and public networks for security reasons. A client on the private network unable to reach the public network can then ask the proxy server to relay requests to the public network on its behalf. HTTP connectivity is then ensured.
2. Caching proxy servers are often used for performance and bandwidth saving reasons. A document often requested by multiple nodes only needs to be requested once from the origin server. The proxy server which was involved in transmitting the document can keep a local copy for a certain time to answer subsequent requests for the same document without the need to contact the source's web server. Bandwidth is saved, and performance improves as well if a higher quality connection is used between the proxy server and the clients.
[bookmark: SECTION00434720000000000000][bookmark: 551]
5.3.7.2 Cache Control
Even though caching is a favourable technique, it has its problems. When caching a document, a cache needs to determine how long that document will be valid for subsequent requests. Some information accessible to a cache is also of private or high security nature and should in no case be cached at all. Therefore, cache control is a complex function that is supported by HTTP with a variety of header fields. The most important are:
· [If-Modified-Since] A client can request documents based on a condition. If the client or proxy has a copy of the document, it can ask the server to send the document only if it has been modified since the given date. The server will reply with a normal response if the requested document has been modified, or will return ''304 Unmodified`` if it has not.
· [Expires]Using this header field, a server can equip a transmitted document with something similar to a time-to-live. A client or proxy capable of caching and evaluating that header field will only need to re-request the document if the point in time appended to that header field has elapsed.
· [Last-Modified] If the server cannot supply a certain expiration time, clients or proxies can implement algorithms based on the Last-Modified date sent with a document. HTTP/1.1 does not cover specific instructions on how to use that feature. Clients and proxies can be configured to use that header field as found appropriate.

6. Security Issues
A security issue is any unmitigated risk or vulnerability in your system that hackers can use to do damage to systems or data. This includes vulnerabilities in the servers and software connecting your business to customers, as well as your business processes and people. Although Internet led to many benefits, it also poses a greater potential for security threats. Below are a number of common Internet security issues [12].
Hacker
Hacker – refers to a person who can gain unauthorized access to (break into) a computer or a network to commit crimes.
Some things a skilled hacker can do to your computer:
· Hijack your usernames and passwords;
· Gain access to the personal information (credit card numbers, bank account, Social Insurance Number, etc.);
· Steal, change, exploit, sell, or destroy data;
· Damage or bring down the system;
· Hold the system hostage to collect ransom;
Malware
Malware (short for malicious software) – a software that is designed to damage, disrupt, or infect computers.
· Malware is a single term that refers to all the different types of threats to your computer safety such as virus, Trojan horse, worm, spyware, etc.
· Malware can gain unauthorized access to a computer and continuously run in the background without the owner’s knowledge.
Computer virus
Computer virus – a specific type of malware that is designed to replicate (copy) and spread from one computer to another.
· A virus can make a copy of itself over and over again.
· A virus can spread from one computer to another through email attachments, removable storage devices, networks (Internet messaging services, download infected files …), etc.
· A virus can damage your computer by corrupting system files, sending spam, stealing data and personal information from your computer, destroying data, deleting everything on your hard drive, etc.
Trojan horse
Trojan horse (or Trojan) – a type of malware that looks harmless but can cause harm to a computer system.
· A Trojan misleads users of its true intent.
· A Trojan may claim to get rid of your computer viruses but instead introduce viruses onto your computer.
· A Trojan can take the form of innocent-looking email attachments, downloads, etc.
Worm
Worm – it is similar to a virus (a sub-class of a virus). It is designed to quickly self-replicate and spread copies of itself from one computer to another.
· The key difference between a worm and a virus is that a worm does not require any human action to replicate while a virus does. A virus only spreads when a user opens an affected file whereas a worm spreads without the use of a host file.
Phishing
Phishing – a scammer uses deceptive emails or websites and tries to obtain valuable personal information (i.e., username, password, account number, etc.).
· Phishing is a common online scam used by cyber criminals.
· A scammer may use a deceptive email or website appearing to represent a legitimate firm.
Spyware
Spyware – a software that secretly monitors (spies) user’s online behaviour and gets sensitive information about a person or organization without the user’s knowledge.
· A spyware can record a user’s Web browsing habits, email messages, keystrokes on online advertisements, personal information, etc., and forward it to a third party.
· Advertisers can use spyware to target specific advertisements to your tastes.
· Criminal organizations can use spyware to collect financial information (banking accounts, credit card information, password, etc.).
6.1 Symmetric and Asymmetric Key
Cryptography Terms
· Encryption: It is the process of locking up information using cryptography. Information that has been locked this way is encrypted.
· Decryption: The process of unlocking the encrypted information using cryptographic techniques.
· Key: A secret like a password used to encrypt and decrypt information. There are a few different types of keys used in cryptography.
· Steganography: It is actually the science of hiding information from people who would snoop on you. The difference between steganography and encryption is that the would-be snoopers may not be able to tell there’s any hidden information in the first place.
Symmetric Encryption: 
[image: Symmetric Encryption]
This is the simplest kind of encryption that involves only one secret key to cipher and decipher information. Symmetric encryption is an old and best-known technique. It uses a secret key that can either be a number, a word or a string of random letters. It is a blended with the plain text of a message to change the content in a particular way. The sender and the recipient should know the secret key that is used to encrypt and decrypt all the messages. Blowfish, AES, RC4, DES, RC5, and RC6 are examples of symmetric encryption. The most widely used symmetric algorithm is AES-128, AES-192, and AES-256[12].
The main disadvantage of the symmetric key encryption is that all parties involved have to exchange the key used to encrypt the data before they can decrypt it.
 Asymmetric Encryption:
[image: Asymmetric Encryption]
Asymmetric encryption is also known as public key cryptography, which is a relatively new method, compared to symmetric encryption. Asymmetric encryption uses two keys to encrypt a plain text. Secret keys are exchanged over the Internet or a large network. It ensures that malicious persons do not misuse the keys. It is important to note that anyone with a secret key can decrypt the message and this is why asymmetric encryption uses two related keys to boosting security. A public key is made freely available to anyone who might want to send you a message. The second private key is kept a secret so that you can only know.
A message that is encrypted using a public key can only be decrypted using a private key, while also, a message encrypted using a private key can be decrypted using a public key. Security of the public key is not required because it is publicly available and can be passed over the internet. Asymmetric key has a far better power in ensuring the security of information transmitted during communication.
Asymmetric encryption is mostly used in day-to-day communication channels, especially over the Internet. Popular asymmetric key encryption algorithm includes EIGamal, RSA, DSA, Elliptic curve techniques, PKCS.
Asymmetric Encryption in Digital Certificates
To use asymmetric encryption, there must be a way of discovering public keys. One typical technique is using digital certificates in a client-server model of communication. A certificate is a package of information that identifies a user and a server. It contains information such as an organization’s name, the organization that issued the certificate, the users’ email address and country, and user’s public key.
When a server and a client require a secure encrypted communication, they send a query over the network to the other party, which sends back a copy of the certificate. The other party’s public key can be extracted from the certificate. A certificate can also be used to uniquely identify the holder.
SSL/TLS uses both asymmetric and symmetric encryption, quickly look at digitally signed SSL certificates issued by trusted certificate authorities (CAs).
Difference Between Symmetric and Asymmetric Encryption
· Symmetric encryption uses a single key that needs to be shared among the people who need to receive the message while asymmetric encryption uses a pair of public key and a private key to encrypt and decrypt messages when communicating.
· Symmetric encryption is an old technique while asymmetric encryption is relatively new.
· Asymmetric encryption was introduced to complement the inherent problem of the need to share the key in symmetric encryption model, eliminating the need to share the key by using a pair of public-private keys.
· Asymmetric encryption takes relatively more time than the symmetric encryption.
	Key Differences
	Symmetric Encryption
	Asymmetric Encryption

	Size of cipher text
	Smaller cipher text compares to original plain text file.
	Larger cipher text compares to original plain text file.

	Data size
	Used to transmit big data.
	Used to transmit small data.

	Resource Utilization
	Symmetric key encryption works on low usage of resources.
	Asymmetric encryption requires high consumption of resources.

	Key Lengths
	128 or 256-bit key size.
	RSA 2048-bit or higher key size.

	Security
	Less secured due to use a single key for encryption.
	Much safer as two keys are involved in encryption and decryption.

	Number of keys
	Symmetric Encryption uses a single key for encryption and decryption.
	Asymmetric Encryption uses two keys for encryption and decryption

	Techniques
	It is an old technique.
	It is a modern encryption technique.

	Confidentiality
	A single key for encryption and decryption has chances of key compromised.
	Two keys separately made for encryption and decryption that removes the need to share a key.

	Speed
	Symmetric encryption is fast technique
	Asymmetric encryption is slower in terms of speed.

	Algorithms
	RC4, AES, DES, 3DES, and QUAD.
	RSA, Diffie-Hellman, ECC algorithms.



6.2 Encryption/Decryption
Encryption
Encryption is the method by which information is converted into secret code that hides the information's true meaning. The science of encrypting and decrypting information is called cryptography [14].
In computing, unencrypted data is also known as plaintext, and encrypted data is called ciphertext. The formulas used to encode and decode messages are called encryption algorithms, or ciphers.
To be effective, a cipher includes a variable as part of the algorithm. The variable, which is called a key, is what makes a cipher's output unique. When an encrypted message is intercepted by an unauthorized entity, the intruder has to guess which cipher the sender used to encrypt the message, as well as what keys were used as variables. The time and difficulty of guessing this information is what makes encryption such a valuable security tool.
Encryption has been a longstanding way for sensitive information to be protected.  Historically, it was used by militaries and governments.  In modern times, encryption is used to protect data stored on computers and storage devices, as well as data in transit over networks.  
Important of encryption 
Encryption plays an important role in securing many different types of information technology (IT) assets. It provides the following:
· Confidentiality encodes the message's content.
· Authentication verifies the origin of a message.
· Integrity proves the contents of a message have not been changed since it was sent.
· Nonrepudiation prevents senders from denying they sent the encrypted message.
Uses of encryption 
Encryption is commonly used to protect data in transit and data at rest. Every time someone uses an ATM or buys something online with a smartphone, encryption is used to protect the information being relayed. Businesses are increasingly relying on encryption to protect applications and sensitive information from reputational damage when there is a data breach.
There are three major components to any encryption system: the data, the encryption engine and the key management. In laptop encryption, all three components are running or stored in the same place: on the laptop.
In application architectures, however, the three components usually run or are stored in separate places to reduce the chance that compromise of any single component could result in compromise of the entire system.
encryption working steps
At the beginning of the encryption process, the sender must decide what cipher will best disguise the meaning of the message and what variable to use as a key to make the encoded message unique. The most widely used types of ciphers fall into two categories: symmetric and asymmetric.
Symmetric ciphers, also referred to as secret key encryption, use a single key. The key is sometimes referred to as a shared secret because the sender or computing system doing the encryption must share the secret key with all entities authorized to decrypt the message. Symmetric key encryption is usually much faster than asymmetric encryption. The most widely used symmetric key cipher is the Advanced Encryption Standard (AES), which was designed to protect government-classified information.
Asymmetric ciphers, also known as public key encryption, use two different -- but logically linked -- keys. This type of cryptography often uses prime numbers to create keys since it is computationally difficult to factor large prime numbers and reverse-engineer the encryption. The Rivest-Shamir-Adleman (RSA) encryption algorithm is currently the most widely used public key algorithm. With RSA, the public or the private key can be used to encrypt a message; whichever key is not used for encryption becomes the decryption key.
Today, many cryptographic processes use a symmetric algorithm to encrypt data and an asymmetric algorithm to securely exchange the secret key.
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The benefits of encryption
The primary purpose of encryption is to protect the confidentiality of digital data stored on computer systems or transmitted over the internet or any other computer network.
In addition to security, the adoption of encryption is often driven by the need to meet compliance regulations. A number of organizations and standards bodies either recommend or require sensitive data to be encrypted in order to prevent unauthorized third parties or threat actors from accessing the data. For example, the Payment Card Industry Data Security Standard (PCI DSS) requires merchants to encrypt customers' payment card data when it is both stored at rest and transmitted across public networks.
The disadvantages of encryption
While encryption is designed to keep unauthorized entities from being able to understand the data they have acquired, in some situations, encryption can keep the data's owner from being able to access the data as well.
Key management is one of the biggest challenges of building an enterprise encryption strategy because the keys to decrypt the cipher text have to be living somewhere in the environment, and attackers often have a pretty good idea of where to look.
There are plenty of best practices for encryption key management. It's just that key management adds extra layers of complexity to the backup and restoration process. If a major disaster should strike, the process of retrieving the keys and adding them to a new backup server could increase the time that it takes to get started with the recovery operation.
Having a key management system in place isn't enough. Administrators must come up with a comprehensive plan for protecting the key management system. Typically, this means backing it up separately from everything else and storing those backups in a way that makes it easy to retrieve the keys in the event of a large-scale disaster.
Encryption key management and wrapping
Encryption is an effective way to secure data, but the cryptographic keys must be carefully managed to ensure data remains protected, yet accessible when needed. Access to encryption keys should be monitored and limited to those individuals who absolutely need to use them.
Strategies for managing encryption keys throughout their lifecycle and protecting them from theft, loss or misuse should begin with an audit to establish a benchmark for how the organization configures, controls, monitors and manages access to its keys.
Key management software can help centralize key management, as well as protect keys from unauthorized access, substitution or modification.
Key wrapping is a type of security feature found in some key management software suites that essentially encrypts an organization's encryption keys, either individually or in bulk. The process of decrypting keys that have been wrapped is called unwrapping. Key wrapping and unwrapping activities are usually carried out with symmetric encryption.
Types of encryptions
· Bring your own encryption (BYOE) is a cloud computing security model that enables cloud service customers to use their own encryption software and manage their own encryption keys. BYOE may also be referred to as bring your own key (BYOK). BYOE works by enabling customers to deploy a virtualized instance of their own encryption software alongside the business application they are hosting in the cloud.
· Cloud storage encryption is a service offered by cloud storage providers whereby data or text is transformed using encryption algorithms and is then placed in cloud storage. Cloud encryption is almost identical to in-house encryption with one important difference: The cloud customer must take time to learn about the provider's policies and procedures for encryption and encryption key management in order to match encryption with the level of sensitivity of the data being stored.
· Column-level encryption is an approach to database encryption in which the information in every cell in a particular column has the same password for access, reading and writing purposes.
· Deniable encryption is a type of cryptography that enables an encrypted text to be decrypted in two or more ways, depending on which decryption key is used. Deniable encryption is sometimes used for misinformation purposes when the sender anticipates, or even encourages, interception of a communication.
· Encryption as a Service (EaaS) is a subscription model that enables cloud service customers to take advantage of the security that encryption offers. This approach provides customers who lack the resources to manage encryption themselves with a way to address regulatory compliance concerns and protect data in a multi-tenant environment. Cloud encryption offerings typically include full-disk encryption (FDE), database encryption or file encryption.
· End-to-end encryption (E2EE) guarantees data being sent between two parties cannot be viewed by an attacker that intercepts the communication channel. Use of an encrypted communication circuit, as provided by Transport Layer Security (TLS) between web client and web server software, is not always enough to ensure E2EE; typically, the actual content being transmitted is encrypted by client software before being passed to a web client and decrypted only by the recipient. Messaging apps that provide E2EE include Facebook's WhatsApp and Open Whisper Systems' Signal. Facebook Messenger users may also get E2EE messaging with the Secret Conversations option.
· Field-level encryption is the ability to encrypt data in specific fields on a webpage. Examples of fields that can be encrypted are credit card numbers, Social Security numbers, bank account numbers, health-related information, wages and financial data. Once a field is chosen, all the data in that field will automatically be encrypted.
· FDE is encryption at the hardware level. FDE works by automatically converting data on a hard drive into a form that cannot be understood by anyone who doesn't have the key to undo the conversion. Without the proper authentication key, even if the hard drive is removed and placed in another machine, the data remains inaccessible. FDE can be installed on a computing device at the time of manufacturing, or it can be added later on by installing a special software driver.
· Homomorphic encryption is the conversion of data into ciphertext that can be analyzed and worked with as if it were still in its original form. This approach to encryption enables complex mathematical operations to be performed on encrypted data without compromising the encryption.
· HTTPS enables website encryption by running HTTP over the TLS protocol. To enable a web server to encrypt all content that it sends, a public key certificate must be installed.
· Link-level encryption encrypts data when it leaves the host, decrypts it at the next link, which may be a host or a relay point, and then reencrypts it before sending it to the next link. Each link may use a different key or even a different algorithm for data encryption, and the process is repeated until the data reaches the recipient.
· Network-level encryption applies cryptoservices at the network transfer layer -- above the data link level but below the application level. Network encryption is implemented through Internet Protocol Security (IPsec), a set of open Internet Engineering Task Force (IETF) standards that, when used in conjunction, create a framework for private communication over IP networks.
· Quantum cryptography depends on the quantum mechanical properties of particles to protect data. In particular, the Heisenberg uncertainty principle posits that the two identifying properties of a particle -- its location and its momentum -- cannot be measured without changing the values of those properties. As a result, quantum-encoded data cannot be copied because any attempt to access the encoded data will change the data. Likewise, any attempt to copy or access the data will cause a change in the data, thus notifying the authorized parties to the encryption that an attack has occurred.
Cryptographic hash functions
Hash functions provide another type of encryption. Hashing is the transformation of a string of characters into a fixed-length value or key that represents the original string. When data is protected by a cryptographic hash function, even the slightest change to the message can be detected because it will make a big change to the resulting hash.
Hash functions are considered to be a type of one-way encryption because keys are not shared and the information required to reverse the encryption does not exist in the output. To be effective, a hash function should be computationally efficient (easy to calculate), deterministic (reliably produces the same result), preimage-resistant (output does not reveal anything about input) and collision-resistant (extremely unlikely that two instances will produce the same result).
Popular hashing algorithms include the Secure Hashing Algorithm (SHA-2 and SHA-3) and Message Digest Algorithm 5 (MD5).
Encryption vs. decryption
Encryption, which encodes and disguises the message's content, is performed by the message sender. Decryption, which is the process of decoding an obscured message, is carried out by the message receiver.
The security provided by encryption is directly tied to the type of cipher used to encrypt the data -- the strength of the decryption keys required to return ciphertext to plaintext. In the United States, cryptographic algorithms approved by the Federal Information Processing Standards (FIPS) or National Institute of Standards and Technology (NIST) should be used whenever cryptographic services are required.
Encryption algorithms
· AES is a symmetric block cipher chosen by the U.S. government to protect classified information; it is implemented in software and hardware throughout the world to encrypt sensitive data. NIST started development of AES in 1997 when it announced the need for a successor algorithm for the Data Encryption Standard (DES), which was starting to become vulnerable to brute-force attacks.
· DES is an outdated symmetric key method of data encryption. DES works by using the same key to encrypt and decrypt a message, so both the sender and the receiver must know and use the same private key. DES has been superseded by the more secure AES algorithm.
· Diffie-Hellman key exchange, also called exponential key exchange, is a method of digital encryption that uses numbers raised to specific powers to produce decryption keys on the basis of components that are never directly transmitted, making the task of a would-be code breaker mathematically overwhelming.
· Elliptical curve cryptography (ECC) uses algebraic functions to generate security between key pairs. The resulting cryptographic algorithms can be faster and more efficient and can produce comparable levels of security with shorter cryptographic keys. This makes ECC algorithms a good choice for internet of things (IoT) devices and other products with limited computing resources.
· Quantum key distribution (QKD) is a proposed method for encrypted messaging by which encryption keys are generated using a pair of entangled photons that are then transmitted separately to the message. Quantum entanglement enables the sender and receiver to know whether the encryption key has been intercepted or changed before the transmission even arrives. This is because, in the quantum realm, the very act of observing the transmitted information changes it. Once it has been determined that the encryption is secure and has not been intercepted, permission is given to transmit the encrypted message over a public internet channel.
· RSA was first publicly described in 1977 by Ron Rivest, Adi Shamir and Leonard Adleman of the Massachusetts Institute of Technology (MIT), though the 1973 creation of a public key algorithm by British mathematician Clifford Cocks was kept classified by the U.K.'s Government Communications Headquarters (GCHQ) until 1997. Many protocols, like Secure Shell (SSH), OpenPGP, Secure/Multipurpose Internet Mail Extensions (S/MIME) and Secure Sockets Layer (SSL)/TLS, rely on RSA for encryption and digital signature functions.
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How to break encryption
For any cipher, the most basic method of attack is brute force -- trying each key until the right one is found. The length of the key determines the number of possible keys, hence the feasibility of this type of attack. Encryption strength is directly tied to key size, but as the key size increases, so too do the resources required to perform the computation.
Alternative methods of breaking encryptions include side-channel attacks, which don't attack the actual cipher but the physical side effects of its implementation. An error in system design or execution can enable such attacks to succeed.
Attackers may also attempt to break a targeted cipher through cryptanalysis, the process of attempting to find a weakness in the cipher that can be exploited with a complexity less than a brute-force attack. The challenge of successfully attacking a cipher is easier if the cipher itself is already flawed. For example, there have been suspicions that interference from the National Security Agency (NSA) weakened the DES algorithm.  Following revelations from former NSA analyst and contractor Edward Snowden, many believe the NSA has attempted to subvert other cryptography standards and weaken encryption products.
Encryption backdoors
An encryption backdoor is a way to get around a system's authentication or encryption.  Governments and law enforcement officials around the world, particularly in the Five Eyes (FVEY) intelligence alliance, continue to push for encryption backdoors, which they claim are necessary in the interests of national safety and security as criminals and terrorists increasingly communicate via encrypted online services.
According to the FVEY governments, the widening gap between the ability of law enforcement to lawfully access data and their ability to acquire and use the content of that data is "a pressing international concern" that requires "urgent, sustained attention and informed discussion."
Opponents of encryption backdoors have said repeatedly that government-mandated weaknesses in encryption systems put the privacy and security of everyone at risk because the same backdoors can be exploited by hackers.
Recently, law enforcement agencies, such as the Federal Bureau of Investigation (FBI), have criticized technology companies that offer E2EE, arguing that such encryption prevents law enforcement from accessing data and communications even with a warrant. The FBI has referred to this issue as "going dark," while the U.S. Department of Justice (DOJ) has proclaimed the need for "responsible encryption" that can be unlocked by technology companies under a court order.
Decryption
A reverse process of encryption is known as Decryption. It is a procedure of transforming Cipher Text into Plain Text. Cryptography needs the decryption technique at the receiver side to acquire the original message from non-readable message (Cipher Text) [15].
Decryption operate by using the opposite conversion algorithm used to encode the information. The same key is needed to return the encrypted data to its initial state.
In decryption, the system extracts and transform the garbled information and change it to texts and images that are simply comprehensible not only by the reader but also by the system. Decryption can be accomplished manually or automatically. It can also be implemented with a set of keys or passwords.
Data can be encrypted to create it complex for someone to steal the data. Some companies also encrypt information for general protection of company information and trade secrets.
If this data required to be viewable, it can require decryption. If a decryption passcode or key is not accessible, special software can be needed to decrypt the information using algorithms to crack the decryption and create the data readable.
There are various types of decryptions which are as follows −
Symmetric Decryption − In symmetric encryption, the same mathematical equation both encrypts and decrypts the information. The following example, a simple letter substitution cipher, including A=B, B=C, etc.
It is symmetrical because it can easily reverse the process to decrypt the message. If it can send a message using a symmetric encryption method, the recipients should also have the key to decrypt the file.
Asymmetric Decryption − Asymmetric decryption methods also known as public-key decryption. It can use a system including a set of connected keys. In this system, anything encoded with one key needed the other key to decrypt, etc.
When it can encrypt a message using someone’s public key, it can understand that only a recipient possessing the corresponding private key can read it.
Hashing − Hashing is a form of encryption that need a specialized one-way encryption key. If it can hash a given volume of information, it will create a unique output string to that data, but it is impossible to reconstruct the information from the output string. It can re-encode the original information and compare it to the result string to check it.
This can serve as a type of error correction in encoding. Hashing a message and supporting that value to the correspondents provides that they can hash the message themselves and compare the values. As long as the two output strings match, recipients understand the message is full and unaltered.

Digital Signature
The use of signatures is inseparable from our daily lives. How not, signatures have various important functions for all of us such as to prove identity, maintain the integrity of a letter or document, or to make corrections to a letter / document as proof of the approval of the change [16].
Then, along with the development of technology, signatures also experience development and transformation. The transformation of this signature comes in the form of a digital signature. However, not all digital signatures have the same protective power. What are the differences? How do you choose the right type of digital signature? Digisign digital signatures not only have a high-level security system, but are also very practical and easy to use. Digisign can be used anytime and anywhere regardless of your gadget thanks to an integrated platform.
Digital signature is divided into 3 types
Based on the technology it uses, here are 3 types of digital signatures that you need to recognize:
1. Simple
A simple digital signature is a digital signature in its simplest form because it is not protected by any encryption method. The most common example is a wet signature scanned by an electronic device and then inserted into a document. Another example of a simple digital signature is the email signature that we often add at the end of the email, and check the terms and conditions box in the software installation process.
This simple digital signature has various disadvantages. This signature is not encrypted so it is unable to show the signer's identity or changes that occur in the document after the document is signed. In addition, simple digital signature categories are very easy to duplicate or fake. Both in terms of security and legality, the use of digital signatures in this type is not recommended.
2. Basic
Digital basic signatures don't have much difference compared to simple digital signatures. The advantages of basic digital signatures from simple digital signatures are only their ability to show changes that occur after the document is signed. However, this signature still cannot guarantee the security of your identity because it cannot refer to a verified identity. Although using the asymmetric cryptography method, basic digital signature service providers do not optimally verify the user's identity. The signing process is also not through 2-factor authentication. As a result, documents signed with digital signatures of this category still do not have legal power and legal consequences.
3. Advanced & Qualified
Digital signature Advanced & Qualified is the safest digital signature and has legal strength equivalent to a wet signature on paper. Advanced and qualified digital level signatures are made with asymmetric cryptography technology and public key infrastructure. Just like a digital signature in a basic category, advanced and qualified digital level signatures are also able to show when, where, and what devices to use during the document signing process. All changes that occur after the document is signed can also be easily known.
What makes this digital signature service provider more special is the process of verifying the identity of the user they are applying. In fact, advanced and qualified digital signature service providers are required to impose a 2-factor authentication before the document can be signed by the user. The authentication method used also varies: from sending one-time passwords via SMS, to biometric scanning on mobile phones. It is this extensive verification and authentication process that makes documents signed with digital signatures this category already has an electronic certificate that is uniquely attached to the identity of the signatory.
Authentication
Authentication is the process of verifying the identity of a user or information. User authentication is the process of verifying the identity of a user when that user logs in to a computer system[17].
There are different types of authentication systems which are: –
1. Single-Factor authentication: – This was the first method of security that was developed. On this authentication system, the user has to enter the username and the password to confirm whether that user is logging in or not. Now if the username or password is wrong, then the user will not be allowed to log in or access the system.
Advantage of the Single-Factor Authentication System: –
· It is a very simple to use and straightforward system.
· it is not at all costly.
· The user does not need any huge technical skills.
The disadvantage of the Single-Factor Authentication
· It is not at all password secure. It will depend on the strength of the password entered by the user.
· The protection level in Single-Factor Authentication is much low.
2. Two-factor Authentication: – In this authentication system, the user has to give a username, password, and other information. There are various types of authentication systems that are used by the user for securing the system. Some of them are: – wireless tokens and virtual tokens. OTP and more.
Advantages of the Two-Factor Authentication
· The Two-Factor Authentication System provides better security than the Single-factor Authentication system.
· The productivity and flexibility increase in the two-factor authentication system.
· Two-Factor Authentication prevents the loss of trust.
Disadvantages of Two-Factor Authentication
· It is time-consuming.
3. multi-Factor authentication system, – In this type of authentication, more than one factor of authentication is needed. This gives better security to the user. Any type of keylogger or phishing attack will not be possible in a Multi-Factor Authentication system. This assures the user, that the information will not get stolen from them.
The advantage of the Multi-Factor Authentication System are: –
· No risk of security.
· No information could get stolen.
· No risk of any key-logger activity.
· No risk of any data getting captured.
The disadvantage of the Multi-Factor Authentication System are: –
· It is time-consuming.
· it can rely on third parties. The main objective of authentication is to allow authorized users to access the computer and to deny access to unauthorized users. Operating Systems generally identify/authenticates users using the following 3 ways: Passwords, Physical identification, and Biometrics. These are explained as following below.
1. Passwords: Password verification is the most popular and commonly used authentication technique. A password is a secret text that is supposed to be known only to a user. In a password-based system, each user is assigned a valid username and password by the system administrator. The system stores all usernames and Passwords. When a user logs in, their user name and password are verified by comparing them with the stored login name and password. If the contents are the same then the user is allowed to access the system otherwise it is rejected.
2. Physical Identification: This technique includes machine-readable badges(symbols), cards, or smart cards. In some companies, badges are required for employees to gain access to the organization’s gate. In many systems, identification is combined with the use of a password i.e the user must insert the card and then supply his /her password. This kind of authentication is commonly used with ATMs. Smart cards can enhance this scheme by keeping the user password within the card itself. This allows authentication without the storage of passwords in the computer system. The loss of such a card can be dangerous.
3. Biometrics: This method of authentication is based on the unique biological characteristics of each user such as fingerprints, voice or face recognition, signatures, and eyes.
4. A scanner or other devices to gather the necessary data about the user.
5. Software to convert the data into a form that can be compared and stored.
6. A database that stores information for all authorized users.
7. Facial Characteristics – Humans are differentiated on the basis of facial characteristics such as eyes, nose, lips, eyebrows, and chin shape.
8. Fingerprints – Fingerprints are believed to be unique across the entire human population.
9. Hand Geometry – Hand geometry systems identify features of the hand that includes the shape, length, and width of fingers.
10. Retinal pattern – It is concerned with the detailed structure of the eye.
11. Signature – Every individual has a unique style of handwriting, and this feature is reflected in the signatures of a person.
12. Voice – This method records the frequency pattern of the voice of an individual speaker.

 Intranet and Extranet
Intranet: An intranet is a private network that is contained within an enterprise. Typical intranet for a business organization consists of many interlinked local area networks (LAN) and use any Wide Area Network (WAN) technology for network connectivity. The main purpose of an intranet is to share company information and computing resources among employees. Intranet is a private Internetwork, which is usually created and maintained by a private organization. The content available inside Intranet are intended only for the members of that organization (usually employees of a company) [18].
Extranet: An extranet can be viewed as part of a company's intranet that is extended to users outside the company like suppliers, vendors, partners, customers, or other business associates.
Extranet is required for normal day-to-day business activities. For example, placing purchase order to registered vendors, billing & invoices, payments related activities, joint venture related activities, product brochures for partners, discounted price lists for partners etc.
Firewall Design issues
Firewalls are crucial elements in network security, and have been widely deployed in most businesses and institutions for securing private networks. A firewall is placed at the point of entry between a private network and the outside Internet such that all incoming and outgoing packets have to pass through it. The function of a firewall is to examine every incoming or outgoing packet and decide whether to accept or discard it. A packet can be viewed as a tuple with a finite number of fields such as source IP address, destination IP address, source port number, destination port number, and protocol type. The function of a firewall is conventionally specified as a sequence of rules. Each rule in a firewall is of the form [19].
 predicate→ decision
 The predicate of a rule is a Boolean expression over some packet fields together with the physical network interface on which a packet arrives. For simplicity, we assume that each packet has a field containing the identification of the network interface on which a packet arrives. The decision of a rule can be accept, or discard, or a combination of these decisions with other options such as a logging option. For simplicity, we assume that the decision of a rule is either accept or discard. A packet matches a rule if and only if (iff) the packet satisfies the predicate of the rule. The rules in a firewall often conflict. Two rules in a firewall conflict iff they overlap and also have different decisions. Two rules in a firewall overlap iff there is at least one packet that can match both rules. Due to conflicts among rules, a packet may match more than one rule in a firewall, and the rules that a packet matches may have different decisions.
 To resolve conflicts, the decision for each packet is the decision of the first (i.e., highest priority) rule that the packet matches. Consequently, the rules in a firewall are order sensitive. To ensure that every packet has at least one matching rule in a firewall, the predicate of the last rule in a firewall is usually a tautology. The last rule of a firewall is usually called the default rule of the firewall.
 9.1 Consistency, Completeness and Compactness 
 Because of the conflicts and order sensitivity of firewall rules, designing a firewall directly as a sequence of rules suffers from these three problems: the consistency problem, the completeness problem, and the compactness problem. Next, we expatiate on these three problems via a simple firewall example shown in Figure 1. This firewall resides on a gateway router that connects a private network to the outside Internet. The gateway router has two interfaces: interface 0, which connects the router to the outside Internet, and interface 1, which connects the router to the private network. In this example, we assume that every packet has the following five fields.
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A firewall on the Internet typically consists of hundreds or thousands of rules. Here for simplicity, this firewall example only has four rules. Although this firewall is small, it exemplifies all the following three problems.
1. Consistency Problem: It is difficult to order the rules in a firewall correctly. This difficulty mainly comes from conflicts among rules. Because rules
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Fig9.1. A Firewall Example
often conflict, the order of the rules in a firewall is critical. The decision for every packet is the decision of the first rule that the packet matches. In the f irewall example in Figure 1, rule r1 and r2 conflict since the SMTP packets from previously known malicious hosts to the mail server match both rules and the decisions of r1 and r2 are different. Because r1 is listed before r2 and the decision of rule r1 is “accept”, the SMTP packets from previously known malicious hosts are allowed to proceed to the mail server. However, such packets probably should be prohibited from reaching the mail server because they originate from malicious hosts. Therefore, rules r1 and r2 probably should be swapped. Because of the conflicts, the net effect of a rule cannot be understood by the literal meaning of the rule. The decision of a rule affects the fate of the packets that match this rule but does not match any rule listed before this rule. To understand one single rule ri, one needs to go through all the rules from r1 to ri−1, and for every rule rj, where 1 ≤ j ≤ i −1, one needs to figure out the logical relationship between the predicate of rj and that of ri. In the firewall example in Figure 1, the net effect of rule r2 is not to “discard all packets originated from previously known malicious hosts”, but rather is to “discard all non-SMTP packets originated from previously known malicious hosts”. The difficulty in understanding firewall rules in turn makes the design and maintenance of a firewall error-prone. Maintenance of a firewall usually involves inserting, deleting or updating rules, and reporting the function of the firewall to others such as managers. All of these tasks require precise understanding of firewalls, which is difficult, especially when the firewall administrator is forced to maintain a legacy firewall that is not originally designed by him. 
2. Completeness Problem: It is difficult to ensure that all possible packets are considered. To ensure that every packet has at least one matching rule in a firewall, the common practice is to make the predicate of the last rule a tautology. This is clearly not a good way to ensure the thorough consideration of all possible packets. In the firewall example in Figure 1, due to the last rule r4, non-email packets from the outside to the mail server and email packets from the outside to the hosts other than the mail server are accepted by the firewall. However, these two types of traffic probably should be blocked. A mail server is usually dedicated to email service only. When a host other than the mail server starts to behave like a mail server, it could an indication that the host has been hacked and it is sending out spam. To block these two types of traffic, the following two rules should be inserted immediately after rule r1 in the above firewall: 
(a) (I = 0)∧(S = any)∧(D = Mail Server)∧(N = any)∧(P = any) → discard 
(b) (I = 0)∧(S = any)∧(D = any)∧(N =25)∧(P =tcp) →discard 
3. Compactness Problem: A poorly designed firewall often has redundant rules. A rule in a firewall is redundant iff removing the rule does not change the function of the firewall, i.e., does not change the decision of the firewall for every packet. In the above firewall example in Figure 1, rule r3 is redundant. This is because all the packets that match r3 but do not match r1 and r2 also match r4, and both r3 and r4 have the same decision. Therefore, this firewall can be made more compact by removing rule r3. The consistency problem and the completeness problem cause firewall errors. An error in a firewall means that the firewall either accepts some malicious packets, which consequently creates security holes on the firewall, or discards some legitimate packets, which consequently disrupts normal businesses. Given the importance of firewalls, such errors are not acceptable. Unfortunately, it has been observed that most firewalls on the Internet are poorly designed and have many errors in their rules. The compactness problem causes low firewall performance. In general, the smaller the number of rules that a firewall has, the faster the firewall can map a packet to the decision of the first rule the packet matches. Reducing the number of rules is especially useful for the firewalls that use TCAM (Ternary Content Addressable Memory). Such firewalls use O(n) space (where n is the number of rules) and constant time in mapping a packet to a decision. Despite the high performance of such TCAM-based firewalls, TCAM has very limited size and consumes much more power as the number of rules increases. Size limitation and power consumption are the two major issues for TCAM-based firewalls.
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