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ABSTRACT

	Now a day, cloud is most emerging technology as one can store and manage their large amount of data. Outsourcing data to cloud for storage is becoming more attractive trend. In such type of data storage system sometime same kind of data may store by different users. Hence duplicate copies of data causes wastage of cloud storage space and it is inefficient task. Data de-duplication is one of the recent technologies / techniques in cloud storage in current market trends that avoid such data duplication caused by privileged as well as non-privileged user. It enables companies, organizations to save a lot of money on data storage, on bandwidth to transact data when replicating it offsite for disaster recovery. To achieve these goals, secure de-duplication and integrity auditing delegation techniques have been studied, which can reduce the volume of data stored in storage by eliminating duplicated copies and permit clients to efficiently verify the integrity of stored files by delegating costly operations to a trusted party, respectively.In our designed scheme, it is not necessary for users to be online for doing extra computation when data popularity changes and finally reduced unnecessary old data from cloud storage. The cloud can perform the task of authentications transforming to ensure that the cloud storage auditing still smoothly runs and proposed scheme is secure and efficient.
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I. INTRODUCTION

Web based distributed computing has progressed computational power, which gives office like information putting away and put away information sharing. Distributed computing can likewise characterize as shared pool having different configurable processing assets, on-request organizes get to and the specialist co-op provisioned. Like coin, cloud has two sides; it is taken a toll saver however on opposite side significant concern is security. Alluring component of cloud is arrangement for colossal information stockpiling, which gives a few points of interest to the client, for example, portability, adaptable administration and cost separate.  
	The first problem is integrity auditing. The cloud server is able to relieve clients from the heavy burden of storage management and maintenance. The most difference of cloud storage from traditional in-house storage is that the data is transferred via Internet and stored in an uncertain domain, not under control of the clients at all, which inevitably raises clients great concerns on the integrity of their data. These concerns originate from the fact that the cloud storage is susceptible to security threats from both outside and inside of the cloud, and the uncontrolled cloud servers may passively hide some data loss incidents from the clients to maintain their reputation. What is more serious is that for saving money and space, the cloud servers might even actively and deliberately discard rarely accessed data files belonging to an ordinary client. Considering the large size of the outsourced data files and the clients’ constrained resource capabilities, the first problem is generalized as how can the client efficiently perform periodical integrity verifications even without the local copy of data files.  
The second problem is secure deduplication. The rapid adoption of cloud services is accompanied by increasing volumes of data stored at remote cloud servers. Among these remote stored files, most of them are duplicated: according to a recent survey by EMC, 75% of recent digital data is duplicated copies. This fact raises a technology namely deduplication, in which the cloud servers would like to deduplicate by keeping only a single copy for each file (or block) and make a link to the file (or block) for every client who owns or asks to store the same file (or block). Unfortunately, this action of deduplication would lead to a number of threats potentially affecting the storage system, for example, a server telling a client that it (i.e., the client) does not need to send the file reveals that some other client has the exact same file, which could be sensitive sometimes. These attacks originate from the reason that the proof that the client owns a given file (or block of data) is solely based on a static, short value (in most cases the hash of the file). Thus, the second problem is generalized as how can the cloud servers efficiently confirm that the client (with a certain degree assurance) owns the uploaded file (or block) before creating a link to this file (or block) for him/her. 
A. Integrity Auditing-The first design goal of this work is to provide the capability of verifying correctness of the remotely stored data. The integrity verification further requires two features:  
1) Public verification, which allows anyone, not just the clients originally stored the file, to perform verification; 
2) Stateless verification, which is able to eliminate the need for state information maintenance at the verifier side between the actions of auditing and data storage 
B. Secure Deduplication- The second design goal of this work is secure deduplication. In other words, it requires that the cloud server is able to reduce the storage space by keeping only one copy of the same file. Notice that, regarding to secure deduplication, our objective is distinguished from previous work [3] in that we propose a method for allowing both deduplication over files and tags.  
C. Cost-Effective-The computational overhead for providing integrity auditing and secure deduplication should not represent a major additional cost to traditional cloud storage, nor should they alter the way either uploading or downloading operation.
II. LITERATURE REVIEW

Keelveedhi et al. [1] designed the DupLESS system in which clients encrypt under file-based keys derived from a key server via an oblivious pseudorandom function protocol.

Bellare et al. [2] formalized this primitive as message-locked encryption, and explored its application in space-efficient secure outsourced storage. 

Abadi et al. [3] further strengthened Bellare et al’s security definitions by considering plaintext distributions that may depend on the public parameters of the schemas. Regarding the practical implementation of convergent encryption for securing deduplication.
III. PROPOSED SYSTEM

	In this project, aiming at achieving data integrity and deduplication in cloud, we propose two secure system. This method introduces an auditing entity with maintenance of a Map Reduce cloud, which helps clients generate data tags before uploading as well as audit integrity of data having been stored in cloud. Besides supporting integrity auditing and secure deduplication enables the guarantee of file confidentiality. Firstly, the amount of exchanged data to create the replicas could be huge and could overload the network. Secondly, the replicas that are not yet created or are in the process of being created are unavailable, and thus cannot process clients’ requests. Indeed, the management tool that directs user requests to the appropriate locations of data should have an updated view of all replica placements. In HQFR, the new placement is used to direct clients’ requests, even before the migration finishes. That is, the management tool becomes oblivious to the old placement of replicas. Therefore, some client requests may be directed to the new placement, even if some replicas haven’t yet wholly arrived at their final destination, thus negatively impacting availability. Moreover, to ensure availability of data during migration, the management tool limits the number of migrating replicas of each data for a time interval. A method of directly auditing integrity on encrypted data and finally reduced unnecessary old data from cloud storage.
A. Secure Deduplication
	
	Deduplication is a technique where the server stores only a single copy of each file, regardless of how many clients asked to store that file, such that the disk space of cloud servers as well as network bandwidth are saved. However, trivial client side deduplication leads to the leakage of side channel information. For example, a server telling a client that it need not send the file reveals that some other client has the exact same file, which could be sensitive information in some case.
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Figure 1 : System Architecture
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A. HQFR Algorithm

As the name indicates High QoS First Replication algorithm. The main thing is that we are considering the QoS requirement from the aspect of request information and its access time only. In cloud the data is divided into 64MB data blocks. There are two numbers of copies of data block other than the original one. And that two copies are stored on different Data Nodes or different data racks. And the Name Nodes keeps track of all the replicas other than original copy and they mounted on different data racks to avoid rack failure.
Algorithm (Redundancy algorithm)
The mapper emits an intermediate key-value pair for each word in a document. 
The reducer sums up all counts for each word. 
1: class Mapper 
2: method Map(docid a, doc d) 
3: for all term t ∈ doc d do
 4: Emit(term t, count 1) 1: class Reducer 2: method Reduce(term t, counts [c1, c2, . . .]) 3: sum ← 0 4: for all count c ∈ counts [c1, c2, . . .] do 
5: sum ← sum + c
 6: Emit(term t, count sum)

V. CONCLUSION

They are focusing to achieve both data integrity and data de-duplication in cloud, we propose reducing unnecessary data and auditing entity with maintenance of a Map Reduce cloud, which helps the clients to generate data tags before uploading and audit the integrity of data having been stored in cloud. It’s preventing the leakage of side channel information in deduplication. We compared with the existing work; the computation by user in SecCloud is greatly reduced during the file uploading and auditing phases. It’s an advanced construction motivated by the fact that customers always want their data to be encrypted before uploading, and allows for integrity auditing as well as secure de-duplication directly on encrypted data. As further work, improvements can easily be done since the coding is mainly structured or modular in nature. In the system can change the existing modules or adding new modules can append improvements.
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