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Abstract
In an era defined by technological advancement, pharmacovigilance — the science and activities related to the detection, assessment, understanding, and prevention of adverse effects or other drug-related issues — is undergoing a digital transformation. The significance of pharmacovigilance is paramount, ensuring the safety of medicinal products in the market. Traditional methods, largely based on Adverse Drug Reactions (ADR) reporting systems, clinical trials, and signal detection, have been essential in maintaining drug safety.

The advent of the digital age has ushered in an array of novel tools and techniques that are reshaping the landscape of pharmacovigilance. Big Data and real-world evidence offer unprecedented amounts of data for safety assessments, while social media platforms and patient-reported data provide new avenues for ADR detection. The rise of wearable devices and mobile health applications is allowing for continuous monitoring, granting healthcare professionals access to real-time patient data.

Central to the digital evolution is the incorporation of artificial intelligence (AI) and machine learning. These technologies facilitate automated signal detection, utilize natural language processing for ADR detection, and enable the creation of predictive analytics models that can forecast potential drug-related risks. Nevertheless, as pharmacovigilance becomes more digitally inclined, considerations regarding data management, integration, privacy, and security become crucial.

Regulatory bodies are striving to adapt to these changes by establishing relevant guidelines, ensuring compliance, and playing an active role in this digital transformation. Furthermore, enhancements in adverse event reporting focus on patient engagement and the development of user-friendly systems. International collaboration among various stakeholders — from healthcare professionals and regulators to the industry itself — is fostering a global effort in pharmacovigilance.

However, the journey is not without challenges. Issues related to data quality, ethical concerns, and the seamless integration of new technologies into existing systems persist. Despite these hurdles, the future of pharmacovigilance is promising. The integration of real-time monitoring technologies and advances in AI are paving the way for a more personalized approach to medicine and drug safety. The synthesis of these elements portrays a future where the safety of medicinal products is enhanced by digital innovations, ensuring better patient outcomes and public health.     
I. Introduction

a. Definition and Importance of Pharmacovigilance

The Australian physician W. McBride, who first hypothesized a connection b/w thalidomide, a medication used during pregnancy, and severe fetal abnormalities (phocomelia), officially established pharmacovigilance (PV) in December 1961 with the publication of a letter in the Lancet. In pregnant women, thalidomide was administered as an antiemetic and sedative [1]. PV is described by WHO as "the science and activities relating to the detection, assessment, understanding, and prevention of adverse effects or other potential drug-related problems [2]."The science of PV aims to minimize the chance that consumers will suffer damage as a result of using drugs. PV is the process of identifying pharmacological adverse effects, treating them, documenting, reporting, and making regulatory decisions in light of these results. PV, in its broadest sense, is the science of gathering, monitoring, analyzing, and evaluating data from healthcare professionals and patients on AEs of pharmaceuticals, including herbal and conventional treatments. The global campaign to increase patient safety is gaining traction, making drug safety an even more important topic in the modern world. The practice of pharmacovigilance is expanding in India as well, keeping up with the times [3].

b. Overview of Drug Safety in the Digital Age

Drug To track the occurrence of ADRs, post-marketing surveillance systems are necessary in every nation because domestically generated data may influence national regulatory policy. These initiatives might aid in a reduction in ADR-related morbidity, death, hospitalizations, medical expenses, and liability. The majority of ADRs frequently go unnoticed or unreported. A structured ADR monitoring program is one way to more actively discover ADRs, which will subsequently improve the standard of patient care. The numerous processes are used to minimize harm to patients and thus enhance public health [4]. This suggests a well-functioning Pharmacovigilance system in clinical practice. Pharmacovigilance, which was initially defined as "The detection in the community of drug effects, usually adverse," focused exclusively on keeping an eye on negative medication reactions in the early 1990s. Pharmacovigilance can be organized or passive, with the former involving the gathering of spontaneous reports. As it helps to avoid, identify, and evaluate adverse responses to medications intended for human use, pharmacovigilance is crucial for the protection of public health. It includes full life-cycle management of pharmaceuticals for human use while keeping safety in mind. We must therefore emphasize the importance of pharmacovigilance as a continuation and completion of the analysis conducted on medicines beginning from the clinical trials when the treatment is delivered for the first time in humans, and not simply after they have been launched [5-7]. The threat posed by the ever-growing list of medications, each of which carries an unavoidable risk of unanticipated potential for harm, is addressed in large part through pharmacovigilance. Adverse effects and toxicity must be documented and examined, and their significance effectively communicated to those qualified to evaluate the information if they do occur, especially when they were previously unknown. By ensuring that therapeutic items of high quality, safety, and efficacy are utilized intelligently, the harm can be minimized. Additionally, when making therapeutic decisions, the patient's expectations and worries regarding results are taken into account. To achieve this goal and increase patient trust, make sure that medication usage risks are anticipated, effectively managed, and shared with regulatory bodies and other healthcare professionals [8,9].

How people interact with health-related information is being redefined by the Internet.  In this digital age, using new media to communicate with patients and their support systems provides medical and public health professionals with an unmatched opportunity to find the information they require. Drug safety is one area where these skills may have broad, yet as-yet-unknown implications. Important questions have surfaced as the amount of health-related material on the Internet has increased [10]. We chose new drug-safety notifications about prescription medications that were released by the US FDA over 2 years between 1st January 2011, to 31st December 2012, to investigate these topics. We also created a baseline period for comparison that stretched from 60 days to 10 days before the time of interest. The prescription medications with indications for a variety of clinical diseases, such as primary hypertension, chronic myelogenous leukemia, and hepatitis, were found to include safety warnings [11]. Throughout the trial, these medications caused 13 million Google searches and 5 million Wikipedia page views. In comparison to baseline trends, FDA safety warnings were linked to an average 82% increase in Google searches for the drugs the week following the announcement and a 175% increase in views of the drugs' Wikipedia pages the day of the announcement. Did users discover reliable data about the safety of the drugs? We discovered that 41% of Wikipedia entries relating to medications with new safety warnings were updated with information from the FDA within two weeks of the warning's release. Wikipedia pages for medications intended to treat conditions with a high prevalence (more than 1 million Americans affected) were more likely to be updated quickly (58% within 2 weeks) than those for medications intended to treat conditions with a lower prevalence (20% within 2 weeks, etc.).  On average, 42 days passed before a Wikipedia article was modified more than two weeks after the FDA issued its warning, and as of January 2014, 36% of pages were still unaltered after more than a year. Due to the FDA's decision to add a new black-box warning on this danger to the medicinal label, Google searches for the medication increased by 50% the following week and the number of views on its Wikipedia page increased by 141%. Additionally, they might know more about when to seek medical attention for signs of a possible medication reaction. When prescribing a medication, doctors can offer some crucial information, but the Pew survey reveals that many patients still independently consult other sources [12,13]. The FDA's "Dear Health Care Provider" letters and printed drug labels have historically been the focus of public health officials, but new technologies give them the chance to communicate with patients and doctors more effectively and efficiently. We think the first move should be to make the drug information on the FDA website more easily accessible. Currently, electronic drug labels providing data on effectiveness, dosage, and contraindications are used instead of MedWatch to house safety communications [14-15].

c. Evolution and Impact of Technologies on Pharmacovigilance

Due to issues with regulatory compliance, data privacy, interoperability, and the perceived interruption to current PV operations, digital adoption within pharmacovigilance has generally been uneven. The journey so far has primarily focused on setting the groundwork. The sector is now prepared to take advantage of the earlier work and quicken the implementation of digital technology. To ensure the success of such a venture, however, wise decisions and meticulous procedures are required. However, technology has steadily advanced in pharmacovigilance throughout time, making it simpler and more effective for businesses to track and report adverse drug reactions. Pharma businesses are gradually feeling more at ease putting their PV data in external data centers as safe and affordable hosted data centers become available. This was a crucial step that served as a milestone in our technological journey's quick evolution [16-19].

Traditional Pharmacovigilance Methods

a. Adverse Drug Reactions (ADR) Reporting Systems

Worldwide, adverse drug reactions constitute a major cause of illness and mortality. ADRs account for 6.5% of hospital admissions in the UK, posing significant health, financial, and labor costs [20]. To centralize global data on adverse drug reactions, the WHO developed the "Programme for International Drug Monitoring" in 1968. The "WHO Programme" has the specific objective of locating the first PV indications. A group of French Pharmacologists and Toxicologists coined the word PV in the middle of the 1970s to describe the actions supporting "the assessment of the risks of side effects of potential drug treatment [21-23]."
"Even a strong poison can become an excellent medicine if used properly," says Charaka. However, if used carelessly, even the most beneficial medicine might become poisonous. A harmful and unanticipated reaction to a health product that has been marketed that takes place at dosages typically tested for the diagnosis, treatment, or prevention of a disease or change of biological function is known as ADRs [24-27].

Throughout the whole life cycle of a product, post-marketing PV and clinical trial safety are both essential. The pharmaceutical business and regulatory organizations have increased the bar in response to several recent high-profile drug withdrawals. Major pharmaceutical companies are now implementing robust risk management plans throughout the life cycle of the product to identify the risks associated with the medicinal product and effectively manage the risks by using early signal detection from both clinical trials and post-marketing surveillance studies. PV has taken on a new dimension with the addition of signal detection and risk management, and as a discipline that is still developing, it still has to be improved to be more applicable and valuable to public health. The PV Program of India aims to gather, compile, and analyze data to draw conclusions and suggest regulatory measures to warn healthcare workers and people about hazards [28,29].

The largest global centers for the development of pharmaceuticals have strict regulations governing pharmacovigilance. The three main regulatory organizations that are in charge of regulating worldwide pharmacovigilance are the European Medicines Agency, the FDA, and the Pharmaceuticals and Medical Devices Agency. To prepare the organizational structure, assign duties, and processes as well as to create the competencies required to carry out pharmacovigilance effectively, guidelines, legislation, and regulations are put in place. National laws and ordinances in Europe and the United States, as well as the Code of Federal Regulations, are both enforceable. Three pharmacovigilance programs are accepted globally: the European Union program, the WHO Uppsala Monitoring Centre program, and the ICH program. They each have different pharmacovigilance traits, yet they could all lead to safe clinical medication usage. In recent years, the approval for novel pharmaceuticals has been accelerated, given top priority, and reviewed quickly. The advent of fast and conditional approval pathways necessitates new pharmacovigilance procedures as well as more frequent and innovative risk management techniques. The FDA has implemented additional procedures to address the new issues [30,21].

b. Reporting of Adverse Events

The cornerstone of pharmacovigilance is the reporting of adverse events, which is why regulatory bodies regularly monitor it. The following are the definitions provided by ICH E2A for AEs, ADRs, and serious AEs [32].

1- Adverse event

Any undesirable medical event in a patient or clinical research subject given a pharmaceutical substance, even though it doesn't necessarily have to be related to this treatment. A negative and undesired sign & and symptoms that are temporally linked to the use of a pharmaceutical product might therefore be termed an adverse event (AE), whether or not it is thought to be related to the medicinal product (including, for example, an aberrant laboratory finding) [33].

2- Adverse drug reaction

All unpleasant and unexpected reactions to a drug associated with any dose should be recognized as adverse drug reactions, especially since the therapeutic dose (s) may not be known. The term "responses to a medicinal product" denotes that there is at least a remote potential that a medicinal product caused an unfavorable event; in other words, the relationship cannot be ruled out [34].

Pharmacovigilance in clinical trials 

Everywhere, clinical trials are used to determine the safety and effectiveness of a chemical or biological compound about its effects on marks or a known disease process. Clinical trials that give information on the risks and benefits of the medicine are a driving force behind pharmacovigilance. Clinical research pharmacovigilance seeks to determine whether the benefits outweigh the dangers; if they do, drug producers take action to secure approval to commercialize the new drug. A scientist and the pharmaceutical corporation involved in creating a therapeutic product closely monitor trials. However, the procedure also gains from an impartial assessment by drug safety companies. This approach is complemented by pharmacovigilance, which adds an extra layer of protection to ensure that only safe and effective medications are used on patients. The implementation of the finest treatment for patients and customers internationally is the responsibility of medication developers, producers, pharmaceutical systems, and investigators as part of the global healthcare system [35].

Before a pharmaceutical company may request the market authorization of a novel drug, phase I, phase II, and phase III clinical trials are required. They are in charge of managing the research, and they report back to the sponsor (the pharmaceutical business). The analyst collects and examines significant adverse events (SAEs) that occur during clinical trials to determine whether the medicine in question is to blame. Adverse drug responses (ADRs) are what they are called if they determine that the negative side effects were caused.

The pharmaceutical corporation in charge of the research and development of the medicine receives this information from the analyst. The patient files are subjected to a medical review, which is mandated by the pharmaceutical company's internal PV team. To go on to the next phase of clinical research or to file an application to the regulatory authority for authorization to go on the market, the PV team determines whether the drug is safe and effective. Upon approval, the pharmaceutical business may start Phase IV clinical trials to gather further information on the effectiveness and safety profile. These studies provide information about drug usage by patients in a less controlled setting [36-38].

What is the pharmacovigilance role in clinical research?

PV in clinical trials is required to update the potential dangers of drugs for consumers and healthcare providers. As it is impossible to foresee all potential negative effects of a drug based on pre-approval studies, the drug firm may support post-marketing drug safety surveillance to observe the product's safety and effectiveness in the real world. Many strategies can be used, including electronic health records, spontaneous reporting systems, and drug registries [39].

Why is pharmacovigilance important?

Pharmaceutical companies can learn more about a drug's safety profile thanks to PV analysis carried out throughout Phase I, Phase II, and Phase III clinical studies. This information can be suggested to regulatory authorities to access new markets or used for additional R&D if necessary. 

Clinical research PV techniques provide important insights into the safety profile of pharmaceutical drugs. The list of side effects on the label needs to be updated whenever a specific adverse event is identified. Sometimes, PV data can force a drug recall because of potentially fatal adverse effects. A better risk-benefit ratio is maintained, tracked, and modified as necessary. The pharmaceutical business may carry out Phase IV trials to monitor the medication on a much bigger scale and in a less controlled real-world setting after finishing Phase III clinical trials and receiving marketing permission [40-43].

It is noteworthy that efficient, pertinent training is crucial to overall professional development. Having the appropriate information is crucial in highly specialized businesses like clinical research.  Clinical trials have significantly increased in both industrialized and developing nations in recent years. Between 1990 and 1998, the number of clinical studies conducted in the United States alone doubled. Clinical research on potential novel pharmacological therapies is projected to grow considerably more as a result of the sequencing of the human genome [44-47]. A growing partnership exists between academia and the biotechnology and pharmaceutical businesses. This has caused grave and widespread worry regarding moral and scientific matters like [48,49]- 
1- Possibility of a conflict of interest
2- Unethical patient recruitment techniques
3- Inadequate informed consent
4- inability to guarantee ongoing clinical trial monitoring
5- Adherence to ethical and sound clinical practice standards
6- Inadequate reporting and management of adverse events.

The growing patterns in clinical trial conduct over the past few years have given drug regulators particular and urgent problems, particularly in ensuring the protection of patients' rights and health as well as those of their communities. Before approving clinical trials, regulatory organizations take the safety and efficacy of novel products under investigation into account. They must be aware of the general standards of care and the security of study participants in addition to the required institutional review boards (IRBs). prescription medicines for diseases like tuberculosis, HIV/AIDS, malaria, and meningococcal Meningitis and those that may have a problematic or confusing effectiveness-safety profile necessitate special supervision when first being introduced on a broad scale to populations. The intricacy of clinical studies presents significant challenges for regulators. Safety monitoring during clinical trials is currently recognized as one of the major challenges for the development of innovative medications. Assuming complete information exchange between regulatory authorities and ethical committees (institutional review boards) and the investigators and sponsors, a standardized reporting system for safety issues raised during clinical trials could be a useful tool. The reporting process has been made a little easier in ICH countries thanks to the expedited electronic submission of safety reports [50-52].

Signal Detection and Risk Assessment

The goal of the signal management procedure in pharmacovigilance is to identify any new risks connected with a given medicinal product or any recognized dangers linked with a certain medicine that have altered in frequency or severity. Signal identification, Signal Validation, and Signal Reduction comprise the systematic method of signal management. Prioritizing signals, evaluating signals, recommending actions, and exchanging information are the last steps. The most important aspect of signal management is signal detection. Traditional approaches use isolated algorithms without any additional qualitative data mining elements, which leads to subpar results. The development of the quantitative and qualitative detection algorithms requires significant work. To get around this restriction, we developed a hybrid technique where the algorithm is fueled to evaluate a signal and also manage it for efficient grading based on a qualitative approach. The current essay gives a thorough explanation of our hybrid methodology. All medications that have been given the go-ahead to be administered in a controlled environment have been shown to have advantages while also having disadvantages. To guarantee patient safety, it's critical to identify these unidentified dangers. To identify case reports of adverse events (AE) that are worthy of further investigation, individual case safety reports (ICSR) must be continuously monitored as part of the signal identification and management process in pharmacovigilance. Signals are often detected quantitatively or qualitatively. Comparative detection uses statistical methods such as disproportionality analysis, whereas qualitative detection requires a manual assessment of the ICSR in an individual or cumulative manner. In pharmacovigilance, the signal management process involves several actions that assess the hazards connected to a certain pharmaceutical medication. The most important aspect of signal management is signal detection. The hybrid approach was developed by TCS scientists, who use an algorithm to evaluate a signal and also manage it for efficient grading using a qualitative approach. We give a thorough and in-depth explanation of this hybrid technique in this work [53-56].

Digital Technologies in Pharmacovigilance

a.  Role of Big Data and Real-world Evidence

As Contract research organizations (CROs) progressively embrace digital transformation, the usage of conventional paper-based case record forms (CRFs) is becoming obsolete. This allows for greater data quality and dependability, security in pharmacovigilance, cooperation, innovation, and speed of processing. As Contract research organizations increasingly embrace digital transformation, the use of conventional paper-based case record forms (CRFs) is becoming obsolete. This allows for greater accuracy and reliability of data, security in pharmacovigilance, collaboration, innovation, and speed of operations. Life science organizations are increasingly feeling the effects of pharmacovigilance (PV). Large pharmaceutical businesses deal with an average of 700,000 adverse event (AE) incidents yearly, according to EY research1, and IDC2 has discovered that this figure is fast rising by 30 to 50% annually. The pandemic has made the problem worse, and some industry participants are now dealing with more than one million AE cases annually due to the quick tracking of COVID-19 vaccinations. Companies are under pressure to successfully handle this rising caseload while keeping their current cost structure. Data sources are multiplying, making it difficult for safety teams to go through the chaos of data points to provide insightful findings while simultaneously satisfying various regulatory requirements for safety reporting. As a result, costs for PV departments have skyrocketed [57-59].

Real-world data and real-world evidence play an increasingly essential role in clinical research. Electronic health records are a useful source of information. However, there are also considerable obstacles to using and interpreting EHR data correctly, such as bias, population heterogeneity, and missing or unstandardized data formats [60]. 

b. Social media and Patient-reported data

Enrolment in clinical trials and patient assistance initiatives. It offers new channels and techniques that can help businesses switch from conventional PV systems and safety reporting procedures to more patient-centric models for reporting, examining, and tracking safety data. Any potential AE reports shared through online forums must be documented and followed up on by biopharmaceutical companies that use social media, by the relevant regulatory advice. The majority of regulatory directives, and consequently PV operations involving social media and the internet, are centered on monitoring social media sites and reported safety data. Grading of Recommendations, Assessment, Development, and Evaluation criteria were used to evaluate the methodological quality of the studies. Information about the safety of medications is increasingly coming from patients. The information is obtained directly from those who have personally experienced the negative drug responses by employing patients as a source. Compared to information from healthcare professionals, these experiences are richer in context and information on the impact of an ADR. The gathering of patient-reported information is becoming simpler and more economical thanks to new technology [61].

c. Wearable Devices and Sensor Technologies

Wearable devices are attracting a lot of interest because they provide real-time physiological data in a range of healthcare-related applications through dynamic and non-invasive measurements of chemical markers in biofluids. Major advancements have been made recently in this field, with recent breakthroughs concentrating on electrochemical and optical biosensors. These include the development of microfluidic sampling and transport systems and multiplexed biosensing techniques, as well as system integration, downsizing, and flexible materials for improved wearability and ease of use. Modern wearable biosensing technologies' greater accuracy, efficacy, and utility are increasing their reliability and economic impact. Overall, significant large-population validation of wearable biosensor performance through interdisciplinary collaboration across the technical, biological, and clinical disciplines will be necessary for wearable biosensors to be widely accepted by the medical and commercial worlds. With smartphones and other devices, wearable sensors have drawn a lot of attention offering helpful insights regarding the performance and health of people. Early research in this field concentrated on physical sensors that tracked movement and vital indications like heart rate, steps taken, and calories burned. Researchers have moved away from tracking physical activity to concentrate on addressing significant problems in healthcare applications, such as the treatment of diabetes or remote monitoring of the elderly, changing the face of wearable technology quickly in recent years. A typical biosensor is made up of two basic functional components: a 'bioreceptor' (such as an enzyme, antibody, or DNA) that recognizes the target analyte with specificity and a physicochemical transducer (such as an electrochemical, optical, or mechanical device) that converts this biorecognition event into a useful signal. Such devices were initially created for single-use home testing or for in vitro measurements in regulated environments. Due to their high specificity, speed, mobility, low cost, and low power needs, biosensors have a lot of potential for wearable applications. Cutting-edge biosensor platforms for non-invasive chemical analysis of biofluids were well utilized.

d. Mobile Health Applications for Drug Safety Monitoring

By offering a proper environment to meet mobile health (mHealth) goals, mobile technology helps healthcare organizations expand medical services, making some medical services accessible anywhere and at any time. The introduction of mHealth could alter the administrative procedures used to provide services to patients. As it becomes vital for patients to participate in the processes related to their healthcare, mHealth may empower them. This includes the capability for patients to control their data and communicate both with healthcare professionals and other individuals. The online health educator, a new position suggested by the study, would oversee health services. Specialized healthcare workers with experience in running online services should work in the OHE. A focus group discussion with participants who engaged with OHE in a genuine online health scenario followed a survey that was carried out in Brunei and Indonesia to learn more about the roles of OHE in administering health services. Data study revealed that OHE could raise patients' happiness and trust in medical services. mHealth, as the combination of mobile devices and health services is frequently termed, is often thought to revolutionize the use of information technology in healthcare due to the growing accessibility of mobile devices and related applications, both for providers and patients. On the other side, users, providers, and operators who offer such solutions frequently face entirely new difficulties. This article evaluates the possibilities and promise of mHealth while also critically examining potential drawbacks. This critical examination is presented by three exemplary application areas because this topic is so broad: mHealth in radiology, the impact of mHealth on research, and mHealth as a catalyst for new services, always with examples from other nations. As mobile technology advances rapidly, the use of mHealth in radiology is currently frequently developed empirically from already existing applications in an unstructured manner. The options range from teleradiology to radiologists having access to pictures at the patient's bedside via mobile technology. 

Utilizing mHealth (mobile and wearable health information and sensing technology) creatively has the potential to lower healthcare costs and enhance well-being in a variety of ways. Numerous areas are developing these applications, but an in-depth study is required to assess the advantages and disadvantages of using mobile technologies to enhance health outcomes. Evidence supporting the effectiveness of mHealth is still lacking. The Innovative Medicines Initiative WEB-RADR (Recognising Adverse Drug Reaction Project) of the European Union investigated the value of two digital tools for drug safety over three years: mobile applications for reporting drug side effects and social media data for its role in safety signaling. The main goal of WEB-RADR was to offer recommendations on developing and using such digital tools to improve patient safety from a policy, technical, and ethical standpoint. 

e. Artificial Intelligence and Machine Learning in Pharmacovigilance

The most well-known technologies at the moment are machine learning and artificial intelligence. They are advancing pharmacovigilance while having a wide variety of uses. Here, we'll look into the Pharmacovigilance phenomenon. We can see how artificial intelligence and machine learning in pharmacovigilance are revolutionizing the field and adding more value through use cases and prospects. As a result, patients will receive better care, better medicine, and new revenue streams. 

The Benefits of Machine Learning and Artificial Intelligence in Healthcare  AI is a field of study that aims to replicate human intelligence. It can aid in the management of complicated and multidimensional data. In response, ML makes use of both conventional and deep learning techniques. It enables the creation of precise classifications of data points and the ability to make precise predictions. Combining AI and ML is ideal for making sense of massive amounts of data. Businesses can use AI and ML in a variety of sectors and industries. Implementations of AI and ML are also apparent in the healthcare sector as their use accelerates. According to USM Systems research, half of all healthcare organizations worldwide intend to use AI by 2025.

f. AI and ML in Pharmaceuticals

Drug discovery requires working with a vast amount of data. ML and AI can help in this situation. Here is an example of how the pharmaceutical industry is prepared for further AI implementation. According to Statista, 59 startups are utilizing AI to produce new drug development ideas. The leading application for AI and ML is still drug development, but there are other noteworthy fields as well. Key factors are its potential for growth and profitability. According to this study, the worldwide AI industry for drug development will grow from $259 million in 2019 to $1,434 billion by 2024. The predicted yearly growth rate is 40.8%. More details about digitalization in drug discovery can be found here.

g. Automated Signal Detection and Analysis

Modern culture is dominated by medications, yet in addition to their medicinal benefits, drugs can have side effects that range from minor to morbid. Pharmacovigilance is the process of gathering, detecting, evaluating, monitoring, and preventing adverse medication occurrences during clinical trials as well as after a product has been put on the market. The need to create an optimal system for monitoring and timely signal detection has increased due to current trends in the rise of unforeseen bad events, also known as signals. The procedures used to systematically detect individual case safety reports are part of the signal management process. Automated signal detection has a strong foundation in data mining of spontaneous reporting systems, including reports from medical practitioners, observational studies, medical literature, and social media. A signal can become a risk similar to that of the medication if it is not managed appropriately, which could be risky for patient safety and lead to fatalities, which could have a detrimental impact on the healthcare system. Once a signal has been quantitatively recognized, the signal management team may continue processing it for qualitative analysis and subsequent evaluations. The fundamental components of automated signal detection include data extraction, data acquisition, data selection, data processing, and data assessment. This system needs to be designed in the appropriate context and format, which emphasizes the caliber of data gathered and ultimately results in the best decisions based on scientific analysis. 

h. Natural Language Processing for ADR Detection

Hospitals require a system to assist them in frequently, quickly, and broadly monitoring the occurrence of ADEs to decrease them. ADE identification has become very convenient through pharmacovigilance, natural language processing, and a computer. However, there is a dearth of a thorough qualitative evaluation and critical assessment of NLP techniques for ADE identification in the context of ADE monitoring in hospitals. To fill this knowledge gap and offer recommendations for future research and practice, we conducted a scoping review. We incorporated studies that used NLP to identify ADEs in clinical narratives found in inpatients' electronic health records. NLP-related quantitative and qualitative data items were extracted and evaluated rigorously. 29 articles that were evaluated for eligibility out of 1,065 articles satisfied the requirements for inclusion. Named entity recognition (n = 17; 58.6%) and relation extraction/classification (n = 15; 51.7%) were the activities that were performed the most frequently. Nine studies (31%) reported clinical involvement. Numerous NLP modeling strategies appear appropriate, with Conditional Random Field and Long Short-Term Memory techniques being the most frequently utilized ones. Although the systems' claimed overall performance was strong, this impression is overstated given a sharp decline in performance when predicting the ADE entity. The optimal method when annotating corpora appears to be to treat an ADE as a relation between a drug and a non-drug object. Future studies should study how to implement NLP techniques in real-world settings and concentrate on semi-automated techniques to lessen the manual annotation work.

i. Predictive Analytics and Risk Assessment Models

Predictive analysis and the creation of predictive models are beginning to replace simple descriptive analysis as drug safety and pharmacovigilance organizations gain more advanced data analytics skills. In many facets of medicine and health care, predictive analytics makes forecasts of future outcomes or trends using present data. The most effective way to demonstrate the significance of anticipating (adverse) events is through the framework of signal detection and the identification and characterization of individuals with a specific risk of experiencing an adverse event after being exposed to medicine, both in clinical development and in post-marketing settings.

Identifying dangers from unprompted reports

In pharmacovigilance reports, predictive modeling can be used to find previously undiscovered drug dangers. VigiRank, a data-driven predictive model for emerging safety signals, is a good illustration of this use since it has been demonstrated to outperform disproportionality analysis alone in real-world pharmacovigilance signal detection5. In VigiBase, where predictive models have been shown to help identify safety signals that were ultimately verified, VigiRank is to be used in pediatric populations.6

An analysis of an unanticipated rise in reporting frequency

Similar to this, the European Medicines Agency created an algorithm to identify sudden spikes in the number of reports, particularly about quality issues, pharmaceutical errors, and abuse or misuse instances. Results from the method used on the EudraVigilance database were encouraging7.

Risk assessment for negative effects following medication exposure

The association between exposure to an investigational pharmaceutical product and the likelihood of adverse events has also been predicted using predictive algorithms. Niebecker8, for instance, described the connections between afatinib exposure and the trajectories of diarrhea and rash/acne adverse events with the ultimate goal of creating a modeling framework that would allow prospective comparisons of dosage approaches and trial designs about safety. Another instance is the use of predictive algorithms to anticipate adverse effects following the treatment of rituximab in patients with hematologic malignancies9.
Depending on the machine learning technique used, many approaches to predictive analysis have been used. Using a neural network model, machine learning has been used to forecast the likelihood that an adverse event would occur when a medicine is prescribed.10

Clinical development and post-market signal detection using predictive models

To determine if safety signals found in first-in-human studies were more likely the product of chance or the drug under study, other authors created a model. Depending on the features of the individual and the study, the model estimates how likely an occurrence is to be the result of chance11.
To effectively identify signals resulting from adverse drug reactions in laboratory settings, a variety of predictive modeling techniques, including random forest, L1 regularized logistic regression, support vector machines, and neural networks, were combined. To create a machine learning model, the authors integrated features from each of the modeling strategies. For signal detection purposes, the deployment of this model to an environment with an electronic health record was deemed successful12.
The detection of negative drug reactions has been studied using supervised machine-learning signal detection techniques. Sequence symmetry analysis has been utilized to identify signs of adverse drug reactions in the world of medicine dispensing data. This thorough study demonstrates how SSA13 is well-complemented by a gradient boost classifier.

Specific subpopulations like hospitalized patients

The patients in this case are at a higher risk of having an adverse drug experience during the hospital stay, as determined by the authors' use of mathematical models to predict the likelihood of hazardous drug experiences in the surgical setting at the time of hospital admission. Interesting applications of predictive analysis and model creation in risk assessment are shown. A thorough review of risk models that forecast adverse medication occurrences during hospitalization is conducted by the authors of another study on drug safety in hospitals15.

Prediction of hepatotoxicity and interactions

Using a multi-dose computational model16, to predict drug-induced hepatotoxicity based on gene expression and toxicological data. Utilizing predictive algorithms to foresee negative drug responses brought on by drug-drug interactions


Predictive models for comparative safety

To compare the relative safety of three sulfonylureas and the risk of sudden cardiac arrest and ventricular arrhythmia, Leonard CE et al. used a Cox proportional hazard model18. Any suspicions healthcare professionals (doctors, pharmacists, and dentists) may have about medication side effects they encounter regularly can be reported to the BCPH via the "yellow card".
However, it is especially crucial to report under the following circumstances:
· Serious side effects include those that have resulted in hospitalization or a lengthened hospital stay, that were life-threatening or fatal, that have resulted in permanent or major disability or the incapacity to work, or that have caused a congenital disease or malformation.
· Unexpected adverse effects: side effects whose origin, severity, and/or progression differ from those listed in the Summary of Product Characteristics (SPC).
· Suspected adverse reactions: reactions that are known to occur but whose frequency, severity, or outcome is unusual.

Negative consequences happening in the following conditions in particular:

· Reporting side effects from so-called "Black triangle drugs" is especially crucial. These include innovative biological therapies and medications with novel active ingredients. The clinical studies conducted for marketing authorization are primarily intended to demonstrate the efficacy of the medication and have limitations in detecting adverse effects: 
· The number of patients included in the studies is typically too low to detect rare adverse effects; the length of the studies is insufficient to detect adverse effects that manifest later; 
· The studies typically do not include patients who present a high risk of adverse effects (e.g., pediatric or elderly patients). 

Storage Of Data Collection

Pharmacovigilance is a crucial procedure for pharmaceutical companies and other regulatory agencies since it enables them to keep track of a drug's safety. It is often carried out after a medicine has completed all of the clinical trial stages and has been given the green light for usage by the general public. Offering a platform for consumers to share information about their experiences with the medications, is one method of gathering data for pharmacovigilance purposes. This could take the shape of a unique website that is simple to find and utilize. It might be challenging to persuade all drug users to record unpleasant drug experiences on the web portal, but the information gathered from the few who do may be helpful.

Pharmacovigilance can also benefit from input from primary care doctors. When a doctor prescribes such a drug, they typically must check in on the patient and assess how they are doing. Bringing a side effect to the attention of the party conducting pharmacovigilance is possible if it is noticed and linked to the medicine in question. The primary care doctors must be made aware of the importance of this information, what to watch out for, and how to record it if this is to be successful. Data on pharmacovigilance can also be obtained directly from patients who are getting hospital-dispensed medications. This works especially well with IV medications, which must be administered inside of a hospital for patient safety. The task of gathering information about the side effects that patients have experienced as a result of using the medication can subsequently be assigned to a specific person.

The information about ADEs that is gleaned from short-term clinical trials could be greatly improved by data mining drug safety record databases, the medical literature, and other digital resources.3 In addition, data mining for pharmacovigilance may offer an "early warning system" that could identify drug safety risks earlier than with conventional techniques.

Digital Pharmacovigilance in Regulatory Frameworks

Since it involves important domains like operations, surveillance, systems, and qualified individuals for pharmacovigilance, pharmacovigilance has established itself as a significant and dynamic working field for health-related personnel. Each discipline plays a complicated but connected role. Since the number of clinical trials is growing daily and there are more and more safety concerns about medications, pharmacovigilance is a necessity for the modern era. For the following reasons, pharmacovigilance is an immediate requirement for every nation:

The frequency of drug recall incidents is increasing.
• Preclinical and clinical study safety data are insufficient to support empirical proof.
• Because the sample size of clinical trial stages is so small, it might be quite difficult to detect the most uncommon adverse effects.
• Lack of understanding regarding vulnerable populations that are left out of clinical trials, including infants, children, the elderly, pregnant women, nursing mothers, and lactating women.
• The practice of polypharmacy.
• Failure to take into account factors affecting the patient, such as comorbidities, drug-drug interactions, and drug-food interactions.
• Noncompliance with prescribed treatment.
• Lack of knowledge about problems with PV and medication safety among patients, medical professionals, pharmaceutical corporations, and regulatory organizations.

The aforementioned factors increase the importance of PV because there is a lot of data that needs to be reported, gathered, and analyzed. This calls for a team of subject matter experts who can efficiently identify drug-related risks and support keeping a drug on the market throughout its lifecycle by regularly updating its risk management strategies for patients' safety and well-being. A variety of cultural, geographic, and medical practices can be found across the continent of Asia. Consequently, pharmacovigilance in Asia needs to be unified and standardized. In terms of the idea of pharmacovigilance, the West has made greater progress than Asia. Since clinical trials and clinical research activities are rapidly increasing throughout Asia, there is a tremendous need to determine and put into action efficient pharmacovigilance procedures.
South Korea's regulatory framework for pharmacovigilance

The Korea Ministry of Food and Drug Safety established the spontaneous reporting mechanism for ADR in 1988. Korea joined the WHO-UMC in 1992 and has participated in global drug surveillance ever since. Korea started post-marketing surveillance, a re-examination of the security of recently approved medications, in 1995. The web-based reporting system was made available for reporting adverse events in the year 2000. Since 2003, it has been mandatory for all manufacturers and pharmacists to notify the MFDS of any adverse drug reactions (ADRs) within 15 days of the ADR's occurrence.

To encourage spontaneous ADR coverage, the Ministry of Food and Drug Safety designated three university hospitals as Korean Regional PV Centers in 2006. RPPVs were made necessary for all pharmaceutical companies to designate in 2007. In 2009, a well-established PV network with 15 RPVCs was built in Korea. A national concurrent medication use review system was created in 2010 for both doctors and pharmacists. It is a real-time screening system that includes drug-drug interactions, drug-age contraindications, and other topics.  The Adverse Drug Reaction Reporting System was introduced in Korea by Korea MFDS in 1988. Since that time, both healthcare professionals and patients have reported spontaneous ADRs. Despite lower reporting rates over the first ten years, Korea has been able to speed up the process after the founding of KIDS (Korea Institute of Drug Safety and Risk Management) in 2012. As a result, KIDS has significantly aided Korean Pharmacovigilance. KIDS uses the WHO-UMC scale to identify signals. Additionally, it makes use of a variety of data mining methods, such as Bayesian Confidence Propagation Neural Networks. Specific regulatory actions, such as label changes, can be made as a result of the detection of possible signals. The HIRA database and hospital electronic medical record databases are being used in data mining methodologies for a more thorough investigation of drug use and disease recurrence. The task of assessing causation is also handled by KIDS, which uses a range of algorithms based on decision criteria including challenge, dechallenge, and rechallenge data, as well as prior bibliographic information and other aetiologic alternatives. Pharmacoepidemiologic methods like cross-sectional, case-crossover, case-control, and other cohort studies are employed for causality evaluation and signal confirmation. An authorized, planned, and ongoing program that examines, analyzes, and interprets drug usage trends in a specific healthcare delivery system in comparison to set standards is what is meant by a data utilization review, according to well-established definitions.

The Drug Utilization Review was developed to lower prescription errors and raise the standard of pharmaceutical care. A DUR notifies physicians and pharmacists of the potential side effects that patients may experience after taking their drugs.



Singapore's pharmacovigilance regulatory framework

The organization joined the WHO International Drug Monitoring Program in 1994, becoming its forty-first participant. Singapore's Health Science Authority, a drug regulatory body, monitors adverse events related to therapeutic items there. Patients, healthcare professionals, and the industry can all voluntarily report adverse events involving therapeutic products, vaccines, and complementary therapeutic goods to the HSA. The following adverse occurrences are suitable for reporting: Any negative impacts connected to the usage of new health products, which have been available in Singapore's market for under five years.

Even though they are well-known, all grave unfavorable incidents. Consequences that are unanticipated and may not match the product's label or box insert. Healthcare professionals have two options for reporting adverse events: 
· They can do so manually by filling out specific color-coded forms and mailing them to the HSA's Vigilance and Compliance Branch at productsafety@hsa.gov.sg.
· YELLOW FORM: medicinal substances and supplementary therapeutic items.
Vaccines are in BLUE FORM.
Advanced therapeutic products are in GREEN FORM.
Importers, distributors, retailers, and registrants of therapeutic products are all required to declare all material adverse effects related to their products. The initial report submission requires the following details:
a recognized journalist or healthcare professional.
a patient who can be identified.
unfavorable outcome.
a potential item.

Thailand's pharmacovigilance regulatory framework

Thailand's pharmacovigilance system was established in 1983. The Food and Drug Administration founded the National Center, and the ADR monitoring program is its main focus. From the first 176 reports from multiple tertiary institutions in the first year, with pharmacists functioning as the primary reporters, the number of reports has climbed to more than 50,000 annually. The work sphere includes pharmacies, hospitals from community hospitals to tertiary hospitals to universities, and research centers. The United States Agency for International Development and other Asian countries have taken the initiative to evaluate Thailand's pharmacovigilance system. The project's expertise and learning experiences can serve as a foundation and guiding principles for the pharmacovigilance systems of other nations in addition to helping the countries under study. The following laws apply to pharmacovigilance activities:
Thailand's drug laws and policies are governed by the Drug Act of 1967.
National Drug Policy (2011): A Strategy for the Development of the National Drug System, 2012–2016.
Thailand formally enrolled in the WHO program in 1984. It employs the E2B compliance INTDIS format for ICSR documentation. ATC codes for medications, ICD-10 for indications, and WHO-ART (Adverse Reaction language) were all utilized in medical language.
· The PV database has the following types of reports:

· Unplanned reports,

· Adverse event reports following immunization,

· Active surveillance reports,

· Product quality reports,

· PURR, and

· information from PHPS.

Enhancing Adverse Event Reporting and Monitoring

When a new drug or therapy is being tested, an adverse event is a sudden issue that arises. It can range from mild to severe and may be brought on by the medicine itself or something else, according to the National Cancer Institute. Here, we examine the reasons behind the persistently low rate of adverse event reporting and how technology and better protocols might streamline the procedure.

Insufficient AE Reporting

Reporting of AEs is not only subject to biases, but it also frequently goes unreported. For significant adverse events (SAEs), in particular. According to clinical trial standards, researchers are required to immediately report SAEs to the sponsor, who then notify the FDA within 15 days. Neuer claims that reporting is still troublesome and frequently does not appear at all in articles that are published.
Intervention to Promote AE Reporting

Poor AE reporting rates necessitate the use of appropriate interventions and training. In a study that was published in the journal Frontiers in Pharmacology, researchers argue that frequent interventions and encouragement to report adverse events are crucial. They put their idea to the test in a children's hospital in Israel, where they developed an interventional program and compared it to a control period to ascertain which medications cause adverse effects (AEs). Over three months, the intervention study gathered data. After that, they made a comparison using data acquired for 12 months before and following the study. The 12-month period before to intervention displayed a 0% AE report rate, according to the researchers. During the intervention, it rose to 46 reports, but in the year following, it sharply dropped. Consequently, it is concluded that frequent interventions and training are necessary.

Even in countries with official mechanisms for reporting adverse drug reactions (ADRs), a more recent study indicated that reporting rates are low. ADR reporting did, however, increase as a result of initiatives to inform healthcare professionals and hospital teams about when and how to report ADRs.

Collaboration and Stakeholder Engagement

This resource book seeks to assist practitioners and stakeholders in gaining a deeper understanding of how to approach and structure a collaborative process by outlining the fundamentals of collaboration, offering a variety of tools, and reporting on several case studies from across the world. Stakeholders are urged to make use of the concepts and knowledge presented here to forge fresh and inventive connections with the people and organizations that can support the realization of collaboration. The process of stakeholder collaboration will go through several revisions. 

Any individual, team, or organization that influences or is impacted by a certain problem or result is referred to as a stakeholder. In this book, "stakeholders" refers to individuals, organizations, or social groups that participate in or are impacted by decisions about biodiversity conservation-related issues. Despite the seeming simplicity of this concept, it might be challenging to provide a clear response to questions like these: "The people" are who? What exactly is an "institution"? What exactly constitutes a "social group"? But to find and engage the appropriate stakeholders, these questions must be addressed.

Exist several kinds of stakeholders?

Depending on how they use and have historically interacted with resources, different interest groups will have varying stakes in their management. Primary stakeholders are those who are at the center of any conservation movement due to their positions of power, authority, responsibility, or claim to the resources. They must take part in any activity because the outcome will directly affect them. entities at the local level of the community, business interests, and regional and federal government entities can all be regarded as primary stakeholders. By the influence they have, this category of stakeholder also includes those who have the potential to effect collaborative results even though they might not personally be impacted. Those with a secondary stake in the result are those who are not directly interested. The consumer, who cares about a product's continued availability, the employee of a company, who worries about job security, or the tour operator, who wants to know if a destination for ecotourism will still be reachable by tourists, are a few examples of secondary stakeholders depending on the issue. These stakeholders might need to be included in cooperation processes, but because of how minor their function is in comparison to the key stakeholders, they might only need to be involved occasionally.

Due to their power and resources, opposing stakeholders may be able to hurt the results. It is critical to engage them in open communication even though they may adversely affect various parts of conservation planning, especially in the beginning. Even Women, indigenous peoples, and other disadvantaged and disenfranchised groups are examples of marginalized stakeholders who may be primary, secondary, or opposition stakeholders but who may not have the recognition or ability to take part in collaborative initiatives equally. Always make an extra effort to ensure their engagement. Determining the amount of time and assistance needed to enable them to arrange themselves and take part in a collaborative process requires strategic forethought. Though conservation organizations are becoming more aware of how crucial it is to work with their opponents, they have little practical experience in this area. If conservation is to be successful, this will undoubtedly change over time.

Future Perspectives and Innovations

Global pharmacovigilance systems are undergoing considerable change as a result of technology improvements, an increase in the amount of data that authorities and businesses have access to, and a rise in patient involvement in healthcare decision-making. Pharma firms continually contend with a rising number of changes in pharmacovigilance and regulatory compliance: more data from more sources, more products in more places, and constantly shifting reporting requirements.

The need to analyze more data as rapidly as feasible, to monitor risks more thoroughly, and to appropriately report unfavorable events globally increases as a result of these changes.
We think that increased communication between regulators, patients, and medical practitioners, as well as more intelligent data gathering and reporting of potential adverse events, will be crucial components of pharmacovigilance in the future.

By the laws of the relevant country, our pharmacovigilance department is made up of highly educated, competent, and compliant professionals with the required organizational and technical assistance to satisfy the particular demands of customers.
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