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Abstract :


A VANET is a collection of mobile nodes (vehicles) that share data through ad hoc on-demand connections. The main aim of the paper isto provide solutions for False Data Injection Attack by Integration of Blockchain Based IPFS-TrustManagement System with ML SVR Regression Model. Due to Network Assaults and Threats under Vanet System, the safety of the drivers is under Stake and Critical. A rogue node can send out erroneous messages, causing unavoidable scenarios. We first filter the received data from Vehicles creating false traffic jam warning messages using the Machine learning SVR Regression Model where data is created and split into train and test data. We used Machine learning supervised algorithm named as Vehicular network Based SVR (VNBSVR) to classify whether the vehicle is a legitimate vehicle or an attacker vehicle and result of the coefficient of Linear Regression with Decentralized Consensus BC and IPFS –Data Storage Scheme is validated using Performance Metrics for Regression. Algorithm Implementation results show that the FDIA attack strategy achieves a better performance than the without using ML algorithm of SVR Regression Model based attack strategy in Predicting the Vanet Security. Users can access the system through DApp, an Ethereum-distributed application, and manage their vehicle data.We had discussed about the results and analysis and finally had done Evaluation of the Performance Metrics to know the accuracy of the ML SVR Model used for Vanet Security.

Index Terms:-OBU(On-Board Unit),TA(Trusted Authorities),FDIA(False Data Injection Attack), VSN(Vehicular Sensor Network), IPFS(Interplanetary File System),DAPP(Decentralized Applications).

1.Introduction:

For the coarse-resolution data-referenced relative radiometric normalization, a nonlinear radiometric transforming relation model based on support vector machine regression (SVR) is used (RRN). Support vector regression (SVR) is a type of support vector machine (SVR) that is used for regression tasks. It tries to find a function that best predicts the continuous output value for a given input value.

SVR can use both linear and non-linear kernels. A linear kernel is a simple dot product between two input vectors, while a non-linear kernel is a more complex function that can capture more intricate patterns in the data. Vanets are networks of vehicle communication and road infrastructures to extend road safety and infotainment. Vanet is used for communication between two vehicles and they are used for short-range communication infrastructure. When VANET is integrated with various other technologies including sensor networks it becomes VSN. The vehicles realize the information sharing and exchange where the driver uses an emergency alarm to deal with the dangers in time and adjust route based on Traffic Information to avoid traffic accidents and congestions. The network is termed an ad-hoc network, as the position of the vehicles changes at every instant of time. The vehicle system comprises mainly of 3 parts which are the vehicle unit, fixed-based station, and database with a software system. The average speed of vehicular nodes varies from 40 to 80 km/h. This system contains three parties:-TA(Trusted Authorities), OBU(onboard unit), and RSU(Road side unit). A car could manufacture bogus information and send it to the network on its own. For example, a car may manufacture information about fictitious road accidents and then broadcast that information to other vehicles to create a new route. Although FDIA attacks can have a significant impact by influencing changes in driver behavior. Cryptographic algorithms and protocols can be used to secure messages on VANETs. Inmost of these protocols, such as key distribution, message authentication, and digital signatures, a third party, referred to as a trust center, is involved. However, such mechanisms are not appealing alternatives in terms of both trust and cost.

Li et al introduced Trust Establishment Scheme for constraining the bad behavior of nodes and also they proposed Trustworthy Communication in Vehicular Adhoc Networks to provide reliabletraffic safety and thus increasing the efficiency. This is especially with critical applications like:Hazard Warnings etc..where the receiving Node should provide the authenticity and trust ability of the received messages. Below is the figure for depicting the vanet architecture wherein the vanet components communicate with each other across a wireless medium to control data transfer via nodes such as: Security, Latency and Data Transmission Range. Since the message is exchanged between Source vehicle to a Destination Vehicle Through roadside unit,due to which there are frequent delays in vehicular communications. It is one of the challenging job under vanet system to verify the recently received message is a legitimate or Malicious Message.If the message is the malicious message than it must be discarded either by the driver or by the poisoning of the nodes through routing protocols under Vanet system .Our analysis of the problem is done by giving the solution using the security framework based on Blockchain IPFS-Trust Management System wherein we require to correlate the dependent variable and independent variable by using the ML SVR Regression Model and verifying the condition or check regarding the attacker type=”Malicious Nodes” from IPFS-Trust Management Database, therefore we need to check the attacker behavior by including the tempering of nodes with data of abnormal or normal states and if the condition gets matched ie..than we can fire the query from the database ,as Select messageid from IPFS where the attacker type=”Malicious Nodes”.

The remaining part of this paper is organized as follows: Section 2 contains the Literature Review ,Section 3 contains the Objectives of the Research ,Section 4 contains the Research

Methodology described by us for solving the FDIA in Vanet System, Section 5 contains the Proposed Solutions ,while Section 6 contains the implementation of the solution provided by us, While Section 7 Contains the Interpretation of the output ,Section8 Contains the Limitation and scope of Future Research which is followed by Section 9 Covering the Conclusions and Recommendation emanating from this work.
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II. Literature Review: -
Exiting solutions for Detection and Prevention of False Data Injection Attacks:

II.1Detection of Data Falsification: When the Source Vehicle and Receiver Vehicle are in different locations, then the source Vehicle sends the data using the hash function then the hashvalue is computed and send along with the data. The receiver vehicle receives the data and the hash value is computed using hash function. Both the receiver and sender hash values are

compared, if the hash value is the same then the message is forwarded to other vehicles else ifthe hash values are not the same then the message is discarded.

II.II Security threats resolution using SDN in Vanet System :

It uses a one-way hashing algorithm between the vehicles and RSU and a Hidden Key. Thisstrategy also addresses privacy concerns that may arise as a result of communication.

Software Defined Vehicular networking enables decoupling of control and data planes inSDVN which provides :An abstraction for Vanet application to underlying networking infrastructure. A logically centralized network intelligence and network state. The SDN Controller isfrequently the main component in charge of running the entire network in SDVN applications.The entire network halts when a single controller is assaulted. Malicious Nodes can enter the system with ease and make choices in place of the controller. SDVN mitigates or minimizes hugemanagement overhead on the controller.

II.III Dynamic En-Route Filtering employs the Hill Climbing Approach for Key Dissemination.

For Data Transmission in Vanet System, each node sends out its key to forwarding nodes. The transmitting nodes then reveal their keys after delivering reports, allowing the forwarding nodes to validate their reports. A hill-climbing key dissemination strategy is used to ensure that nodes located closer to data sources have greater filtering capacity. The climbing strategy makes it so that nodes near clusters carry more authentication keys than nodes near the base station. For theimportant predistribution phase and the key dissemination phase, respectively, Hill Climbing has two versions.

II.IVProbabilistic Approach and Deterministic Approach:

Each vehicle is anticipated to get several copies of the same message from its peers under the probabilistic approach.Based on whether or not the received message has been altered, the messages from various vehicles are utilised to determine the trust level value.

The deterministic technique, on the other hand, compares two distinct ways to estimate the distance between the two communicating
[bookmark: page3]vehicles in order to determine whether the message received is authentic or not.Using the vehicle's position coordinates and the received signal intensity, we can calculate the two distances and compare them, allowing us to verify the message.In this method, we take into account that the location coordinates are periodically exchanged between vehicles or can be inferred by existing positioning software. Entity-oriented, data-oriented, and hybrid trust models are the three divisions of TMs.To preventadversaries from entering the network, entity-oriented trust models (ETMs) calculate trust values for nodes (entities).In order to manage trust, hybrid trust models (HTMs) integrate the best aspects of both DTM and ETM.DTMs (Data-oriented Confidence Models) measure the level of trust in transmitted communications (data).Therefore, entity-centric and data-centric trust models are the 2 main types of trust models employed in VANET.In order to identify malicious and dishonest nodes and ensure trustworthy data delivery, entity-centric trust models concentrate on assessing the reliability of vehicles.

II.V Security using Randomization of Cryptographic Algorithm: The cornerstone of cryptography is randomness (entropy), which is used to create session keys. The cryptographic system is more secure the more random the numbers are As a result, the task becomes one of creating actual unpredictability. Pseudorandom number generation is used in many modern systems.

II.VI Using ANN FOR Validation of Nodes: Is the node a Trusted Nodes or Untrusted Node. This model calculates the trust using a variety of roles and distance-based measures, such as Euclidean distance. Due to the dynamic changes of vehicular nodes, some scenarios may fail to capture the current study traffic based on their trust levels and the message received from the cars entities. A vehicular node then decides whether to forward or receive the messages.

II.VII Securing Vehicular Ad-hoc Networks against Malicious Vehicles Using Clustering Algorithm: Clustering is one solution to improve security against malicious vehicles. Using this approach, We can Block the Communication between the other malicious vehicles, and hence the wrong message is not passed ahead in the Vanet system. Malicious Vehicles easily change the identity of other vehicles.We can use Bloom Filters to record the positive and negative nodes. Each vehicle is associated with TPD(Tamper Proof Device)for Security Purposes. The position is broadcast in beacon packets on a regular basis so that every node within the wireless transmission range can compile a table of nearby nodes, including their positions. If a node is connected to another node, it is said to be connected .It chooses the next hop from the neighbor table in order to forward a packet. When a node is created, incorrect position data is disseminated through the routing process messages and VANET is harmed. A malfunction may result in incorrect position information. Attackers may falsify the positioning hardware or purposefully falsify the data to data rerouting Nodes that aren't working properly can cause a system's performance to suffer, whereas rerouting data through hostile nodes breaks basic principles to some extent. Rerouting of data through malicious nodes violates basic security goals such as confidentiality, authenticity, integrity or accountability.

II.VIII Dynamic en-route Filtering (DEF) System

Yu and Guan suggested a dynamic en-route filtering (DEF) system. Using the authentication key and secret keys, this system is capable of identifying a fake report throughout the transfer procedure. Key pre-distribution, key dissemination, and report forward are the three operational phases of DEF.

Below is the Fig 1: Depicting the Existing Authentication Schemes in Vanet System.
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Fig.1 Categories of Authentication in Vanet System(https://doi.org/10.1155/2019/2423915)






III.Research Methodology:

Vehicles can connect with each other over the Global System for Mobile Communications (GSM) or the 5G Long Term Evolution (LTE) network, however with some limitations. Each car on the road may work together to create a significantly better driving experience when data are processedand information is shared with the others. Data that we received through radio channels or smart antennas using beam forming array techniques is put into Blockchain Based IPFS for Trust Management in Vanet And

We have written an algorithm for our methodology for prevention of False Data InjectionAttack, steps are mentioned below:
Algorithm -Vehicular network Based SVR(VNBSVR) Steps are discussed as Below:

1.Load input data
2.Split data into training and testing parts
3.Check for IPFS Offchain storage in testing data
4.Train ML model in a distributed manner
5.Select SVR classifier for attack detection
6. Fit classifier to training data
7. Predict attack alarm
8. If attack is detected, predict abnormal data
9. Admin takes action or control in choosing for false data Alarm or True Attacks
10. Log details in IPFS
11. Add smart contract for existing Transactional Logic
12. If attack is not detected, predict normal data
13. Use smart contract for executing Transactional Logic
14. Use Blockchain Network with POW Scheme for Data Aggregation by adding the transaction in it

15. Select SVR classifier for predicting classification of nodes
16. Fit classifier to input data
17. Predict classification of nodes


III.IData Collection from all Sources:

There are types of Data Repositories, from an Analyst Perspective like: Spreadsheets and data marts ("spreadmarts"),Data Warehouses, Analytic Sandbox(Data assets gathered from multiple sources and technologies for analysis Enables flexible, high-performance analysis in a nonproduction environment; can leverage in-databas),Structured,Semi-Structured and Un- Structured Data Types are there with Big Data Characteristics , Size and attributes of data: Including internal and external data sources, everything from summary-level aggregated data, structured data, raw data feeds, and unstructured text data from call logs or web logs etc..

An adversary hacks particular nodes and injects bogus data into the network in a false data injection attack. Through the infected nodes, false sensing reports can also be injected. An adversary can take control of a sensor node by compromising a few sensor nodes and gaining access to all important aspects .Below is the methodology we are depicting in Fig3 which is based on SVR Regression Algorithm for

Trust Evaluation after classifying the dataset and using the scatter plots for analyzing the relationship between the attacker types which can be : Insider attacker,Outsider attacker, Malicious Attacker, Rational Attacker,Active Attacker or Passive Attacker and Messageid. We tried to correlate the two variables namely malicious attacker and message id and if there is a match than we can suspend that node .

[bookmark: page5]To find out the expected Trust Value of the nodes and to derive the rules for Trust Calculation we need to self-train the vehicular nodes and for all this we need to use SVR Regression Model. Majorly Attacks are categorize in different types like:(i) Passive attack: Using a wireless channel, an attacker can eavesdrop on node-to-node conversation and gather useful data. Passive attack is highly challenging to identify because it merely steals data without interfering with the protocol's usual operation. (ii) Active assault (such as the Sybil assault and the Black Hole Attack): A hostile node actively obstructs network protocols and violates the security policy by injecting fake information and modifying the data packets, which might have a direct impact on the security and availability of the network.


III.IIData Preparation:

Data pre-processing-The range of nodes for monitoring the communication variables stated above is decided during this phase. Since the nodes (vehicles) in the network move quickly, it is important to keep track of and update the data on the nodes that have left the network. Information about the node's presence and connectivity throughout the network is gathered using the spatial reusability-aware single-path routing protocol (SASR). When messagecopies are transferred using the DTN algorithm, network overhead is increased due to the vehicular network's instability. To improve data delivery, machine learning can be used to distinguish between malicious intermediate nodes. In order for the trained classifier to forecast the state of a message, the set of features that represent misbehavior communication mustbe gathered. The model demonstrated a high accuracy and detection rate of 99.06% along with an accuracy of 99.74%.We had used the dataset-2-supervisedlearning.csv file and Dataset( "C:\Users\PREETI\Downloads\JSONlog-7-49-A1.json.xls")and then did data cleaning, The trainedimputer was used to convert the training set by replacing the missing values with learned medians because most machine learning algorithms cannot deal with missing features. The outcome is a NumPy array holding the altered features.

The dataset uses continuous data, hence SVR is used in the coding in Python rather than SVR. A regression prediction algorithm based on SVR theory is support vector regression (SVR). Classification issues are addressed by SVR, which is a key application of support vector machines algorithm. In the above Fig.5(Decentralized Consensus BC and IPFS –Data Storage Scheme,where we are classifying the attack type and message id which can be stored in a IPFS server more securely with the use of BC and Data Aggregation Method. Once an attack has been identified, the transaction data is more securely stored on the server using data aggregation and the blockchain. As soon as an attack is discovered, the transaction data is securely stored on the server using a smart contract-based blockchain system. The transaction handling stage divides transactions into Normal and Abnormal types, after which the smart contract executes business logic, adding the Blockchain transaction to the Network Cloud.

Physical sensors, sensor data transfer lines, and data processing algorithms can all be compromised in order to introduce false data injection attacks (FDIA) into the system. Physical sensors must be physically accessed in order to be compromised, making it a difficult task. In contrast, it is simpler for an attacker to compromise the sensor data transfer lines and data processing applications.

A successful FDIA could affect the predictive maintenance model physically or financially by causing the engine sensors to send incorrect values to the central engine control.Therefore ,we correlate the IPFS with Trust Management System using Blockchain system and used
[bookmark: page7]SVR for Classification of Malicious Nodes and Legitimate Nodes in the Vanet System. We can make use of introducing decentralized consensus blockchain and Interplanetary file system (IPFS) based data aggregation for effective classification and data storage. The training data and model files used in machine learning training are ideally suitable for protection because IPFS has no storage capacity restrictions and offers high - throughput content-addressed storage.When data needs to be extracted, IPFS reads the blocks of data simultaneously from every node. As a result, IPFS can satisfy the training process's performance criteria for reading and writing.The widespread distribution of IPFS nodes allows for adequate backups.Because hackers cannot attack every node at once, IPFS is able to store and share a lot of secure data and files.The InterPlanetary File System (IPFS) can be viewed as a peer-to-peer distributed file system without privileged nodes that stores IPFS objects locally on each node.These objects, which stand in for files and other data structures, are subsequently transferred between nodes via connections.

Although the most well-liked hashing algorithms can be used, SHA256 is the default. A content ID (CID), a hash that specifically identifies each file or directory, is present. Even a single byte in the content can change and cause this CID to change. When content changes, we must use the new CID; otherwise, we are referring to an earlier version of the file. Dealing only with hashes is not particularly user-friendly. As a result, IPFS includes the InterPlanetary Name System (IPNS).Vehicle data is obtained and saved in the user's contract via data encryption, string separation, IPFS upload, and data compression. Real-time car data is generated by an OBD-II scanner and is subsequently transferred and copied to the DApp.If the DApp is not running or the user is not logged in, the data are in the backlog.While the DApp is running and the user checks in, the most recent stat from the queues is sent. By entering the user's Ethereum address, private key, FileList contractual name, and file name into the DApp, the user can begin accessing the FileList contract in the user's UserData contract.In order to access the FileList contract, identity verification is carried out via by checking the mapping data to see if they have access to the FileList. A crucial step in the data sharing process is creating a contract for the exchange of FileLists.Users are given the information requester's public key and Ethereum address.The user provides the DApp with their contact information, the data that the data requester needs to share with the data recipient, and the name of the new FileList contract.The DApp builds a new sharing FileList contract in the user information contract using the input data.The user's data contract and insurance provider are where the freshly created information is saved. It effectively runs and processes car data with large data sizes and stores the hash value of linked vehicles in a blockchain that makes use of a digital signature mechanism.
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IV.Results and Analysis: It contains the Implementation of the Algorithm using Python Programming Language. The Below Screenshot is taken from Python Code where we are finding the correlation between the MessageId and AttackerType under ML-SVR Regression Model.
\
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Fig2: Screenshot Depicting Support Vector Regression Correlation for attacker types and message-id.(Output by Coding in Python)
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Fig3: Screenshot of the Scatter Plot for SVR Results(Obtained output by coding in python)


In Above Figures such as :Fig:2 that is used for Depicting Support Vector Regression Correlation for attacker types and message-id , Fig:3 for Visualizing the SVR results .We can measure the performance and ensure the reliability and creditability of the data which we had classified the nodes under the Vanet system are malicious nodes or are they legitimate nodes using the Machine LearningSVR Algorithm.

A popular method for calculating the coefficients of linear regression equations that represent the connection between one Or rmore independent quantitative variables and a dependent variable, Also had used ordinal least squaresregression (OLS) (simple or multiple linear regression).Below is the OLS Result Summary for our model .

The method of Ordinary Least Squares(OLS) Regression Model is most widely used due to its efficiency. This model gives best approximate of true egression line. The principle of OLS is to minimize the square of errors ( ∑ei2 ). The most commonly used procedure
[bookmark: page9]used for regression analysis is called ordinary least squares (OLS).

[image: ]Ordinary Least Squares regression (OLS) is a not unusual approach for estimating coefficientsof linear regression equations which describe the connection among one or extra unbiased quantitative variables and a established variable (easy or a couple of linear regression).




















Fig:4- Screenshots for OLSRegressionResults Summary.(Obtained Output byPython Coding)

V. Analysis of the Output :
[bookmark: page10]V.I Result Parameters from Our Model: The below diagram depicts the Statistical Measurement of the Result Parameters from the
[image: ]model we had made using the Algorithm: Vehicular network Based SVR (VNBSVR).Result parameters are: Mean Absolute Error, Mean Squared Error, R2 Score, Adjusted R2 etc.










Fig:5- Depicts the Statistical Measurement of the Result Parameters and Trust Evaluation is done using Evaluation Metrics.

After applying linear regression on the particular dataset and after that, we will study each evaluation metric and check it on our Linear Regression model, Below are some of mentioned one:

· Mean Absolute Error(MAE)
· Mean Squared Error(MSE)
· R Squared (R2)


VI. Open Issues and Future Research Directions:


Our research is discussing about the Vanet Security System using Machine Learning Algorithms similar to SVR (Support Vector Machine) Supervised Learning and employed MAPE for testingthe classification performance by utilising the summarised table and the number of right and incorrect predictions are with count values and broken down by each class for SVR Classification. like-Linear SVR, SVR or SGD Classifier. But still, there are some limitations of our model as we could have done the data analysis by using the IBM SPSS Tool or By using the Artificial Intelligence CNN MODEL( Convolutional neural networks ) tools for deep learning, and are especially suited for analyzing image data. We have done coding for ML using Python and in future, the coding for data analysis for measuring the trust model can be done using R Language, tableau or may be done using Big Data Analytics Tools like Apache Spark, tableau public, etc..Future Scope of the research lies with using the ML unsupervised Learning Algorithms for data processing and using classification algorithms along with clustering algorithms for Prediction and selecting and training the model using ANN and then performing validation and testing for checking the output obtained matches with the predicted values or not? Since we had not used ANN for validation but it can be used with LSTM Algorithm.Even we canalso use the Spark Technology for Data Analysis for Predicting the security level in Vanet System and can use SparkSQL with Blockchain Based IPFS-Trust Management System instead of Machine Learning SVR Model for Data Analysis .

VII.Conclusions :

In this paper, we had provided the solutions by predicting and preventing False Data Injection Attack by Integration of Blockchain Based IPFS-TrustManagement System with ML SVR Regression Model for that we fetched the smart wireless antennas sensors and done preprocessing of the data by dividing into training and testing part. Than putting the preprocessed data into IPFS for Offchain storage and using ml for training the data in a distributed manner and collectively using the SVR classifier for attack detection and than on basis of the attack detection we can predict the normal data or abnormal data which is than again choosen or selected as malicious node data and legitimate node data and if we get thefalse alarm attack on the malicious node than we create the smart contract for executing the transactional logic and we had used the Blockchain network with pow scheme with data aggregation to add transactions in it.If there is true attacks, than we log the details and maintained for prevention of the attack and start analyzing the dataset again from start and thereafter doing all these steps we finally stop further. Using the SVR Classifier,We had predicted the relationship between the variables Attacker Types and Message-id and by using data visualization tool ie. scatter plot and ml algorithm for classification of dataset we had classified malicious nodes and legitimate node using SVR Algorithm. We further analyzed the dataset using MAPE for performance evaluation. We further analyzed the dataset using MAPE for performance evaluation.
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