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	One of the newest study topics today is security in cloud computing. They fall into two categories: private cloud and public cloud, depending on their features and services. In this situation, these two categories of cloud services are necessary for a company to offer society a better service. In order to do this, a brand-new hybrid cloud solution that combines both private and public clouds was introduced. In the modern world, security in the cloud environment is a difficult problem, especially for the hybrid cloud because of the integration of both. Artificial intelligence (AI), which is a set of computer algorithms that improves natural reality, serves this function by securing hybrid cloud networks while keeping data there and accessing it from the cloud. For redundant or duplicate-free secure storage and retrieval, a Support Vector Machine (SVM) deduplication processing algorithm is also described. A new access control system and the use of RSA (Rivest–Shamir–Adleman) encryption are also present. When storing, accessing, and extracting data from the cloud database, the hybrid cloud's security has been tested while the suggested security architecture has been implemented.
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1. Introduction
In a variety of industries, including medicine, commerce, and education, the cloud computing environment offers a tremendous amount of assistance to the world [1]. The hybrid cloud is a distinct sort of cloud computing technique [2] because it is possible to access the capabilities of both private and public clouds. Industries today are gradually becoming more and more dependent on hybrid clouds in order to provide their employees with a flexible solution for accessing data and seeing information by individuals. Organisations can use the hybrid computing environment to increase their flexibility and safeguard their on-site corporate data from firewalls. This hybrid cloud is enabling businesses to increase their computing capabilities while also removing the need for exorbitant outlays to handle demand spikes that last only a short while [3]. Additionally, the hybrid cloud offers all of the advantages of the cloud, including flexibility, scalability, and cost savings, with the least amount of danger to your data [4]. Despite the numerous dangers involved in offering all of these amenities to an organization's employees and end consumers.
The services that are provided around the world must have security. Data security is a key factor in cloud network environments [5]. Data encryption and user access control are two of the six security threats that are most harmful. A variety of encryption methods can be used in this situation to encrypt data and convert text into cipher-text, an encrypted version of the input that is inaccessible to unauthorised users. The decryption technique for encrypted data additionally utilises a separate key, which activates it and grants the approved user access to the original text [6, 7]. One of the major elements of hybrid cloud security is the ability to control users through knowledge of their login credentials and the users who have permission to access the cloud data that is kept in the database in the cloud.
A well-known method for scalable and efficient data management in cloud computing is the deduplication process [8]. Recently, this strategy has drawn increased interest from both cloud users and the general public. Data duplication is the removal of unnecessary copies of data from cloud storage by the use of data compression [9]. It also improves storage utilisation. When ensuring data secrecy, the common encryption method clashes with the data deduplication method. 
In order to make the deduplication process infeasible, the convergent encryption approach is used [10]. By boosting the performance of the processors, the memory and, hybrid cloud also offers a variety of services to the cloud applications. Basic networks, traditional databases, and operating systems with adaptable operating systems for hybrid clouds all used data storage and retrieval algorithms. In this case, modifying the data access restriction is required to protect the data from malicious users. Even still, these fundamental procedures are insufficient for storing and retrieving data in cloud applications that have a sizable amount of data scattered across numerous locations. This research introduces artificial intelligence for hybrid data cloud security to address these drawbacks. The AI will be useful in further strengthening cloud data security. 
In this study, it is suggested that AI be used to secure the hybrid cloud while data is being stored, retrieved, or accessed from cloud databases. Additionally, a deduplication procedure based on SVM is developed to prevent data duplication during retrieval as well as safe data storage. For its secure encryption process, RSA is employed the suggested security architecture also uses a newly developed dynamic access control technique.
The remainder of the paper is structured as follows: Section 2 contains the thorough survey. The overall architecture of the suggested system is described in Section 3. The suggested security framework is described in Section 4. Section 5 displays the experimental findings and how well they performed. The conclusion appears in Section 6.
2. Related Works
	Mohamed Goudjil et al (2018) suggested a brand-new active learning technique for classifying texts. The basic goal of active learning is to intelligently choose which samples should be labelled in order to decrease the labelling effort without sacrificing classification accuracy. Using a collection of multi-class SVM classifiers to produce posterior probabilities, the suggested technique chooses a batch of informative samples, which are then manually labelled by a subject matter expert. According to experimental findings, the suggested active learning strategy greatly decreases the labelling effort while also improving classification accuracy.
	Meng Hao et al (2019) presented a privacy improved and effective federated learning (PEFL) system for commercial AI. In comparison to current methods, the proposed PEFL can stop privacy leaking from both local gradients and shared parameters. PEFL offers a high level of safeguarding our privacy even with numerous trustworthy entities because it is non-interactive in each aggregation. Performance analysis shows that PEFL has real-world accuracy, and in the near future, research is anticipated on high-dimensional datasets and complicated neural networks.
Al-Juaid et al (2019) proposed an improved solution for protecting sensitive text data on home computers that would use both steganography and cryptography. The system security is produced by using audio-based steganography and RSA cryptography as two sequential layers, ensuring the best security possible while obtaining the benefits of both. To examine the relationship between security, capacity, and data reliance, the study modelled the system and put it to the test. Future work will involve modifying the crypto layer to test other symmetric methods.
 O. F. A. Wahab et al (2021) employed a hybrid data compression algorithm that may be used for both lossy and lossless compacting Steganography methods. By reducing the amount of data sent each time, this strategy can help with quick transmission over a sluggish internet connection or take up little room on various storage devices. Future implementations of this concept could improve cloud service security through the use of artificial intelligence approaches.
Jinbo Xiong et al (2019) provided a solution that used there-encryption algorithm to successfully complete permitted deduplication and the convergent encryption algorithm to prevent confidentiality data spilling. The management centre is also introduced in order to lower the client's computation costs and management overhead and to implement the dynamic updating of the authorised user's privilege. Finally, the security analysis shows how secure our suggested scheme is, and the performance evaluation proves how effective and efficient the proposed system is. However, there is a need to boost deduplication efficiency.
3. Proposed System
	Fig. 1 depicts the proposed system's general architecture. Documents, a cloud database, a user interface module, deduplication, and access control are among the five main parts.  
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Figure 1. Proposed Hybrid Cloud System
The data collection module has gathered and stored in cloud databases both the organization's documents and the data of cloud users. The encrypted de-duplication module reduces data duplication and secures the information that is already there and kept in the cloud database. The user interface module will store the encrypted material into the cloud database without redundant storage. The access control system is in charge of limiting cloud users. 
3.1 Hybrid Cloud 
A hybrid cloud consists of two or more cloud deployment models that are connected so that data can be transported between them without interfering with one another. These clouds are commonly developed by corporations, and both the organisation and the cloud provider share management responsibilities. A business can use this model to describe the needs and goals for the services it provides. A well-designed hybrid cloud can be advantageous for both security-related operations, like processing client payments, and business-related operations, such processing employee paychecks. Interactions between private and public components could impede implementation. It is necessary to aggregate and use services from various sources as though they were from a single source. These clouds, which could be private, communal, or public, are connected by a specialised or widely used technology that enables the transfer of data and applications between them.
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Figure 2. Hybrid Cloud
Figure 1 depicts a hybrid cloud as a solution to the deduplication problem in distributed computing, with varying advantages. As a result, a protected duplication check is completed with a variety of advantages using symmetric encryption, proof of possession, and combination approach to handle. In order to prevent key sharing among clients, we managed the keys in a private cloud. Keeping a safe distance from beast power assaults in daylight mists and performing a safe duplicate check were both accomplished using the Novel encryption key. To effectively address the deduplication issue in cloud computing with diverse benefits.
3.2 SVM Based Deduplication
A specific data compression technique called data deduplication is used to eliminate redundant copies of data from storage. The technique can be used to reduce the quantity of data that needs to be transported over networks and improve storage efficiency. Either at the file level or the block level, deduplication is possible. It gets rid of multiple copies of the same file when it comes to file base deduplication. Deduplication at the block level is a different option that removes duplicate chunks of data from non-identical files. An SVM Classifier for deduplication is part of the system under examination.
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Figure 3. SVM for Deduplication
The SVM's design for deduplication purposes is as stated above. The SVM of the proposed deduplication method will yield the two outcomes Non-Duplicate and Duplicate. As seen in the graphic, the SVM model created for the suggested deduplication method. In order to identify the duplicate and deduplicated records in datasets and train the SVM classifier, we require specific data features. Following training with the data features, the classifier will determine if the provided data are duplication. The classifier has to be given the values once we have computed all the data features. These findings allow us to train the classifier to distinguish between duplicate and non-duplicate records in the sample. We can provide a fresh record after the SVM classifier has been trained to determine whether it contains duplicate or non-duplicate records. Following comparison, the SVM classifier will determine whether the provided MRI image falls within the duplication category or not, and it will inform us of its findings.
3.3 RSA Encryption
Traditional encryption does not work with data deduplication while maintaining data confidentiality. In particular, traditional encryption requires that many users encrypt their data using different keys. Therefore, deduplication is not possible since copies of the same data made by different users would have different ciphertexts. It has been proposed to enforce data privacy while enabling deduplication using convergent encryption. It generates a data copy by computing the value of the data copy's content and then encrypts or decrypts it using a convergent key. Identical data copies will produce the same overlapping key and ciphertext since the encryption process is predictable and depends on the data content. After the proof, users who possess the same file will not need to upload the exact same file, but rather will receive a pointer from the server. Only the owners of the pertinent data may decode an encrypted file with a pointer that a user can download from the server using their convergent keys.
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Figure 4. RSA Algorithm
The algorithm builds the publickey and the privatekey using two enormous prime values. The RSA algorithm has been considered as a potential form of authentication. The working public key of the RSA algorithm is made available to everyone, but the private key is kept confidential. For its secure encryption process, RSA is well-known. Positive integer prime integers employed in exponential fashion for encryption and decryption are the foundation of RSA's operation.
3.4 Cloud Database
The data on several data centres situated at various locations is stored in the cloud database. A cloud database has several nodes spread across it that are intended for query services for corporate data centres as well as data centres located in various geological areas. This linkage is necessary for the database to be easily and completely accessible via cloud services. There are various ways to access the database through cloud services; a user can do so using a computer and the internet, or they can use a mobile phone and 3G or 4G services to do so.
4. Results and Discussion
This section contains the findings of the experiments conducted to assess the effectiveness of the record deduplication method we suggested. There is a demonstration of the encryption and decryption times.
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Figure 5. Encryption Time
[image: ]
Figure 6. Decryption Time
Figure 5 and 6 depicts the amount of time necessary to encrypt and decrypt data, demonstrating that the amount of time required grows gradually with file size and reduces as the process progresses. The Encryption time and Decrytion time for the maximum file size 2048kb is 1s and 0.45s.
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Figure 7. Energy Consumption Ratio
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Figure 8.Comparison of SVM Deduplication Performance Metrics  
Figure 7 shows the energy consumption ratio, which compares the number of nodes to the ratio's rising energy consumption. Figure 8 depicts the data deduplication process using mappers versus SVM. To evaluate a system's effectiveness, one might distinguish between sensitivity, specificity, and accuracy. The accuracy, sensitivity, and specificity of the suggested approach for mappers were 80.02%, 84.0%, and 82.0%, respectively.
5. Conclusion
With the storage and access of data from cloud databases, this work presents a novel AI application for safeguarding hybrid cloud networks. They incorporated a recommended SVM-based deduplication procedure approach to avoid redundant data and to offer safe storage and retrieval in their application. The suggested AI programme took user privacy into account while designing it and assessing the security of hybrid cloud networks used to store, retrieve, and access data from cloud databases. By offering data protection and limiting data access, this proposed application's key benefit is that it lowers security concerns in hybrid clouds. The accuracy, sensitivity, and specificity of the suggested approach for mappers were 80.02%, 84.0%, and 82.0%, respectively. The encryption and decryption times for files up to 2048 kilobytes are respectively 1 second and 0.45 second.
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