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ABSTRACT


	The Internet of Things (IoT), which is building a new world where everything is interconnected and can be remotely operated, is one of the developing technologies. The epoch of machines conquering the universe is just getting warmed up. By 2025, there will be approximately 22 billion associated devices on the planet. The next technological innovation is blockchain, which uses a peer-to-peer communication link to preserve general transactional data and information (or blocks) across several repositories (orchains). The terminology "Digital Ledger" alludes to an instance of block storage.Quantum computing is the next quickly developing technology. It incorporates use of numerous quantum physics aspects, notably superposition and entanglement. Every foundational premise of the computational game is amended by quantum excellence.A new paradigm dubbed Quantum - Chain of Things (QCoT)[1], which is the most potent technology from the sub-emerging technologies, is presented when we scrutinize the collaboration of the three powerful advanced technologies (Quantum Computing, Blockchain and IOT).The BC-IOT (Blockchain coupled with IOT leveraging Arduino) and QC-IOT (Quantum computing merged with IOT using IBM Qiskit) subsystems are the cornerstones of QCoT technology [1].The prevailing breakthroughs in blockchain, quantum computing, and IOT will be addressed in this paper, then followed by an exploration of the recommended architectural model for the improved technology, designated as QCoT, and its implementations. We will employ the quantum chain of things to forecast future patterns and opportunities. It is a remedy for improving our everyday activities in a secured and beneficial way.
Keywords—Internet of things, Future Technology,Security, Quantum Technology, QCoT technology, Blockchain,Post-Quantum Cryptography
Introduction
During the past couple of years, the online world has altered both professional and modern routines. Firstly, let's talk about the Internet of Things, which is one of the trendiest themes today as well as in present and the future world. From smart automobiles to smart wearables, smart homes to smart cities, smart education to smart farming, IOT is being implemented in every sector of the economy.[3]
The genuine technologically persuaded Network of all network systems, the Internet of things(IoT) is aorganized system of networks, not an assumption.This just happens to be the initial step of the journey. Big picture of internet of things era has just dawned. There's additionally more to explore, emerge and offer. The interconnectedness of the IoT delivers business activities an assortment of opportunities. ButIoT infrastructure must cope with a multitude of challenges as the volume of linked appliances expands. The biggest stumbling block is security, which is an utmost priority. IOT devices that are not adequately protected might act as vulnerable entry routes for cyberattacks and insecure personal information. Given the diverse characteristics of IoT and the vast volume of information yielded, specifically in this Big Data epoch, the process for sequencing, interpretation, and information management capabilities is incredibly challenging. The preponderance of systems currently leverages centralized infrastructure to parallelize information and conduct computationally demanding tasks across a worldwide cloud infrastructure. Yet, there is a perennial concern that existing cloud infrastructures won't be capable of accommodating the immense quantities of information that are processed and devoured by IoT compatible devices, in addition to support the accompanying computational load and appease scheduling expectations. To combat this problem, the large number of systems rely on presently offered technology solutions like fog computing as well as mobile cloud technologies, both of which are premised on edge transmission. IOT must be upgraded or merged with other more powerful technologies in consideration of these problems encountered with the foreseeable escalation in technological complexity, information, and consumption.
	
Blockchain is the next potent technology we have, and it facilitates faster, extra-productive, and smarter interactions amongst our smart gadgets. Blockchain is a decentralized record format that may be assigned throughout many operational applications and is not restricted to Bitcoin. We are embracing the blockchain agenda to support everything from non-financial applications like Ethereum and Hyperledger to financial applications like Bitcoin and Ripple[2] [40].. The accompanying summarizes a few of the significant challenges that blockchain technology brings with it: -
· A low level of adoption
· Augmentation to legacy infrastructure
· Fewer employment alternatives
· Challenges regarding confidentiality and safety
· Increasing prevalence tied with implementing blockchain technology.
· Attacks and criminal linkage
· Lacking conformity.
· Low Implementation and processing speed
· Scalability
· Single point failure (A server)
Quantum computing[3] [39]., which makes advantage of quantum physics, is the third game changer emerging technology.The four tenets that constitute the foundation of the quantum computing paradigm are as follows:
· A complex vector may be employed to symbolize a quantum state.
· Hermitian matrix operators are suitable to define physically demonstrable constituents of a specific quantum state.
· The phase of a quantum system crumbles into the equivalent eigenvector when we gauge it with an operator, delivering us a suitable eigen value as the output reading.
· It is conceivable to ascertain the quantum system's upcoming (or prior) state with the help of a unitary transformation matrix.
Effective applications of quantum computing can be observed in almost professions. The multiple capabilities and applications of quantum computing are illustrated in Fig.1.1, encompassing automated trading, risk assessment in the finance industry, drug and medicine prognosis in the pharmaceutical industry, and many more uses in a more efficient and optimized way[3] .
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Fig.1.1 Applications of Quantum Computing

Quantum computing is used in various parts but still there are some challenges in this technology which needs to be solved. Commencing with the physical impairments, qubits, which must be maintained in a super - cooled surroundings, are an integral part of quantum computing (even for the presence for a nanoseconds)[1] [36].. Next is the fact that few companies can afford quantum technology because it is quite exorbitant. A major challenge to the ubiquitous usage of quantum computing is cosmic radiation (specially for the future usage). It can potentially outcome in inferior superconducting qubit performance. Hardware and quantum algorithms are the key concerns for quantum computing. To comprehend the hardware issues[1] [37]., we necessarily involve:
· A little bit additional qubit (64, 128, 192, 256, 512, 1024)
· Many thousands or even millions of qubits are utilized.  One million qubits are encapsulated in a 1,000 by 1,000 interlayer (grid), which is still a relatively little information by today's standards.
· Vastly greater entanglement and interconnectedness with negligible constraints.
· Much reduced amount of error.
· Very high Coherence 
· Very complex and deeper circuit.
· Real fault tolerance demands for error checking, which substantially redundant per qubit.
· Significantly less expensive for the entire system.
· Non -deep freezing operating levels 
As we seen above,there are various good applications as well as various major challenges in the three powerful technologies (i.e.,Quantum computing, Blockchain technology, Internet of things). Now, if we blend the three most potential technologies, we can transcend a variety of important constraints (as mentioned in above paragraphs).
At the nexus of blockchain, internet of things, and quantum computing, there is a fascinating enchantment. Utilizing the positive benefits of one of the three technologies and overcoming the obstacles of another one is the core strategy of bringing together the three most effective technologies. In this paper, we will see the most potent technology (i.e., QCoT technology)[1] [38]..

RELATED WORK
A. Blockchain IOT(B-IOT): -
Recent works are done in Blockchain IOT(B-IOT) which are more efficient than simple IOT (Fusing Blockchain technology with Internet of things technology) which makes IOT more secure and more vulnerable. We need blockchain technology for properly securing the IOT smart devices. 
The Blockchain-IOT 5 connected layers are as follows[5]-
a) Network sub-layer(Severe networking services provider)
b) Infrastructure sub-layer(Actual Blockchain devices)
c) Consensus sub-layer(Transactions legality and protection)
d) Data sub-layer(Manage the transactions)
e) Service sub-layer(Interface between user and blockchain services)
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Fig.2.1. Blockchain - IOT Layers 

The main objectives of adopting blockchain in IOT world are as follows[2]:
· Decentralization
· Improved Traceability 
· Privacy of Data
· Super-enhanced security
· Greater transparency
· Reduction in cost
With the assistance of different frameworks like IOTA[5], Walton chain, and IOT chain, smart technologies used in the BIOT can communicate with one another straightly or indirectly via a blockchain, cloud - based solutions, or fog mainframe where every transaction's immutable documentation is preserved in a file. There are various applications of BIOT, such as in the energysector, privacypolicies, security, database and storage area, industrialized internet of things (IIOT) and many more further areas [35].
For example, in this case, any security design must take availability, confidentiality, and integrity into cognizance whenever providing protection to an IOT-based home automation which is also known as CIA security frameworks. Another two frameworks are user control and authorization. This analysis of BIOT is done in table1.

	No.
	Requirements
	Establishing Framework 

	1.
	Authorization
	Policy header, shared keys

	2.
	Availability
	Limited acceptable transactions

	3.
	Confidentiality
	Symmetric Encryption

	4.
	Integrity
	Hashing

	5.
	User Control
	Logging transactions into local BC


Table 2.1. Security Requirement Evaluation and analysis for B-IOT (Blockchain -based Internet of things)

Now, after evaluating and analyzing the BIOT, there are various challenges in BIOT which need to be solved and crucial. Technologies implemented in the IOT infrastructure must cope with the challenges such as monitoring devices, RFID, and 6G/5G broadband communication.   Due to the sophistication of BIOT applications, incorporating blockchain to this will create extra technological as well as operational considerations [34].
Energy management is the core concern considering blockchain adopts a great deal of energy. Since the blockchain algorithms' mining procedure needs a high amount of energy (Bitcoin). Blockchain Peer - to - peer interaction utilizes a significant amount of power. Thus, maintaining and leveraging energy is a top priority in BIOT. Scalability is an ongoing and emerging difficulty, and many researchers and practitioners are working on it as the need for excellent connectivity and productivity from devices increases constantly. The decentralization of IOT using beautifully emerging developments in technologies like big data, machine learning (ML), also various neural networks is the next move, and this is where we stumble into a massive issue: how and where to legitimize the training dataset. The privacy issue with permissionless blockchain constitutes the next issue that requires a solution. Hence, all these flaws must be remedied, and we are endeavoring to solve them in this research.[32]

B. Post - Quantum Cryptography(PQC) and Cryptosystems

In this below detailed segment , we will discusspost-quantum cryptography (PQC) , which acts as a state-of-the-art technologies. To try and combat attacks (like Side-channel attacks, multi-target Pre Image and many more attacks) based on quantum computing and quantum super computers, post-quantum cryptography (PQC) is being implemented. Technology for communication and information has already implemented an assortment of post-quantum cryptographic methods.  The subdivisions ofpost-quantum cryptography (PQC) are categorized into 5 main parts. 82(23 signatures + 59 encryptions) methods were proposed in the initiation stage of the NIST post-quantum cryptography (NIST-PQC) Centralization at the final moment of 2017. 69 among those 82 plans were judged to be exhaustive and effective. Seven concepts were unveiled after the third stage. 
The following are the main subdivisions of PQC[5]-
· Cryptography leveraging lattice- Uses NTRU, Ring LWE, BLISS algorithms.
· Cryptography leveraging hashes (Scheme of Lamport Digital Signature, Merkle Signature)
· Cryptography leveraging isogeny. 
· Multi-variable Polynomial based Cryptography (Scheme of oil and vinegar variables)-Rainbow Algorithm 
· Cryptography with the help of codes-Uses McEllice and Niederreiter algorithms.
1. Post-Quantum Cryptosystem Types-The entire theoretical notion was introduced by David Deutch’s description of the worldwide quantum computing framework, and later on, many quantum computing researchers such as Shor and Grover started working on quantum fundamentals and built their algorithm, which we now use very efficiently. There are mainly 5 types of PQC algorithms which are as follows[6]-
· Hash-based Cryptosystems
· Code-based Cryptosystems
· Lattice-based Cryptosystems
· Multi- variate Cryptosystems
· [image: ]Super-singular elliptic Curve Isogeny Cryptosystems 



Fig.2.2. Post Quantum Cryptography with its related areas (Post Quantum cryptography primitives, PQCalgorithms, Quantum authentication algorithms, attacks)

2. Key Encapsulation Schemes (Key Encapsulation Schemes-KEM)[5]-This type of methodology is an encrypted way for two different parties to acquire the exact same confidential key incorporating an asymmetrical cryptographic approach. Various approaches are used which are as following-
a. CRYSTALS-Kyber: -Kyber is a key encapsulation mechanism from the CRYSTALS initiative that has been engineered to endure crypto-analytic assaults from quantum computing systems. It is implemented to support two collaborators in communication with establishing mutual confidence and confidentiality when confronted with an Indistinguishable for non-adaptive strategies and adaptive selected Ciphertext Assault in the exchange of information. The core concepts of this asymmetric system of cryptography rely on Module-LWE problems, which are presumably an Non Polynomial time-hard(NP-hard) lattice issue.There are three various degrees of difficulty to access Kyber (Kyb), each with a unique set of individualized qualities to a particular level of security, which are as follows. –
· Kyb-512
· Kyb-768
· Kyb-1024

3. Post-Quantum Signatures Styles- Digital signatures are used nowadays which are more efficient with Post-Quantum systems[5].Different schemes are used which are as follows-
a) CRYSTALS-Dilithium (Lattice based)
b) SPHINCS+ (Stateless hash -based)
c) FALCON (Rapid Fourier sampling and lattice based)
[image: ]

Table2.2 Evaluating various NIST Standard Post-Quantum Signatures

C. Internet of Things and IOT With Quantum Technology (Q-IOT) systems

The genuine technologically equipped Network among all the networks, the Internet of Things, is an actual network, not an assumption. But it will be more efficacious if we consolidate it with quantum technology.
The conditions for this type of architecture are as follows-
· About Quantum states 
· Random values with classical key and angles
· 2 qubits (For Q-communication)

The architecture for quantum IOT network[10] consists of four layers which is more effective and standardized; stated as follows-
1. Application Layer: - The engagement between the end user and quantum IOT networking commences at this layer. When the client wants to interface with the next layer, qubits are conveyed (instead of conventional bits).
2. Quantum Teleportation Layer: - The quantum teleportation framework makes utilization of quantum dependent repeaters to safeguard the authenticity of the quantum states (Qubit states) being transmitted to it and upwards qubits on to the subsequent hop.
3. Quantum Network Layer: - This layer mainly consists of two main parts –
a. Quantum Server: -Quantum server accommodates a quantum-based device that interprets and supervises all functions pertaining to quantum data as well as the reconfiguration of conventional bits into quantum bits and conversely.
b. Gateway: - A tunnel that facilitates the transfer of classical bits to a quantum server between the physical layer and the quantum network layer.
4. Physical Layer: - All the IOT devices, sensors and other components are put in this physical layer. It helps in the transferring of data between the layers.

[image: ]


Fig.2.3. Quantum -Internet of Things Network structure

We have proposed a Quantum based IOT system model which is shown in Fig.3.2. An IoT network can have a quantum based main server, like a gateway, that performs all the quantum operational processes and propagates the conventional documentation to the IOT ecosystem, instead of designating every gadget on the network - aQuantum-controlled system. All quantum procedures will be accomplished on the server point side; a central server will oversee supervising the establishment and quantification of qubits, segregation of quantum systems, and network coverage with different external networks.
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Fig.2.4. Proposed System of Quantum IOT based system.
Quantum innovations and Quantum-based cryptology are enabling technologies that are blooming in every profession. They are currently still in the exploratory phase rather than being deployed in day-to-day real-world implementation applications. IoT devices with Quantum integration can generate several hurdles in this scenario that must be rectified to benefit both the present as well as the future. Since quantum computing continues to be in the exploratory and developmental stages, we must stay vigilant to how it is being formulated. The slow key generation challenge is the next stumbling block, and we need to come up with brainstorming ways to reconfigure post-quantum key generation techniques[10] for lowering power consumption.
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Fig.2.5. Q-IOT challenges in the future world


The most recent IOT-ICT paradigms are as follows: - 
[image: ]

Table.2.3. Different versions of IOT (Integration of Information Communication Technologies with Internet of Things Paradigms
THE COMBINING RESULTS  OF QUANTUM COMPUTING(QC),BLOCKCHAIN TECHNOLOGY(BC), INTERNET OF THINGS(IOT) -QCoT TECHNOLOGY
The internet of things, Blockchain, and quantum innovations, obstacles, implementations, and related publications are addressed in the preceding subsection. Ergo, in this research, we have created a framework called QCOT that incorporates multiple formidable technologies: blockchain, which boosts IOT confidentiality, and quantum computing, that can offer unparalleled safety and enormous computational competence.
The most important features of this proposed model are as follows[1]-
· Proper verification of Computations.
· Maintaining the integration of data (Before 
storing).
· QC and BC based IoT applications are now fully secured.
· Decentralized way of IOT applications.
· Quantum resistance technology is implemented instead of quantum-based computers.
Much Secure communication.
The table 3.1. shows the comparison between the different post quantum blockchain based IOT Styles which differentiates the styles based on application, DL structure, post-quantum signatures types as well as subtypes [5] [41].
QKD (Quantum key distributions) algorithms are incorporated into the proposed model of QCOT technology to mitigate espionage(eavesdropping) at the physical layer (in the IOT subsystem of the approach). In the client-server configuration (communicating parties), bits and data are interchanged on a quantum core principle[1] [44].. One-way 
hashing strategies (hash key) are deployed by the receiving antenna (or server) for relatively secure transmission and connection. The QCoT initiative resulted in meagre public and private key ratios, size minimization of hash length, and fulfilling the CIA's performance standards (Confidentiality, Integrity, and Authorization) which are the major challenges in the historical works. Quantum teleportation, which unfolds between the layer upon layer and facilitates highly secure data transmission, is another strategy executed in the framework [45]. A QISKIT-based quantum simulator that is compatible with quantum circuit design and has a plethora of simulation features and configuration-modifying functions accomplishes this technique.[1]
[image: ]



Fig.3.1. Proposed Architectural Model of QCoT Technology (Quantum Chain of Things)


	No.
	Application
	Structure
	Blockchain Type
	Consensus Mechanism
	Cryptosystem Type
	Cryptosystem Sub-type
	Contribution
	Missing Aspect

	1.
	Smart City
	Blockchain
	Public
	PoW(Proof Of Work)
	Multi-variate
	Identity-based
	Presenting a shorter block interval generation (compared with Bitcoin) and more lightweight
	Need of scalability and there is high computational cost with implementation as well as for evaluation.

	2.
	Smart Home
	Blockchain
	Consortium
	PoW(Proof Of Work)
	Lattice
	SVP
	Considering cloud server with a subunit of consortium blockchain (Helps in controlling the amount of data)
	Dependent on a cloud server, high computational cost, low transaction speed, semi-centralized

	3.
	Smart Farming
	DAG
	Private
	PoW(Proof Of Work)
	Hash
	W-OTS(Winternitz One time signature)
	Used for medium-large sized farms 
	Peer and coordinator nodes dependent and less decentralized

	4.
	Internet of vehicles(IoV)
	Blockchain
	Consortium
	BFT
	Lattice
	ISIS
	Gives good communication and computation performance in systems 
	Not scalable at a higher level and also risky

	5.
	Social IOT(SIoT)
	Blockchain
	No mention
	No mention
	Multi-variate
	Ring signature
	Privacy and confidentiality extended in the systems
	Not used in real time 

	6.
	Internet of vehicles (IoV)
	DAG
	Private
	PoW(Proof of work)
	Lattice
	Ring-LWE Dilithium
	For implementing IOV systems, Dilithium signatures are used very efficiently.
	Not for limited resource devices

	7.
	General IoT
	Blockchain
	No mention
	No mention
	Lattice 
	NTRU
	For shorter  transaction size ,we presented a best scalable structure used in the system.
	Not experimentally evaluated

	8.
	General IoT
	Data Ledger
	No mention
	No mention
	Hash
	OTS(One Time signature)
	Reduces key and signature sizes
	Not experimentally evaluated and not for limited resources


Table3.1. Various IOT systems based on Post Quantum Blockchain

RESEARCH CHALLENGES AND OPPORTUNITIES DIRECTIONS
There are various challenges and opportunities that arises from the amazing convergence of quantum Technology, internet of things and blockchain(BC) [5] [46]. The opportunities are the various domains which are as follows-
· Large key as well as signature size
· Post Quantum Blockchain (PQBs) 
· Energy and computational Cost
· Shared security and security threats (Threshold Signatures)
· Scalability (Aggregate signature and public key recovery)
· Data Management
· Privacy with respect to Transparency
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Fig.4.1. Various challenges and research opportunities for QCOT systems (Quantum Chain of Things)


APPLICATIONS OF THE RECOMMENDED LAYOUT–QCoT SYSTEM
This model has the highest applications including the applications of three powerful technologies (internet of Things, blockchain(BC) World, and quantum computing(QC) (post-quantum Technology)). The following are the wonderful applications of QCoT world with real-world[1]: -

· In the health care world –Everyone knows that the public healthcare system and services are extremely pertinent and vulnerable, and they pressingly need to be energized and productive. It is simple to make improvements to the hospitals and healthcare framework's confidentiality (safeguarding against different real-time assaults and eavesdropping) by incorporating quantum computing in health care [7] [42].
Blockchain and quantum technology solutions make it simple to succeed in creating patient-based systems that are exceedingly advantageous to patients. But the major challenges which we are facing with blockchain-quantum based are effectively solvable with the help of QCoT technology like-
a) Using quantum computing on a massive scale would not be favorable for the healthcare industry (not environmentally effective). So, we must incorporate it with other efficacious technologies.
b)  Only the integrated version (i.e., QCoT) can stabilize the potentiality in actual world to assemble the QC infrastructure and resources, specifically for the leading developed countries.
c) With the intervention of QCoT technology, the challenge with the exchanging of electronic health records (EHR) between the organizations is accomplished [47].

· In digital(Smart cities)  -The main challenges occurred with establishment and management of digitaltowns and cities with respect to CIAs are as follows-
a) Confidentiality- Disclose of sensitive data and information by an illegal party or user.
b) Integrity-Integrity problem is Manipulationand modifications in data by an unauthorized person.
c) Authorization-Reluctance on behalf of the associated entity to pass along or receive an informational message [4] [48].
Security assaults have tremendously increased as the proliferation of smart connected cities and the records they accumulate (using many sensors) has been extended (through various apps and devices). Many blockchain concepts are used, yet they aren't very advantageous, specifically for the foreseeable. We need an optimized methodology, which QCoT Technology brings (Most secure version in technology). This technology can manage all the items extremely in an efficient manner and can safeguard everything.

· In Drone Industry–The latest innovative industry, which is continuously expanding, is the drone industry. UAVs are implemented in every business; yet again, security showcases the biggest challenge. A remedy for this is proffered by QCoT, which incorporates use of very cutting-edge technologies including quantum blockchain (Quantum Block), Quantum based AI(Artificial Intelligence), Quantum-inspired interactions, and Digital Twin (Quantum based) [18] [43].

[image: ]
Fig.5.1. Applications of the QCoT technology-based drones in various industries


CONCLUSION
The present status of technical research, approaches adopt quantum blockchain architectures, blockchain-based IOT Smart devices, and different issues with this strategy are all covered in this research. Quantum Chain of Things (QCoT) technology, which provides an approach to all the vulnerabilities concerning the safety of the CIA and many more, is the integrated model that is being recommended. If we employ the evolving technologies individually, this is less effective, and we must overcome the difficulties brought on by that. A model that incorporates all three technologies results in fewer issues and new, improved applications for every industry (like in health care, educational sector, drone industry, retail, and ecommerce industry and many more). The suggested system is currently simply an architectural model that is still being explored and put into practice. Regrettably, it will result in improved achievements in terms of privacy, computing efficiency, networking, and storage capacity.
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