PRODUCT COUNTERFEIT PROTECTION AND TRACKING WITH BLOCKCHAIN TECHNOLOGY
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Abstract — In recent years, circulation of fake products has devastated the product manufacturing industries. This has an impact on the companies' brand, revenue, and profitability. Blockchain technology is used to identify genuine goods and identify counterfeit goods. This has huge use case in pharmaceutical, electronic and high value deliverables industry. It would be great application for diminishing the fake product flow in market. Blockchain technology is a distributed, decentralized digital ledger that keeps track of transactions in a number of databases in the form of blocks that are related to chains. No block can be changed or hacked because blockchain technology is secure. Customers or consumers can certify the safety of a product without relying on third parties thanks to blockchain technology. Using new technological advancements, Quick Response (QR) codes offer a powerful method in this project to combat the practice of manufacturing phony goods. Integrity of products can be maintained by integrating blockchain technology using QR codes. This system will store the authentic product details and unique codes as blocks. System collects the unique codes using QR codes and matches those codes to entries in the Blockchain database. If the code from QR matches to the codes in the databases the user will be prompted as it is a legitimate product, or else it will alert the user as product is fake.
Keywords — Blockchain, smart contract, supply chain, counterfeit products
Introduction 
Blockchain is a system for storing data that makes it challenging or difficult to alter, hack, or defraud the system. The supply chain contains a huge number of products. to verify whether the product is genuine or not. Manufacturers are suffering the worst difficulties and the greatest losses as a result of counterfeit or phony goods. We can utilize blockchain technology to determine whether a product is authentic or not. Blockchain technology aids in addressing the issue of product counterfeiting. Technology based on blockchain is more secure. A chain will be constructed for that product's transactions once it is stored on the network, making it possible to keep all transaction records for both the product and its present owner. In the blockchain, all transaction histories will be kept in ledger with presenting copies in blocks. With the suggested system, each product is given a generated QR cod and token that the end user can scan to learn all there is to know about that product. We can determine whether a product is genuine or not after scanning its QR code. Risk considerations like counterfeiting and duplication are always present when a technology or product is developed globally; these elements can have an impact on the reputation of the organization, its revenue, and the wellbeing of its customers. 
A. Blockchain
Blockchain is a digital ledger that is decentralised and used to securely and openly record transactions. Each block of data is connected together in a chain using encryption, and the distributed database is maintained by a network of computers.
Once a block is included in the chain, it cannot be changed or removed. Each block contains a record of several transactions. As a result, the blockchain becomes a tamper- and immutable-proof ledger.
Blockchain technology is most famously employed in cryptocurrencies like Bitcoin, where it is used to record and verify transactions. Supply chain management, voting systems, and digital identity verification are just a few of the numerous more possible uses for the approach.
B. Smart contract
A smart contract is a computer software that automatically carries out a contract's provisions when specific prerequisites are satisfied. It is a self-executing contract since the terms of the agreement between the buyer and seller are directly encoded into lines of code.
Blockchain-based smart contracts enable secure, open execution without the need for middlemen or reliable outside parties. They are made to eliminate the need for human involvement by automating the execution of contractual agreements. A number of uses for smart contracts exist, including supply chain management, property transfers, and financial transactions. A smart contract may be used, for instance, to automate the process of transferring property ownership, making sure that the transaction is safe and transparent and that the contract's requirements are always upheld.
Literature Review
The use of blockchain technology is significant in a number of fields, including finance, healthcare, education, data management, privacy, and security. Due to the potential for misuse, blockchain is also extending its applicability in the telecom and cyber security industries (Taylor et al., 2019).[1]
 Additionally, a study by Kamble et al. (2018) used the Technology Readiness Index, the Theory of Planned Behavior, and the Technology Acceptance Model. The purported simplicity of use and effectiveness are barely impacted by insecurity and discomfort. The behavioural intention is influenced by perceived efficacy, attitude, and purported Behavior control. Supply chain experts think that blockchain technology can enable them to maximize benefits in the supply chain with the least amount of work.[2]
 In a separate research, Mackey and Nayyar (2017) argued that blockchain technology can promote a trustworthy, secure, responsible, and transparent pharmaceutical supply chain. The identification and prevention of the physical and online sale and distribution of fake pharmaceuticals and medications, on the other hand, will require the use of other technologies, such as machine learning. Governments play a crucial role in integrating these technologies into the legal system. This article offers a thorough analysis and categorization framework for traceability methods used to spot product supply chain fraud. It starts by introducing the concept of traceability and its role in identifying counterfeiting, followed by a review of existing traceability solutions and their application.[3]
 The paper then presents a classification framework based on the data source, data capture, data integration, and data analysis stages. It examines various solutions such as RFID, NFC, biometric technologies, databases, web services, and IoT technologies. It also discusses the concept of smart factories and the challenges of data analysis. The paper is an important contribution to the literature on product supply chain counterfeiting, providing a useful tool for researchers and practitioners in the field.[4]
A thorough study and classification of traceability ways to spot counterfeiting in the product supply chain are provided in the article "A Review and Classification Framework of Traceability Approaches for Detecting Product Supply Chain Counterfeiting." It is divided into six categories: physical-based, RFID-based, barcode-based, smartphone-based, holographic-based, and blockchain-based. The paper looks at solutions such as 2D codes, RFID, Near-Field Communication (NFC), and biometric technologies. It also examines various integration techniques, databases, web services, and IoT technologies. Finally, the paper discusses the challenges of data analysis and presents methods for overcoming them. This paper is an important contribution to the literature on product supply chain counterfeiting.[5]
Blockchain technology offers potential solutions to reduce counterfeiting and improve the security and traceability of products. This review of the literature attempts to examine the most recent studies on the use of blockchain technology to detect fake goods. It discusses the current trends and challenges in the counterfeit product market, and the impact of blockchain technology on the sector. Additionally, it assesses various sectoral prioritization strategies suggested in the literature for effective implementation of blockchain technology for counterfeit product identification and prevention.[6]
Research are being undertaken all over the world to take use of the advantages offered by blockchain technology to enhance supply chain performance. The agriculture supply chain includes suppliers, top companies, clients, and distribution partners, just like any other supply chain for consumer goods. The agriculture supply chain is under intense pressure to achieve sustainability from a range of consumer organizations, social and environmental campaigners, agro-based businesses, and legislators. These advantages would aid the agricultural industry in reducing the rising instances of product fraud and adulteration, enhancing sustainability. Blockchain can serve as the digital layer that provides trustworthy information about the provenance and origin of agricultural products.[7]
 Examining the obstacles to and facilitators of blockchain technology adoption in a supply chain environment is of interest due to its cutting-edge nature and its potential to improve supply chain management. In a ground breaking study, Casey and Wong (2017) discussed the difficulties involved in the interoperability between different blockchains and the complexity of the rules and regulations that govern contracting and commercial exchange, particularly across national borders. They also highlighted the difficulties associated with the adoption of blockchain technology in international supply chains.[8] 
Outside manufacturing companies, the most significant government sectors as well as those in healthcare, retail, finance, media and entertainment, agriculture, law, and fintech start-ups will be affected by blockchain technology's effects on supply chain operations. The use of blockchain's extra functionalities, such as inventory management, demand forecasting, asset monitoring, and intellectual property storage, helps supply chain operations become more agile. Blockchain technology may be used by combining delivery platforms, payment options, and digital contracts that span businesses and interacting with logistics providers and other supply chain partners. Smart contracts are used for enforcement, administration, performance, and payment.[9] 
According to ISO 9000:2000, supply chain traceability is the "capacity to trace the history, application, or location of that which is under consideration." The distributed ledger, peer-to-peer communication, transparency, and irreversibility of records are just a few of the characteristics of blockchain technology that make it possible for this BCT application to provide real-time information visibility from a reliable single source of data. By using a smart contract feature to perform digital signatures that minimize the number of validation procedures based on paper-based documentation, digitalization extends beyond supply chain traceability. Single-use apps may be put into use right away, such as using BCT to assist businesses in creating internal databases. The development of localized solutions, which only involve one or a small number of reliable counterparties, helps streamline transactions.[10].
Transparency, validation, automation, and tokenization are the four main characteristics of blockchain technology that improve integration and coordination amongst the participants in a supply chain. Although blockchain provides additional advantages, it might cause problems if a strong business case and criteria are not established. Furthermore, there are drawbacks to blockchain technology, including a slower response time than traditional databases, the inability to alter data once it has been uploaded, and difficulties maintaining public and private keys. Because BCT might lead to data silos, it is crucial to assess if it is necessary before implementing it in an ecosystem. Otherwise, blockchain technology would be useless.[11]
The study proposes a blockchain-based system that can identify counterfeit products by creating a unique digital identity for each product at the point of origin. This identity is then stored on the blockchain and can be traced throughout the supply chain system, allowing stakeholders to verify the authenticity of the product at each stage of the supply chain.[12] A case study of the proposed system, which was implemented in a simulated supply chain environment. The results of the case study showed that the system was effective in identifying counterfeit products and providing real-time information on the product's origin and authenticity.[13]
We also discussed the benefits and challenges of using blockchain technology to combat counterfeit products in the supply chain system. The benefits include increased transparency, security, and traceability, while the challenges include the need for a standardized system and the cost of implementing the technology.[14]
The paper "Smart contract applications within blockchain technology: A systematic mapping study" presents a systematic mapping study of the applications of smart contracts within blockchain technology. It categorizes the applications into six main areas: finance, governance, supply chain management, healthcare, energy, and real estate. The paper provides an overview of each area and highlights the most commonly reported applications. It also discusses the benefits and challenges of using smart contracts, such as increased efficiency, transparency, and security, while the challenges include scalability and the need for technical expertise.[15]

Methodology And proposed sysytem
	Because of the enormous range of products available online, the market for counterfeit goods is rapidly growing. So, it is imperative to identify fake items, and blockchain technology is used to accomplish so. Complete Architecture of System is explained in Fig.1. Moreover, a QR code containing the data has been developed. When scanning the QR code, customers or buyers may detect fake items(Fig.[5]). Using blockchain technology, the digital information about the objects will be kept in blocks. The information could be kept on the cloud.
Using blockchain technology, the digital information about the objects will be kept in blocks. The information could be kept on the cloud. Fig.3 shows the complete system diagram of proposed system. Fig.3 explains how both manufacturer and Buyer can use Application and Blockchain Technology. 
In Fig.4 comprises of the state chart diagram explaining at level which state an object can have. It is ideally modeling object life cycle. Output is received when user the Verifies the product. This will verify the Authenticity of product. Figure 5 and 6 shows the add and sell product functions managed by admin which will store all the details of product and generate unique token for every product, while Figure 7 shows the gas consumption for the execution of smart contract.
aim and objective
The problem of counterfeit goods has expanded globally in recent years. The existing supply chain contains a large number of counterfeit goods. The survey claims that occurrences of fake products have increased recently. In order for customers or users to identify whether a product is genuine or not, it is critical to have a system in place that enables them to confirm all the product's specs. There is currently no system in place in India to identify fake goods. So, the answer calls for a simple identification system based on QR codes that can help the end-use.
This project was inspired by the poor user experience and issues brought on by counterfeit goods.
Project goals
•	To use blockchain technology to design an anti-counterfeit system.
•	To use a QR code to safeguard product information.
•	Increase the transparency and traceability of the supply chain.
Provide clients security by making data available to them.
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Fig.1 Architectural Overview 

[image: ]	Thus, the recommended method aids the buyer in spotting fake items in the supply chain. Customers may scan the QR codes that have been allocated to products Fig.6 to obtain all the necessary information, including transaction history and the current owner, which the end-user can use to determine if the goods are genuine or not.Fig.2. Use-Case Diagram 

Using a cross-platform application with a QR code scanner, users will be able to scan the QR code of a product to determine whether it is genuine or not. We provide information from a blockchain such as the name of the recently created block, the amount of the product, the hash value that was created, and if the product is corrupted or not.
Actors and roles 
· Administrator:
The administrator creates a database of all users and acts as the system's main manager.Fig.2 provide authentication for approvals. He has the ability to both add and remove users. Administrator produces reports and serves as director.

· User:
The user of the system can be anyone. He can use the system as for verifying a product to on their requirement Fig.2.
[image: ]Design and architecture DiagramsFig.3 System Diagram 
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Fig.5 Verify Product 
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Fig.5 Add Product 
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Fig.6 Sell Product 
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Fig.7 Gas Consumption 
conclusion 
With the rampant growth of counterfeit products in the market, the unforeseen need of having a way to detect counterfeit products has emerged, which can be met by integrating blockchain technology in the proposed solution.
In addition to this, information regarding the product is encoded into a QR code, which can be scanned by the customers or users so as to verify the authenticity of the product. Digital information gets stored in the form of blocks in blockchain technology, and Firebase Cloud is used to store the data. Therefore, we believe that the proposed system will be functional to overcome the problem of counterfeit products, which is responsible for degrading the user experience.
By employing provenance, a characteristic property of blockchain technology, Customers can scan QR codes assigned to a product and get all the information they need, like transaction history, current owner  based on which the end-user can check whether the product is genuine or not. Hence, we believe Phygital stands a good chance to patch the problem of counterfeit product..
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