LSTM AND CNN-BASED FUSION BIOMETRIC RECOGNITION
G. KARTHIHAY M. SWETHA?, G. RADHIKA?3

!Assistant Professor, Department of Avtificial Intelligence and Data Science,
Karpaga Vinayaga College of Engineering and Technology, Chengalpattu, 603308,
India.

2Student, Department of Artificial Intelligence and Data Science, Karpaga
Vinayaga College of Engineering and Technology, Chengalpattu, 603308, India
3Assistant Professor, Department of computer Science and Engineering, Annai
Vailankanni College of Engineering, Azhagapapuram, Kanyakumari, 629401,
India

ABSTRACT:

Biometrics, which is a description of used to describe a computerized recognition
of people using their special physical features for safety reasons. Biometric
authentication is extremely challenging, necessitating the creation of new, more effective
methods in order to distinguish between a genuine, valid feature and a false, self-
manufactured, synthetic, or reconstituted sample. The development of biometric
detection technology has fuelled by means of recent advancements in computer vision,
machine learning, and the process of recognizing patterns. By combining two
authentications, the suggested solution aims in order to improve the security of biometric
recognition systems. Each modality has a particular set of challenges. When it made
sense, adults were employed to assess how well software and technology geared for
new-borns performed. The reliability of systems for biometric authentication depends on
the type of biometric feature employed, the quality of the data acquired, and the
efficiency of the algorithm. The suggested method outperforms prior state-of-the-art
methods, and additional biometric data exposes highly critical information that can be
utilized to successfully distinguish real features from imitations. Study authors huddled
adult iris, retina, fingerprint, and other biometric data in preparation for putting adult
biometric identity systems into practice. The pictures were captured using modern day
technology, and the iris modality's preliminary analysis procedures were modified to
take into consideration the location and slicing of adult lids.
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INTRODUCTION:

Biometric information about the enrollee is collected during enrollment and
maintained in a database. The recorded biometric data is compared to the data that has
been preserved in order to demonstrate a person's identity later on during verification or
identification. The usage of biometric identification spans several industries,
applications, and sectors. It is frequently used for security and access. Control functions
include things like opening locks on devices, entering restricted areas, and approving
transactions. Border executives, law enforcement, medical care, and financial services
are just a few of the numerous industries that use biometrics. The goal of biometric
recognition is to identify people using distinctive physiological or behavioral traits.



Biometric identification has received substantial interest in the fields of computer vision
and machine learning.

Long short-term memory (LSTM) algorithms and convolutional neural networks
(CNNs) have lately come into prominence as effective approaches for biometric
identification applications. Accuracy, dependability, and effectiveness of biometric
recognition systems have all been significantly improved as a consequence of the
inclusion of these algorithms. The goal of this project is to establish a trustworthy
system for identifying and confirming people based on their biometric data and to
investigate how CNN and LSTM algorithms may be utilized for biometric recognition,
as illustrated in figure 1. The suggested system will be created using deep learning
techniques and sizable biometric data sets, and it will make use of observable biological
or behavioural variables including fingerprints, facial features, iris, and retinal patterns.
It gives a precise and accurate mechanism for certifying a person's identify and
substantially improves the security of numerous apps.

Figurel — Fingerprint and Iris (source: astarmathsandphysics.com)

LITERATURE SURVEY:

1. J. Daugman proposed in 2006 that an automated biometric system may identify a
person based on a unique feature or attribute. The most reliable and precise biometric
technique currently available is iris recognition. Due of its qualities, the iris is a
particularly desirable biometric. The distinctive iris pattern of each eye is captured
digitally, encoded into a biometric template, and stored in a database. A biometric
template, which makes template comparisons easier, is an impartial mathematical
representation of the distinctive data stored in the iris. On clean data sets, existing
algorithms that extract and match iris characteristics have shown incredibly high
recognition rates. The "Iris Recognition System through sparse modelling™ research
from the present publication describes the development of a system for iris recognition
utilizing sparse recognition.

2. Algorithms for identifying persons based on their iris patterns were developed by J.
Daugman in 2004, and they have subsequently been tested in several field deployments



with no false matches in millions of iris comparisons. The recognition principle is the
failure of a statistical independence test on the iris phase structure as captured by multi-
scale quadrature 2D Gabor wavelets. In order to make extremely certain real-time
decisions about personal identity, the combinatorial complexity of this phase
information across various persons encompasses around 249 Degrees of freedom and
generates discrimination entropy of about 3.2 bits/mm2 across the iris. These high
confidence levels are important because they enable extensive searching (one-to-many
"identification mode") of very large datasets, even on a national scale, without producing
false matches despite the abundance of possibilities. Without this functionality,
biometrics can only tolerate one-to-one (“verification™) or a limited number of
comparisons. This paper gives the results of 9.1 million eye image comparisons from
trials in the United Kingdom, the United States, Japan, and Korea and discusses the iris
identification algorithms.

3. A prototype system for person verification based on automated iris recognition was
proposed by R. P. Wildes and other researchers. The discovery that the human iris offers
a particularly intriguing structure on which to construct a technique for non-invasive
biometric monitoring served as the impetus for this endeavor. Particularly irises are
recognized in the biological field as being as distinctive as fingerprints or patterns of
blood vessels in the retina. Additionally, since the iris is an exposed body, a computer
vision system can assess its appearance from a distance. This paper's main argument
discusses how such a system is created and run. The results of an empirical study, in
which the system flawlessly evaluates 520 iris photos, are also presented.

4. In 2010, H. Proenga stated that "Continuous efforts have been made to improve the
robustness of iris coding methods since Daugman's pioneering work on iris recognition
was published.™ Iris recognition is now being used with excellent success in a variety of
contexts (airport check-in, refugee control, etc.). However, several imaging restrictions
are applied in order to achieve acceptable error rates, which reduce the flexibility of iris
recognition systems. The majority of published iris recognition algorithms employ
phase, zero-crossing, or texture-analysis methodologies to encode iris texture
information utilizing a statistical pattern recognition paradigm. In this paper, we present
a method for recognizing structural (syntactic) patterns. The results we obtained
demonstrate how the proposed method operates akin to the statistical approach that
forms the basis of virtually all deployed systems, in addition to the inherent advantages
of this technique (intuitive description and human interpretation of system functioning).

5. Even though iris recognition technology has been said to be more stable and reliable
than other biometric systems, B. J. Kang and K. R. Park proposed that performance can
be affected by a number of things, such as small eyes, camera defocusing, eyelash
occlusions, and specular reflections on the surface of glasses. In this study, we provide a
novel multi-unit iris authentication technique based on score level fusion and an
assessment method for mobile phone quality. Two new discoveries are added to
previous research in this inclusion. To reduce the false rejection rate and improve the
accuracy of iris identification, we first employed iris quality evaluation. Second, we re-
recorded the iris pictures without using a recognition method if even two iris shots were
judged to be of low quality. The left and right irises’ combined iris images were used for
identification if just one of them was considered sufficient. To accomplish multi-unit iris
recognition, we used score tier fusion utilizing an SVM when both the primary left and
right iris images were excellent. Experimental results showed that the proposed method



worked better than previous systems that used only one good ocular shot or technologies
that used ordinary fusion algorithms.

6. According to an estimate made in 2008 by K. Nandakumar and his coworkers,
multibiometric systems use data from several sources to make up for the limitations of
individual matchers. We offer an equation based on the probability ratio test for the optimal
arrangement of match scores. A finite Gaussian mixed model represents the probability
distributions of sincere and fake match scores. The proposed fusion method is comprehensive
in that it can handle,
e Independent values in the histogram of biometric match scores
e Unreliable match score ranges and increases
e The association of numerous matchers' ratings, and
e Superior quality samples from several biometric sources. Three multibiometric
datasets were employed in the experiments, and the results consistently outperformed
commonly used scores.

7. In 2014, P. Wiggin and L. Ericson analysed commercial off-the-shelf
contactless technology. Fingerprint devices are typically used for staff access control for
a local database of registrants. Although it is feasible that these gadgets may be adapted
for use in an emergency, increased capacity, further investment, and development would
be necessary. The Government bodies those are particularly involved in sponsoring the
development of improved contactless. The National Institute of Justice, the United States
Ministry of Fairness, the Department of Homeland Safety and Security, and the Ministry
of Defence. Moreover, several Manufacturers do internally supported research and
development, and there is Academic research activity. Contactless fingerprint scanning
systems provide various potential benefits over traditional fingerprint collecting
techniques, including higher quality fingerprint photos, quicker capture times,
unattended fingerprint gathering, and a lower probability of pollutants spreading among
participants. Only the FS3D devices completed a comprehensive 3D scan of the
fingerprint topography, as stated in this paper. Others employed a variety of approaches,
ranging from estimating the curve of the real finger to deciding the optimal way to unroll
the scan. Because scanning technology varies among manufacturers, as do unrolling and
distortion techniques, it will be critical to inform stakeholders about the validity,
repeatability, and match ability of the fingerprints produced by different systems.
Furthermore, for this technology to be used, stakeholders and end-users must be
confident in the interoperability of the new systems with current fingerprint databases.

8. A revised definition of the quality of fingerprint impressions and thorough techniques
for evaluating image quality for fingerprints were offered by E. Tabassi and his
associates in 2004. We define fingerprint image quality as a predictor of matcher
performance prior to implements a matcher method. This means that giving the matcher
high-quality fingerprint images will lead to superior matcher achievement, in
contradiction to low-quality fingerprint images that will lead to decreased matcher
performance. We also performed an unbiased evaluation of the fingerprint image
quality. Our C-written quality metric has been verified using 20 different live scan and
paper fingerprint datasets collected under diverse operational circumstances. Our
solution is included in the NIST biometrics programs and is freely accessible, although
export is banned.



9J. Daugman's recommended algorithms for identifying persons based on their iris
patterns in 2009 have now been put to the test in a variety of arena and laboratory
investigations, and millions of checks for comparison have resulted in no false matches.
The recognition concept is based on the failure of a statistical independence test on the
multi-scale quadrature wavelet-based iris phase structure. Combinatorial complexity of
this phase information across many persons is approximately 249 degrees of freedom,
and it generates discrimination entropy of about 3.2 b/mm/sup2/ throughout the iris,
allowing for incredibly confident real-time decisions regarding personal identity. Due to
the enormous databases' ability to be extensively searched (in "one-to-many"
"identification mode™) without returning any false matches, the high levels of trust are
important. Without it, biometrics can only tolerate one-to-one ("verification™) or a
limited number of comparisons. The paper provides an overview of the iris algorithm for
recognition and presents the results of 9.1 million scans of eye images from studies
conducted in the UK, Japan, and Korea.

PROPOSED WORK:

(A). INPUT DESIGN:

The user and the information system are connected via the input design. To get
transaction data into a form that can be processed, it also entails creating guidelines and
processes for data preparation. To achieve this, either have users directly enter the data
into the system by keying it in or inspecting the computer to read the data from a written
or printed document. Input design places a high priority on reducing the amount of input
required, minimizing errors, saving time, removing unnecessary steps, and simplifying
the process. The input is created in a way that maintains privacy while ensuring security
and ease. The following elements were considered by Input Design.:

e What information has to be supplied as input?

e Inwhat way should the data be labelled or laid out?

e The debate that directs the operational staff as they provide feedback.

e Techniques for creating input validations and actions to do in the event of a mistake.

Intentions are,

» The process of converting a user-focused description of the input into a
computer-based system is known as input design. This design is essential for
preventing errors during the data entry process and guiding management as to
the appropriate direction for getting reliable information from the computerized
system.

> It is done by creating data entry panels that are user-friendly and capable of
processing massive volumes of data. The goal of input design is to eliminate
errors and enhance entering data. The structure of the data entry page makes it
easy to manipulate the contents in any manner you desire. You can additionally
view the recordings you've made.

» The info will be verified when it is input. Panels may be used to input data.
When necessary, specific indicates are sent, keeping the user out of the maze.



As a result, the objective of input design is to offer a straightforward input
layout.

(B). PREPROCESSING AND POSTPROCESSING IMAGES:

The reference-standard pre-processing and post-processing techniques in the Image
Processing Workbench handle typical system problems such interfering noise, a small
dynamic range, out-of-focus optics, and changes in colour representation across input and
output devices. By altering an image's colours or intensities, visual enhancement techniques
in Image Processing Workbench let you increase signal-to-noise ratio and showcase visual
elements,

You might apply linear, median, or adaptive filtering
Histogram equalization

Decorrelation stretching

Dynamic range remapping

Gamma value adjustment and decorrelation stretching.

In addition to a general multidimensional filtering function that accepts integer
image types, offers a variety of boundary-padding options, and performs convolution
and correlation, specialized filtering methods are also available. Additionally, preset
filters and functions are available for creating and using your own linear filters. Image
Processing Toolkit contains deconvolution methods for blind, Lucy-Richardson, Wiener,
and regularized filters, as well as converters for point spread and optical transfer
functions. With the use of these capabilities, blurring brought on by out-of-focus lenses,
camera or subject movement during image capture, atmospheric conditions, brief
exposure times, and other problems may be corrected. All debarring functions work with
photographs that are in multiple dimensions.

IRISH DATASFT Feature Exraction

\ rtors @

F ngcpont Images Feature Exraction




Figure2 - Architecture Diagram

Regardless of input and output devices, Image Processing Toolbox's tone
oversight permits you to faithfully convey color. This is crucial for researching a
device's characteristics, measuring color accuracy, or developing algorithms for a variety
of gadgets. Dedicated toolbox routines may be used to convert images between device-
independent color spaces including sSRGB, XYZ, xyY, L*a*b*, uvL, and L*ch. The
toolkit enables profile-based color space conversions using an ICC version 4 color
management system for better versatility and control. Create new or modify established
ICC color profiles for specified input and output devices, specify the rendering goal, and
locate all complying profiles on your system. Import n-dimensional ICC color profiles.

Image processing tasks including picture enhancing, analysis, restoration, and
compression all require image transformations like FFT and DCT. Many image
modifications, including Radon and fan beam projections, are available in the Image
Processing Toolbox. It is feasible to recreate images using data from parallel-beam and
fan-beam projections (common in tomography applications). The Wavelet Toolbox and
MATLAB both provide image transforms. Imaging programs typically need to convert
images between different picture formats and data classes. For example, the single- and
double-precision floating-point and signed or unsigned 8-, 16-, and 32-bit integer data
types may all be converted using the tools in the Image Processing Toolbox. The toolkit
offers image conversion methods for real color, indexed color, binary, and
monochromatic pictures. The toolkit especially supports Bayer pattern encoding and
high dynamic range images for color imaging, alongside an assortment of color spaces
(including YIQ, HSV, and YCrCb).

(C). ANALYSING IMAGES:

The Image Processing Toolbox is a complete set of graphical tools and industry-standard
methodologies for image processing tasks including statistical analysis, feature extraction,
and property evaluation. You may study the essential components of a photograph using
functions from statistics by:

The mean or standard deviation can be calculated.

Plotting a profile of the value of intensity Edge-detection processes.
Being able to see a photographic heatmap.

Assessing the value of intensity readings along a line segment.

The Gaussian Sobel, Prewitt, Roberts, Canny, and Laplacian techniques are some of
these algorithms. The efficient canny method avoids being "fooled" by noise and can
identify real weak edges. Picture area borders are determined by picture segmentation
algorithms.

Investigate a variety of methods for image segmentation, such as automated
thresholding, edge-based techniques, and morphology-based techniques like the
watershed transform, which is widely employed to segment touching objects.



You may segment a picture into regions, thin regions, or thin regions using
morphological operators, as well as recognize edges, enhance contrast, get rid of noise,
and do all of these things. Skeletonize the sections as seen in picture 3. Morphological
characteristics of the Picture Processing Toolbox include:

e Degradation and enlargement

e Reopening and closure as well

e Tagging of associated elements

e Basin categorization

e Restitution

e Distance conversion Extensive image analysis tools in the Visual Analysis
Workbench empower you to:

e Quantify an image region's characteristics, such as its area, center of mass, and
boundary circle.

e ldentify lines in an image and quantify chunks of line based on its Hough restructure.

e You may measure attributes like surface via inspection of textures functions
roughness colour variation.
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Figure3 — Activity Diagram for Biometric Recognition
(D). WORKING WITH LARGE IMAGES:

Some pictures are so large that it is impossible to display and process them using
standard methods. There are processes in Image Processing Toolbox that make it
possible to work with larger images than would otherwise be possible. Despite
maintaining the entire image in remembering, you can establish a reduced-resolution
analysis (R-collection) that divides an image into spatially tiles and recalculates it at
various frequency levels. The ability to navigate and video presenting get better by this
method. Applying a function to each individual block of a large picture using a block-
based processing methodology can use a lot less memory. To work with large snapshots,
a further option is the computational Toolbox. Each toolbox has already been covered in

detail.
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Figure 4- Flow Diagram for Biometric Recognition

Large photographs may be challenging to deal with due to their size and
memory requirements. Here are some pointers and ways for dealing with large images
effectively. Image Compression when working with huge photographs, processing and
memory resources might rapidly run out. Use image compression technologies to
minimize file size without losing quality. JPEG and PNG are two common image
compression formats. Adjust the compression level to achieve a reasonable balance
between image qualities and file size. Memory Optimization: It may not be feasible to
put a large image into memory all at once. Consider employing techniques such as tiling
or memory mapping to load and analyse smaller bits or sections of the picture at a time.

This allows you to alter specific sections of the image without needing to use
memory enhancement. If you regularly work with the same large image, try caching
treated copies or interim discoveries to avoid duplicating calculations. The image should
be pre-processed for afew actions, and the results preserved for faster access in
subsequent operations. Keep an eye on memory utilization and performance throughout
image processing operations to ensure optimal performance and minimize memory-
related issues? Experiment with different techniques and approaches based on your
specific needs and the capabilities of the hardware and software environment you're
working with algorithms. The flow diagram for Biometric Recognition has shown in
figure4.

(E).EXPERIMENTAL RESULT:

A high-quality output is one that fulfils the end user's demands and effectively
conveys the data. Any technique's outputs express the results of processing to users and
other systems. Both the hard copy output and how information is to be transferred for
immediate use are determined by the output design. It starts MATLAB Verification and
is the most important.

The Allowed Fingerprint Identification Comparison Authentication will be
clearly identified each week if the Eye Tracking is successful. It is prohibited. The user
receives the information directly from the source. The system-user interaction is
enhanced and users are assisted in making decisions through streamlined and adaptive
output design.

1. Computer output must be organized and well-thought-out; appropriate
outcome must be generated while making sure that every output portion is made
in a way that users will find the entire system logical and efficient. They have to
pinpoint the precise output needed to satisfy the criterion while analyzing
computer output.

2. Find the most effective means of communication.



3. Make a document, report, or other format containing the data the system
created. A minimum of one of the objectives listed below should be satisfied by
utilizing a mechanism's presentation form,

Signal significant events, opportunities, issues, or warnings
Provide information about previous actions, current conditions.
Predictions of the future

Trigger or confirm an action.

(i). Front End Page:
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Figure 5- LSTM AND CNN-BASED FUSION BIOMETRIC RECOGNITION

(ii). Iris Processing:




Figure 6: Iris Pre-Processing
(iii). Iris Output:
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(iv). Fingerprint Processing:
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Figure 8: Fingerprint Pre-Processing

(v). Fingerprint Output:
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Figure 9: Fingerprint Output

(vi). Fusion Recognition Result:
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Figure 10: Fusion Recognition Result

CONCLUSION:

Finally, in a number of sectors, including security, identity verification, and
access control, biometric recognition technologies have grown in acceptance and
significance. These systems employ distinctive physical or behavioural characteristics
like fingerprints, iris patterns, face traits, or voiceprints to precisely identify individuals.
The use of biometric recognition technology has produced a number of advantages.
Starting off, biometric characteristics provide a higher level of security than more
conventional figuring out techniques like passwords or ID cards since they are
challenging to copy or falsify. As a result, the chances of identity theft and illicit entry
are lessened. Second, by removing the need to memorize credentials or carry physical
credentials, biometric systems offer convenience and effectiveness.

By displaying their biometric traits users may quickly recognise themselves,
resulting in faster operations and more security. Systems for biometric recognition face
an assortment of obstacles, though. Because biometric information is so private, privacy
issues arise. To prevent misuse or unauthorized access, certain security measures are
required for the transfer and retention of biometric data. The dependability and
preciseness of a biometric system may also depend on the standard of the biological
specimens that were retrieved, the system architecture, and contextual variables. To
increase accuracy and lower incorrect decision-making rates, ongoing development and
research needs to be done.

Despite all of this, biometric authentication technologies have been successful in a
number of fields, including banking, healthcare, and border control. As technology advances,
we should anticipate major advancements in biometric algorithms, sensor technologies, and
communication with other systems, leading to ever more dependable and secure biometric
identification solutions. Generally speaking, biometric recognition technologies provide a
possible route for enhancing security and convenience in a range of industries, and their
further development and implementation will most likely define the future of authentication
and identification.

FUTURE WORKS:

We may include an adult ear biometric module in the future. This may be
combined with the modules. Biometric identification technologies provide immense
promise for increasing security, usability, and personalisation in a range of industries. To
ensure the ethical and beneficial Addressing ethical, privacy, and regulatory problems
will be critical in the deployment of these technologies.
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