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Abstract 
In adoption of cloud computing technology, the data security of the customer data is a prime research in these days. The user’s get access of the cloud resources that are hosted over the internet that can be hijacked by the attacker. In a one example, the access of the virtual machine (VM) as dedicated resource  is given to the end user by the CSP and when the end user is accessing these resources through a internet connected PC, there is a possibility of security violation by the attacker and he can take full control of the data. Most of the intrusion detection and prevention system implemented over the cloud infrastructures is being rule based so called signatures and therefore they are only capable to detect the known threats. There are research challenges such as a) only using these traditional security mechanims may lead extra overhead over the cloud network b) hosting the data over the public internet may make the data directly accessible as end user is not aware about the technology. This research work addressed the security problem by a) selection of optimal data security algorithm b) data fragmentation and distribution of data blocks over the multiple cloud nodes that make difficult to guess about the actual data and its location. The major advantage of the data fragmentation in cloud network is to anonymize the originality of the data to make more harden to guess about the original data by the attacker and he will not be able to identify the real location of the data hosted over the cloud nodes. Then by applying another layer of security in a way of optimal encryption algorithm with strong key size make it worst for the attacker to find the actual piece of data. For simulation purposes, Microsoft .NET Framework using Visual Studio is being used in the implementation and its in-built cryptography library. The performance readings have been taken in an iterative manner by applying and selection of optimal algorithm for data encryption.
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1	Introduction 
Cloud Computing (CC) is an developing technology that has connection with other technology such as Grid Computing (GC) and other domains such as Distributed Computing, Cluster Computing etc [1-2]. The major aim of both GC and CC is primarily to achive full virtualization. However both the technology are synonymous to each but there are technological difference among them. The Grid Computing major objective is to achive the optimized computing capacity [3] whereas in case of Cloud Computing, aim is to provide a way to handle the need of an organizations by enabling the dynamic and scalable infrastructure to work with [4]. The Cloud Computing introduced a new paradigm of technology that help its users to develop applications and store their data somewhere on the internet and they can access their resources from anywhere and anytime by just using the internet connectivity [5].  Based on the need and requirements of the customer, Cloud Computing enable easy and modifiable services to access their work with cloud applications. The services in the form of platform, infrastructures are provided to the customer for designing applications, for storage their data and to build their own applications by using the cloud infrastructure to fulfill their route task. These resources are hosted by the CSP over the dedicated resources as a service model. A user can buy these resources by pay-basis model and merely having internet connectivity and PC [8-9].
Now the research question is by hosting and accessing these resources over the public internet what the security measurements are installed to protect the user’s data[17-18]. If improper security measures are placed at the side of CSP that may make the complete loss of the user’s data or we can say there are higher risk involved when the customer records are strored in internet instead of user’s local repository [6]. An intruder gain complete access of the user’s data transmitted over the connection between end user and remote location by just performing the man-in-middle attacks[19]. The intruder may also take the complete access of the user’s data and their sensitive information hosted on cloud infrastructure [6]. The users of cloud services are diversified that may include the expert and the user who don’t have any knowledge of technology, thereby making their data is on huge risk in such infrastructures [10-11]. 
From the above discussions, it is summarized that security is a prime concern with the growing use of Cloud Computing Technology and that should be address to provide the data protection of the end users [8]. In this research work, existing security mechanism placed in cloud computing is presented and a solution to protect the customer data fragmentation and its distribution by combining the optimal encryption technique is presented[15]. 



2	DATA SECURITY IN CLOUD COMPUTING 
The growth and scalable model of CC comes with lots of security challenges to protect the customer’s data. Even though the technology is new and provide a platform to access the applications hosted over the internet easily, still there are challenges and issues to adopt the technology by the end user.  One of such challenges that are on top priority by service provider is the security pertaining to the infrastructure and protects the user’s data hosted on such infrastructure [24]. Even though a company use to have top class security installed over it and does update their security policies from time to time, there are still the issues to be addressed to protect the customer data. In this regard, through this detailed study we propose security challenges and their solutions pertain to cloud infrastructures. 
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Figure 1: Attacker can intrude the cloud network

When the end user access the applications and data hosted over the Cloud Network with public internet connectivity, the intruder can intrude the connection and can take the control of the user’s resources that are hosted over the internet connected infrastructures. The major security risks involved in such infrastructures are data loss and leakage [20-23]. 

3.	PROPOSED SYSTEM
Following diagram depict the system design of developed framework during this research implementations. The registered user submit the file as data inputs and then file segmentation module is to divide the main file into multiple pieces as per similar way of Google File System (GFS) [12]. The segmented files are encrypted using optimal symmetric key encryption algorithm [13]. Here the RSA[14] encryption algorithm is used and performances are measures through changing the key size to get the best optimal results. The in-built cryptography algorithm of Microsoft .NET framework [16] is implemented and applied on the fragmented data. The main benefit of this research work is to confuse the attacker about the actual data where it is located and not able to get the actual data because it is located over the different cloud nodes and another layer of security is fragment data is encrypted. 
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Figure 1: System Design Flow

Workflow of the implemented software code:  
Following figure 2 depict the work flow of the implementation of the software code. The developed application is user driven application in which a user can submit a file to the cloud node resources created in a software program. If the user is registered, he will get the user credentials to upload the files on the cloud nodes. The registered user is authorized to split the main files into multiple chunks and distribute them over the cloud nodes. The pieces of the main files are encrypted with encryption algorithms and distribute them over the cloud nodes. The metadata server is inbuilt in software program to maintain the indexing of the files and storage server is a database repository of SQL server to maintain the user’s logs.
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Figure 2: Workflow diagram of implemented code

Figure 2 describe the software modules in the software program developed in Microsoft .NET framework.  There are four major modules: 
· User registration module
· Upload files modules
· File splitting/data fragmentation module
· Data encryption and decryption module

The user registration module is developed to give the provision to the user to get registered and get the access of the cloud resources as nodes. As mentioned above, the registered user is able to access the cloud nodes and can submit the files into cloud nodes. The submitted main is then divided into multiple data fragments to distribute over the multiple cloud nodes by file splitting program. It is a program which takes the main files and divides them into multiple pieces of same size equal to 7. 

Here the numbers of file segments are fixed in a software program that can be changed by the user. Next module is data encryption module that encrypts the segmented files. 
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Figure 3: Software modules in the code.

4.	EXPERIMENTAL RESULTS
Here the experimental results in the form of system time taken by applying a encryption algorithms with different key size applied on file segments is presented. After the file segmentation process, the multiple chunks of files are encrypted with optimal data encryption algorithm and distributed over the cloud nodes. As discussed above, the main advantage of fragmentation and distribution is to hide the originality of the data so that the attacker will not be able to guess about the actual data and the location of cloud node where it is located. Then by applying another layer of security in the form of data encryption algorithm with strong key size make the guess more difficult to protect the data over the cloud node. For simulation purposes, we have used the Microsoft .NET Framework using Visual Studio 2008 and its in-built cryptography library. The results measurement readings have been taken thoroughly by applying the data encryption algorithm of different key size. 

Table 1: System time taken as Performance Matrix

	Performance Metrics
	Attribute
	Descriptions

	
	Treal
	Total execution time taken by a process to execute

	
	Tuser
	The time where the programming was running in user space

	
	Tsys
	It is the time spent in CPU execution



Use Case 1: Data Fragmentation and distribution over the cloud after applying AES encryption with different key size.



Table 2 system time taken of data encryption w.r.t number of fragments
Result Readings:

	System Time Taken
	No of segments=7
node0000000
to 
node0000006
	No of segments=6
node000000
to 
node000005
	No of segments=5
node00000
to 
node00004
	No of Segments=4
node0000
to
node0003
	No of segments=3
node000
to
node002
	No of segments=2
node00
to
node01

	Treal
	467.799
	444.343
	421.745
	453.304
	445.902
	414.16

	Tuser
	0.032
	0.068
	0.064
	0.052
	0.032
	0.052

	Tsys
	16.8
	16.96
	16.996
	16.984
	16.996
	17.08

	
	AES-256 for 7 Segments
	AES-256 for 6 Segments
	AES-256 for 5 segments
	AES-256 for 4 segments
	AES-256 for 3 segments
	AES-256 for 2 segments

	Treal
	733.287
	757.798
	714.544
	568.445
	454.813
	320.761

	Tuser
	66.6
	60.736
	53.496
	43.284
	36.688
	28.876

	Tsys
	22.604
	20.192
	19.344
	18.584
	17.812
	16.9

	
	AES-192 for 7 segments
	AES-192 for 6 segments
	AES-192 for 5 segments
	AES-192 for 4 segments
	AES-192 for 3 segments
	AES-192 for 2 segments

	Treal
	896.628
	939.465
	756.698
	587.498
	468.354
	287.962

	Tuser
	64.552
	57.496
	49.24
	41.972
	34.656
	27.584

	Tsys
	21.224
	19.864
	18.944
	18.688
	18.096
	16.556

	
	AES-128 for 7 segments
	AES-128 for 6 segments
	AES-128 for 5 segments
	AES-128 for 4 segments
	AES-128 for 3 segments
	AES-128 for 2 segments

	Treal
	644.223
	850.524
	740.413
	506.765
	452.951
	343.739

	Tuser
	58.56
	50.74
	46.104
	40.044
	33.656
	26.548

	Tsys
	20.74
	20.764
	20.204
	18.552
	17.248
	16.588



Table 2 describe the readings of system time taken of AES algorithm with different key cipher block corresponding to each fragments. For example Treal time taken by AES-256 algorithm in seven number of file segments is 467.799 seconds, in a similar for two file segmentation AES-256 algorithm time taken is 414.16 seconds. Then each fragmented files are encrypted with AES with different key size.  This table clearly indicate that more the number of segments, more will be the system time taken, but in the following results it is clearly indicated that in AES-128 bit algorithm is performing better in overall system time taken whereas AES-192 is performing better in system user space. It can be concluded as system time taken by the data encryption algorithm also depends upon the variant of application and its CPU clock requirements. 

Result Stats 1: System time taken of AES-256 w.r.t. each fragmentation
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Figure 4: AES-256 performance with data fragments

Result Stats 2: System time taken of AES-192 w.r.t. each fragmentation
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Figure 5: AES-192 performance with data fragments

Result Stats 3: System time taken of AES-128 w.r.t. each fragmentation
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Figure 6: AES-128 performance with data fragments

Use Case 2: Comparative analysis of AES with different key size w.r.t. each segmented file
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Figure 7: Comparison of different AES with number of fragments

Use Case 3: Data Loss in Segmentation and replication over the cloud Nodes:
In this use case, the percentage of data loss is depicted by applying the data fragmentation and its replication over the cloud nodes. The stats have been taken by splitting the big file into smaller pieces of equal size and then applying the data encryption over it. The data encryption algorithm is adding the data padding along with the actual size of data. 

Table 3: Effect of data fragmentation on actual data size
	No of Segments
	Segmented and encrypted data size (in Mbytes)
	Combined Data Size ( In Mbytes)
	Data Loss
	%Data Loss

	7
	6033
	5700
	333
	5.519

	6
	5266
	5000
	300
	5.051

	5
	4419
	4200
	300
	4.956

	4
	3428
	3275
	200
	4.463

	3
	2805
	2700
	105
	3.743

	2
	1998
	1930
	68
	3.403



Table 4: Percentage of data loss
	Segments
	% of data loss

	No of Segments=7
	5.519

	No of Segments=6
	5.051

	No of Segments=5
	4.956

	No of Segments=4
	4.463

	No of Segments=3
	3.743

	No of Segments=2
	3.403
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Figure 8: Percentage distribution of data loss w.r.t each fragmentation

As depicted in figure 8, more the number of fragmented data, more distribution of data loss. But the comparative data loss is smaller in more number of segmentation compare to small number of segmentation. By performing this research implementation, it is advised to set the count of data segmentation which is hard (data segmentation=7) coded in our software code to get more efficient results.

Conclusion and future work
The cloud computing technology has grown exponentially and very well adopted by the end users that make the technical and cultural shift from localization to globalization with inclusion of internet connected resources. A customer can access their data hosted anywhere on the global world by merely having internet connectivity. Cloud resources are maintained and controlled by the third party as Cloud Service Providers (CSP) and these pay less attention to secure the user’s data. The cloud service provider can take care of infrastructure security and protect the network those are under their control but end user who is not so technical guy has a belief that data hosted over the cloud network is full proof secured. Normally the data hosted on cloud resources are more vulnerable to attacks than the data hosted on a PC locally because data flow is always through a public internet which is always a insecure infrastructure and always prone to attacks. Moreover the volume of users of cloud computing is increasing in a exponential manner which definitely make the internet based environment under the reach of end user but it also lead to threats pertains to these resources.
In research, many authors had proposed multiple approaches to ensure the data security and protection of end users. Researchers also depicted that by only applying traditional cryptographic algorithms may not be such useful in the context of cloud computing because it increase overhead to the cloud infrastructures, moreover the security is wholly depend upon the type of encryption algorithm and key used in that. To avoid such algorithms, the researchers explored another phenomenon of data security of the user hosted on CSP. It includes the data fragmentation and its dispersal over the multiple cloud nodes. 
In this research thesis, the need and requirements of protection of user’s data is presented by addressing the security problems in cloud infrastructures. Then solution is presented to solve this research problem by incorporation of novel data fragmentation techniques and distribution of data files over the cloud nodes along with advance and optimal data encryption algorithm. For the protection of end user data, we propose a schematic algorithmic novel combined approach for data security which will be involved a lightweight encryption with data fragmentation and replication techniques to ensure the data protection. 
The core benefits of the proposed approach are: 
· It explored the benefits and usage of data fragmentation techniques to protect the user’s data
· It incorporates the optimal advance data encryption algorithm prior to disbursal of user’s segmented files.
· Scalable implementation is performed which provide the flexibility of more pieces of files, incorporation of more optimized data encryption algorithm with different key factor.

The developed system is user-driven as user can submit the data to be hosted over the cloud. The user registration module is to give the access to the user so that a user can sign up for access the cloud nodes as resources. The registered user submit the file as data inputs and then file segmentation module is to divide the main file into multiple pieces as per similar way of Google File System (GFS). The segmented files are encrypted using optimal symmetric key encryption algorithm. Here the RSA encryption algorithm is used and performances are measures through changing the key size to get the best optimal results. The in-built cryptography algorithm of Microsoft .NET framework is implemented and applied on the fragmented data. The main benefit of this research work is to confuse the attacker about the actual data where it is located and not able to get the actual data because it is located over the different cloud nodes and another layer of security is fragment data is encrypted. The performance benchmarking is listed and presented through system time taken in the form of Treal, Tsys and Tuser after enabling the data fragmentation and data encryption processes on a system.
The developed system is tested on the limited simulated environment using Microsoft .NET framework and its in-build cryptography algorithm. The testing of AES data encryption algorithm is performed with different key size and data segmentations. The exploration and testing of more symmetric key encryption algorithm such as DES, Blowfish and more Asymmetric cryptography algorithm is left for future work.
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