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Abstract- Internet of things (IoT) is the emerging technology which plays an promising role for the well being of humans. Many applications are contributed by IoT like agriculture, healthcare services. As the objects are different, causes heterogeneity problem in the IoT platform. The data is heterogeneous in nature so storing and accessing the data is the major challenge in cloud. For storing data a cloud is preferred but there are some issues  related to this like security, infrastructure, data integrity, inter cloud interoperability. This paper focus on the data interoperability issue in cloud computing means exchanging meaningful data at the semantic level. Interoperability can be defined as a measure of the degree to which diverse systems or components can work together successfully to solve any problem. This paper presents literature survey on data interoperability in cloud computing.
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I. INTRODUCTION

The Internet of Things (IoT) is a next evolution of internet. In IoT we can transfer data over network without communication between person and computer. IoT has evolved from the convergence of wireless technologies, micro-electromechanical systems (MEMS) and the Internet. In IoT a  thing ,can be a person with a heart monitor implant, a farm animal with a biochip transponder, an automobile that has built-in sensors to alert the driver when tire pressure is low or any other natural or man-made object that can be assigned an IP address  and provided with the ability to transfer data over a network. So far, the Internet of Things has been most closely associated with machine-to-machine (M2M) communication in manufacturing and power, oil and gas utilities. Using IoT we can freeze the gap between poor and rich peoples we can provide information over network to those who really need that information. The term Internet of Things was first coined by Kevin Ashtonin 1999 in the context of supply chain management [1]. In the past decade IoT is used in many applications like healthcare, agriculture, utilities, transport etc. In IoT interconnected objects communicate through internet and they collect the information from surrounding just by sensing and interact with the physical world using some internet standards. The potential benefits of Internet of Things (IoT) are almost limitless and IoT applications are changing the way we work and live by saving time and resources and opening new opportunities for growth, innovation and knowledge creation. The Internet of Things allows private and public-sector organizations to manage assets, optimize performance, and develop new business models. The main characteristics of IoT are like interconnectivity, things related services, heterogeneity and dynamic changes etc. Fig.1 shows IoT and the end users and application areas [3]. Our paper mainly focus on the healthcare area i.e. the application of IoT. Enterprises are making use of the huge amount of data available, business analytics, cloud services, enterprise mobility and many others to improve the way businesses are being conducted. These technologies include big data and business analytics software, cloud services, embedded technology, sensor network / sensing technology, RFID, GPS, M2M, mobility, security and ID recognition technology, wireless network and standardization.
[image: image1.emf]
Fig.1. Internet of Things schematic showing the end users and application areas based on data.

II. IoT and  RELATED TECHNOLOGIES

A. Cloud Computing:
IoT applications like sensor based services can be prominently delivered through a cloud environment. Cloud computing is one of the most influential trend in IT domain that transform the whole structure of data storage.. NIST definition of cloud computing Cloud computing is a model for enabling convenient on-demand network access to a shared pool of configurable computing resources( e g networks, servers, storage, applications and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction[4]
        The novelty behind Cloud computing is that distributed physical resources, such as storage, CPU and networking (Infrastructure), programming frameworks and libraries (Platform) and services (Software) can now be traded as economic goods, integrated and offered on-demand through the Internet in a “pay-as-you-go” manner. Cloud has three service models like Platform as a Service (PaaS),Infrastructure as a Service (IaaS) and Software as a Service (SaaS), and four deployment models like private cloud, public cloud , hybrid cloud and community cloud.

Infrastructure as a Service (IaaS) It provides users various infrastructure resources for storage, process, networking and computing. For user there is no need to manage and control the infrastructure but must manage operating system.
Platform as a Service (PaaS) It provides the deployment of the applications using various programming languages Or frameworks and tools onto the Cloud infrastructure. User has control over deployed applications.

Software as a Service (SaaS) It provides users to access applications running on a Cloud infrastructure from various end-user devices (generally through a web browser).
Cloud Deployment Models :Deployment of a cloud can be done in the following ways:

· Private clouds: A single organization solely operates this cloud. Private cloud may be managed by the organization itself or by third party.

· Public clouds This cloud is managed by Cloud service provider and is open to general public or a large industry group.

· Hybrid clouds It combine two or more clouds (private or public) that remain unique entities but are bound together by technology that enables data and application portability.

· Community clouds feature infrastructure that is shared by several organizations and supports a specific community. They may be managed by the organizations or a third party.

Advantages of cloud computing

· Availability: Data and applications are globally available for users to access on cloud

· Collaboration: On common platform members can work using the cloud

· Elasticity: Depending on the need of users requests services will be vary

· Lower infrastructure costs: The cost factor is very low as resources are not totally used physically. For organization there is no need for upgrading the resources.

· Robust: Organization can relay on the services provided by ISP 

· Risk reduction: Risk factor is very rare as organization is not fully using hardware devices

· Scalability: The resources are scalable depending on users need so users can access those resources.

B. Cloud computing in healthcare services

 Cloud computing provides significant benefits to the healthcare sector: doctor’s clinics, hospitals, and health clinics require quick access to computing and large storage facilities which are not provided in the traditional settings healthcare. Data needs to be shared across various settings and geographies which further burden the healthcare provider and the patient causing significant delay in treatment and loss of time. Cloud caters to all these requirements thus providing the healthcare organizations an incredible opportunity to improve services to their customers, the patients, to share information more easily than ever before, and improve operational efficiency at the same time More and more vendors are offering healthcare solutions and services such as telemedicine, electronic medical records, medical imaging, and patient management that can be consumed or integrated by healthcare providers, payers and customers over a cloud.[5]
· Advantages using cloud computing in healthcare services

a) Availability of information: A unique medical record for patients available anytime and anywhere would help doctors to have all of the patient’s medical history and treat them to the best.

b) Cost reduction: As resources are shared in cloud computing , the cost of establishing the IT infrastructure is reduced as such that the client only need to bear a minimum cost of shared infrastructure.

c) Resources: Unlimited resources will be provided by cloud computing as well as doctors will be available in rural areas also

d) Improved quality: As data is stored centrally so all information of the patients we can provide to govt. bodies like WHO also.

e) Support national security: e-health cloud would help in checking the spread of contagious diseases, its cause for spread, spreading pattern and infection area.

· Barriers (issues) to Cloud-Computing Adoption

In adopting cloud computing environment there are some barriers or issues related to this

a) Interoperability: The cloud-computing community has not yet defined a universal set of standards or interfaces, resulting in a significant risk of vendor lock-in.

b) Latency: The access to cloud (e.g. public cloud) is over internet so there may be delay in communication

c) Legal issues: Because cloud vendors tend to locate server farms and data centers where it is cheaper to operate them, some cloud-computing users have concerns about jurisdiction, data protection, fair information practices, and international data transfer.

d) Platform or language constraints: Some cloud platform provides support only to specific programming languages

e) Security: Data privacy is not maintained as data is stored on cloud publically accessible. So security is the major concern.

This paper highlights on the data interoperability issue in cloud computing.
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Fig; 2 Application scenario of the proposed In-Home Healthcare Station [Liu et al. 2011, Klasnja et al. 2012, Plaza et al. 2011].

III. INTEROPERABILITY

Interoperability in the area of Cloud computing means “the ability to write code that works with more than one Cloud provider simultaneously, regardless of the differences between the providers”[11]. More formally, IEEE and ISO define interoperability as the ability for two or more systems or applications to exchange information and mutually use the information that has been exchanged.
  Interoperability should be viewed as the capability of public clouds, private clouds, and other diverse systems within the enterprise to understand each other’s application and service interfaces, configuration, forms of authentication and authorization, data formats etc. in order to cooperate and interoperate with each other. For enabling interoperability the open standards are developed. 

A. Need of cloud interoperability
Cloud environment will be hampered if we neglect interoperability
· To avoid vendor lock in problem 

· Take full advantage of the cloud as itself and not as a vendor infrastructure, platform or service

· An API about an API

· Develop your application once, deploy anywhere.

· Enable hybrid clouds

Fig.3 shows why we need interoperability? 
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Fig. 3 Need of cloud interoperability

B. Risks involved in cloud interoperability

· If there are lack of supporting tools then moving a huge amount of data from one organization to the cloud and then one cloud provider to another cloud provider is a tedious job

· Cloud providers sometimes do not support for heterogeneous deployment

· Lack of integration between various cloud networks creates difficulties in migrating data and applications

· The infrastructure design, distribution of components and data transformation is a major issue when we migrate from one vendor to another.

Four typical cloud-computing interoperability use cases that are supported by standards:

· Workload migration. A workload that executes in one cloud provider can be uploaded to another cloud provider.  Some standardization efforts that support this use case are Amazon Machine Image (AMI), Open Virtualization Framework (OVF), and Virtual Hard Disk (VHD). 

· Data migration.  Data that resides in one cloud provider can be moved to another cloud provider. A standardization effort that supports this use case is Cloud Data Management Interface (CDMI). In addition, even though SOAP and REST are not data-specific standards, multiple cloud-storage providers support data- and storage-management interfaces that use SOAP and REST. 

· User authentication.  A user who has established an identity with a cloud provider can use the same identity with another cloud provider.  Standardization efforts that support this use case are Amazon Web Services Identity Access Management (AWS IAM), OAuth, OpenID, and WS-Security. 

· Workload management. Custom tools developed for cloud workload management can be used to manage multiple cloud resources from different vendors.  Even though most environments provide a form of management console or command-line tools, they also provide APIs based on REST or SOAP.
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Fig: 4 Interoperability Levels

There are different levels of system interoperability, as shown in above figure. Figure 4 shows Technical interoperability does exchanging data, semantic interoperability is related in exchanging meaningful data, and organizational interoperability deals with participating in multi-organizational business processes.[12]
IV. DATA INTEROPERABILITY

Our paper deals with a concept such as data interoperability in terms of semantic interoperability, or the way that data is defined and stored on one cloud  versus another. We will consider the notions of transformation and translation, so the data appears native when it arrives at the target cloud, or clouds, from the source cloud (or clouds). 
A  Standardization Initiatives
For developing various standards, different standardized bodies, non  profit govt, they had already taken the initiative by collaborating with other academic researchers.. In [2] the Distributed Management Task Force (DMTF) has introduced the Open Cloud Standards Incubator recently by the Cloud Management Working Group (CMWG) which aims at standardizing the interactions among Cloud environments Again in [3]the Open Virtualization Format (OVF) released by DMTF, describes a portable and efficient format for packaging and distribution of software to be run across multiple virtual machines. IEEE4 has introduced two working groups, named P2301 andP2302. The first is responsible for developing a standard for enabling portability and the second concentrates on allowing a system in one Cloud to work with a system in another. The Cloud Computing Interoperability Forum (CCIF) is coming up with a global Cloud computing ecosystem, to work different platform together. Organization for the Advancement of Structured Information Standards (OASIS) sees Cloud computing as an extension of Service-Oriented Architecture (SOA) and planed to develop the standard. 

                In [6] The Open Group Cloud Work Group is planning to create common platform to remove vendor lock in problem.  In [8] the Open Cloud Consortium (OCC) will support the development of reference implementations, benchmarks and frameworks for interoperation between different Cloud providers  solutions. The Cloud Industry Forum (CIF) scopes to advance and advocate the adoption and use of Cloud-based services by businesses and individuals creating a marketplace while the growth of a marketplace is also the primary objective of TM Forum’s Cloud Services Initiative. The Open Cloud Computing Interface (OCCI) from OGF is an example of a standard IaaS resource management interface interfacing IaaS Cloud computing facilities and allowing users interoperate using the same context. Similarly, Storage Networking Industry Association (SNIA) has introduced the Cloud Data Management Interface (CDMI), an interface standard that enables interoperation with storage Clouds and provides and a universal way for accessing all the services.
In [16] according to Cerf, Tim Berners-Lee argues that linking data semantically may be “the missing part of the vocabulary needed to interconnect computing Clouds” and therefore solving Cloud interoperability problem. Creating a common platform for data analysis, storage is done if the Cloud computing model follows the semantic interoperability approach. Main intention for semantic interoperability is to avoid vendor lock in problem. In [8] Cohen clarifies the concepts like cloud interoperability and portability  concepts saying that: “Cloud computing interoperability is the ability for multiple Cloud providers to work together or interoperate, whereas Cloud portability is the ability of data and application components to be easily moved and reused regardless of the provider, operating system, storage, format or API.
IV.
SEMANTIC INTEROPERABILITY

Semantic interoperability is defined as the ability to share, interpret, and make effective use of information exchanged.  In [15 ] the author designed a new approach called cloud health information systems technology architecture (CHISTAR) for electronic health record maintains. achieves semantic interoperability by using a generic design approach. CHISTAR uses a two-level modeling approach which separates data from clinical knowledge.  Data storage model defines entities for data storage and represents the semantics of storing data. Archetype model defines the clinical concepts. Archetype model represents the domain-level structures and constraints on the generic data structures defined by the data storage model. Two-level modeling approach makes the system more robust as the software need not be changed whenever there is a change in the clinical knowledge. Fig 5 shows Cloud-based EHR data storage architecture of CHISTAR.[15]
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Fig: 5 Cloud-based EHR data storage architecture of CHISTAR. In [14] IaaSA description model, based on DMTF Common Information Model (CIM) [14], is generic enough in order to cater to all IaaS providers to provide operations to fulfill the IaaS user’s requirements.

       In [7] next a Blueprint concept is proposed in that it contain a uniform abstract description of Cloud offering, containing 6 primary elements: the basic properties, the offering which contains the description of functional and non-functional offerings, the implementation Artifacts, the resource requirements, the architectural requirements and the invariants which are constraints that must not be violated by all elements of blueprint. To design XaaS  by using templates (IaaS, PaaS and SaaS) providers can seamlessly interoperate and collaborate. Sheth and Ranabahu designed a model to address semantic conflicts of Cloud computing interoperability, containing four dimensions: functional, nonfunctional, data and system. Functional semantics pertaining to the core functionality (commonly referred to as the business logic) of the application while non-functional semantics refer to information which is not-directly relevant to the business logic such as access control and logging.
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