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ABSTRACT

Blockchain technology, based on Ethereum, has revolutionized financial transactions. However, challenges related to speed and data protection persist. While numerous technologies have been developed in the blockchain field, they often lack innovation, and there is no perfect system that incorporates new features to enhance the overall speed of cryptocurrency transactions. This project introduces a groundbreaking solution by integrating a scan-to-pay feature and using the SHA-512 hashing algorithm to boost efficiency. The scan-to-pay feature simplifies transactions through QR codes, reducing complexity and errors and optimizing the user experience. Its versatility allows for easy integration into existing systems without requiring extensive modifications. Simultaneously, the SHA-512 algorithm strengthens security, protecting sensitive payment data and mitigating risks. By seamlessly combining user-centric features and advanced security measures, our project contributes to the evolution of Ethereum's blockchain technology, addressing critical issues and propelling decentralized payment systems into a new era of usability and protection.
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1.INTRODUCTION

Blockchain is a revolutionary technology that serves as a decentralized and distributed ledger, enabling secure and transparent record-keeping of transactions across a network of computers [1]. It operates on a consensus mechanism, ensuring that all participants agree on the validity of the recorded information without the need for a central authority. Ethereum blockchain is a decentralized and distributed ledger technology that operates on a network of computers worldwide. Unlike traditional centralized systems, Ethereum does not rely on a single authority to validate and record transactions [3]. Instead, it employs a consensus mechanism where nodes in the network agree on the state of the blockchain. The uniqueness of Ethereum lies in its ability to execute smart contracts. Smart contracts are self-executing agreements with the terms directly encoded into computer programming, allowing for trustless and automated transactions without intermediaries [4].
The decision to use Ethereum stems from its versatility and the capability it offers to build decentralized applications (DApps) and smart contracts. Ethereum serves as a platform for developers to create a wide range of applications, from decentralized finance (DeFi) systems to token issuance and more. Its decentralized nature ensures security and transparency, providing users with control over their data and transactions.
Using Ethereum involves interacting with its blockchain through a cryptocurrency wallet. Users can create accounts on the Ethereum network, each identified by a unique address. Transactions are initiated by sending cryptocurrency, such as Ether (ETH), from one account to another. Smart contracts can be deployed on the Ethereum network, and users can interact with these contracts by sending transactions that execute specific functions encoded in the contract's code


II.LITERATURE REVIEW

Blockchain is a tamper-evident and tamper-resistant digital ledger system, operating in a distributed and decentralized manner. Originally introduced in 2008 with Bitcoin, it facilitates a community of users to record irreversible transactions in a shared ledger. Users employ cryptographic mechanisms, utilizing public and private keys, to digitally sign and securely transact within the system. The blockchain's decentralized nature, maintained collaboratively by a distributed group, ensures resilience against attempts to modify the ledger.[1]	
The paper underscores the significance of secure transactions and challenges associated with third-party involvement in transactional security. Emphasizing blockchain as a tamper-proof solution for transaction tracking, the paper discusses various consensus protocols like Hyperledger Fabric and Ethereum. The potential applications of blockchain across diverse domains, including healthcare, science, literacy, publishing, economic growth, and art and culture, are highlighted. Additionally, the paper introduces Hyperledger as an open-source collaboration aimed at enhancing the efficiency and reliability of blockchain systems.[3]	
The paper delves into the pivotal role of hash functions in network security and cryptography, offering insights into well-known algorithms such as SHA-1, SHA-2, SHA-3, MD4, MD5, and Whirlpool. Conducting a comparative analysis, it evaluates the varying levels of security provided by these hash algorithms. The paper underscores the use of hash functions in ensuring the integrity, authenticity, and digital signature of transmitted data, fostering secure communication between sender and receiver. The crucial role of hash functions in key generation for both symmetric and asymmetric key cryptosystems is highlighted as well.[9]	
Xiaofei Luor proposes a decentralized payment routing scheme and a Markov Chain-based routing algorithm to improve the efficiency of payment channel networks (PCNs). The proposed routing algorithm achieves higher throughput and shorter payment times compared to other routing schemes, ensuring efficient payments in PCNs. The multi-branch routing scheme improves payment success ratio and reduces collateral requirements in PCNs. But this results in increased transaction time compared to non-routing methods. Since routing requires more machines, it may results in more maintenance and lead to potential issues.[10]	
Yuhui Zhang discusses the routing challenges in Payment Channel Networks (PCNs) and highlights the distinct features of PCNs that differentiate them from conventional ad-hoc networks. It proposes an (i, j)-MTFM algorithm for routing in PCNs, which involves splitting nodes and constructing payment paths. It aims to optimize the routing process by considering the feasibility and timeliness constraints specific to PCNs.[11].	
Decentralized payment systems leverage distributed ledgers for transaction recording, but early implementations face privacy challenges. Privacy-enhanced solutions like Monero and Zerocash address these concerns. While completely decentralized anonymous payment systems resist effective regulation, striking a balance between privacy and regulation is crucial. A proposed system integrates SPK for knowledge arguments, an extractor for rewinding, and a register procedure for managers and users. Employing on-chain (TX) and off-chain (TLS) communication methods, the system aims to achieve the delicate equilibrium of privacy and regulation.[12].	
Kim-Kwang Raymond Choo utilizes zero-knowledge Succinct Non-interactive ARguments of Knowledge (zk-SNARKs) to construct a decentralized anonymous payment scheme (DAP scheme) called Zerocash. It leverages recent advances in zk-SNARKs to formulate and construct the DAP scheme, which enables users to make private payments with hidden origin, destination, and amount. The transactions in Zerocash are less than 1 kB and take under 6 ms to verify. The paper presents a full-fledged ledger-based digital currency, Zerocash, that offers strong privacy guarantees for decentralized anonymous payments by hiding the payment's origin, destination, and transferred amount.[13]


A. CHALLENGES

The literature survey reveals notable observations and identifies gaps in existing research. The implementation of routing in transactions has been found to potentially impact speed. The involvement of third parties poses risks to user privacy and security. Notably no innovative approaches have been implemented to enhance transaction speed. Addressing these concerns presents an opportunity for future research to explore novel solutions, ensuring efficient and secure transactions without sacrificing speed or compromising user privacy.

III. PROPOSED SYSTEM

Addressing the imperative for innovation in blockchain-based payment systems, our focus is on crafting an advanced decentralized payment ecosystem for Ethereum. While current blockchain technologies have transformed digital transactions, issues persist regarding user accessibility and transaction speed. The objective is to overcome these challenges by introducing novel features, including seamless QR code scanning for payments and robust security through SHA-512 encryption. Striking a balance between user-friendliness and data protection, our approach builds upon existing blockchain foundations.
The proposed blockchain payment system integrates QR code scanning for streamlined transactions while prioritizing security with SHA-512 encryption. SHA-512, part of the SHA-2 family, provides robust 512-bit output, enhancing data protection against potential threats. Each user is assigned a unique QR code linked to their wallet address, facilitating speedy cryptocurrency transfers. SHA-512 encrypts transaction details, bolstering privacy for both senders and receivers. Its fixed-length 512-bit output ensures resistance to collision and preimage attacks, making it suitable for digital signatures and secure data storage. Implemented through a user-friendly website, the system enables wallet connection and manual entry or QR code scanning of receiver addresses, ensuring secure and private transactions.

III. A SYSTEM DESIGN
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Fig. 1 System Design

Users will first need to connect their MetaMask wallet to their account on our website. Then, they can send Ethereum to anyone by entering necessary details like the receiver's address. Every transaction will take place through a smart contract, which provides encryption, security, and privacy to the sender and receiver. User sends the payment to another user using XCrypt and can also receive a payment. Users can also see the transaction details. Additional information about the user, like wallet address and wallet balance, can also be displayed. Wallets are used for the storage of users' cryptocurrencies. Information about the user, such as wallet address and wallet balance, can be displayed.

IV. METHODOLOGIES

Transactions undergo hashing using the SHA-512 hashing algorithm. Subsequently, all transactions contribute to the creation of a Merkle tree, with its root node being appended to the blockchain. Proof of Stake is employed to validate transactions within the blockchain.
SHA-512 is considered to have better security than SHA-1 due to its larger hash value and resistance to various attacks. Here are some key differences between the two algorithms: SHA-1 generates a 160-bit (20-byte) hash value, while SHA-512 generates a 512-bit (64-byte) hash value. A large hash value makes SHA-512 more resistant to attacks and less prone to hash collisions. It has not been compromised and will remain secure for at least the next few years. In contrast, it is generally slower than SHA-1 but is still faster than SHA-256 for processing larger strings. However, for small strings, SHA-256 is faster. SHA-512 provides better security than SHA-1 due to its large hash value and more secure algorithm structure. It is more suitable for applications that require high security, such as password hashing and digital signatures.
Proof of Stake (PoS) is a consensus mechanism used in blockchain networks to validate and confirm transactions and secure the network. Unlike Proof of Work (PoW), where miners compete to solve complex mathematical puzzles to validate transactions and create new blocks, PoS relies on validators who to create new blocks and validate transactions based on the number of cryptocurrency tokens they hold and are willing to "stake" or lock up as collateral. In a PoS system, validators are choosed to create new blocks and validate transactions based on multiple factors like the number of tokens they hold and how long they have been staking them. The probability of being chosen as a validator is directly proportional to the amount of cryptocurrency tokens they have staked. The likelihood of being selected as a validator increases in direct proportion to the quantity of cryptocurrency tokens they have staked.
PoS is more energy efficient than PoW because it does not require the massive computational power to solve complex puzzles. Additionally, PoS is to be more resistant to centralization since it isnt heavily influenced by mining power concentration. Overall, PoS is a consensus mechanism that aims to provide security and validate transactions in a decentralized manner by leveraging participants' stake in the network.

V. RESULTS AND DISCUSSIONS
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Fig 2. Connect with Wallet
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Fig3. Ethers transfer thru QR code
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VI. CONCLUSION
	
In this study, we delved into decentralized payment systems, focusing on Ethereum-based solutions to enhance user experience. Blockchain adoption has freed transactions from centralized constraints, providing decentralization, scalability, and security. We identified concerns like scalability, slow speeds, high fees, wallet intricacies, security vulnerabilities, user errors, regulatory challenges, and environmental impacts. Our solutions include QR payment integration for faster transactions and SHA-512 encryption for heightened security. Results demonstrate improved efficiency, addressing concerns and positioning Ethereum-based systems as user-friendly and eco-conscious. These advancements signify progress in decentralized payment adoption amid the evolving digital transaction landscape.
Future enhancements for our decentralized payment system include the incorporation of a chat feature for user communication, the development of a mobile application to expedite cryptocurrency transfers, updates to the hashing algorithm for heightened security, and the potential addition of support for various cryptocurrencies beyond Ethereum, ensuring adaptability and sustained innovation.
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